Doc# OMA-BCAST-2009-0125R02-CR_ParentalControl_DRMProfile[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2009-0125R02-CR_ParentalControl_DRMProfile
Change Request



Change Request

	Title:
	Clarify DRM Profile parental control behaviour
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-V1_0-20091212-A.doc

	Submission Date:
	14 October 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Ciara Byrne, SafeNet, Ciara.Byrne@nl.safenet –inc.com

	Replaces:
	n/a


1 Reason for Change

Parental control is a legal requirement in many countries and is therefore essential to deploy a commercial mobile TV service. Smartcard profile specifies exactly how parental control is signalled and the behaviour expected on the client side. It also includes messages for updating the PIN code and rating information on the secure function from the server-side. 
However, in DRM profile only the STKM message format for parental access control is defined. The expected behaviour on the client-side is not clearly specified. The changes described here cover how the device is expected to process and use the parental control information delivered in STKMs. The changes assume that the PINCODE and rating information are installed and modified on the client side in an out-of-bound manner not defined here. 
R01 reduces the description into a normative section on checking level_granted and rating_type. 
R02 was includes updates based on comments from Nokia including explicitly making parental control processing optional and changing SHALL statements to SHOULDs. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to accept the text as a necessary bug fix.

6 Detailed Change Proposal

Change 1: Add parental control processing section for DRM profile 
5.5.3 Parental control processing 

DRM Profile signals parental control information about content via access criteria in STKMs. When parental control is being used by a subscriber the rating_type and level_granted information SHOULD be stored securely on the terminal. How this information is provisioned on the Terminal is outside the scope of this specification (e.g. the rating_type and level_granted information can be provided by the parent/user himself). The usage of a parental control PINCODE is optional in DRM Profile and when a PINCODE is used, its storage location and management  is outside the scope of this specification.
The rating_value transmitted in the STKM is checked against the level_granted stored in the Terminal for the rating_type.The Terminal SHOULD compare the rating_type received in the STKM against all of the rating_type values stored in the Terminal.  If there is a level granted, depending on the rating_value and the rating_type, the outcome is success or failure. If the processing of the parental_control access criteria ends with success, the Terminal proceeds with other STKM processing.
	Success
	If there is a level_granted for the rating_type in the Terminal and if it is an equal or more restrictive value than the rating_value received in the STKM, the checking of rating_value ends with success and the processing of STKM resumes. 
If there is no level_granted for the rating_type in the Terminal , the user is authorized to view the content. The checking of rating_value ends with success and the processing of the STKM resumes. 


	Failure
	If there is a level_granted for the rating_type in the Terminal and if it is less restrictive than the rating_value received in the STKM, the checking of rating_value ends with failure. The Terminal MAY trigger a request for a parental control PINCODE (if one is used). Otherwise the Terminal SHOULD indicate to the user that he is not allowed access the content. 



Note that the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically means the user age is higher. Note that actual numerical values of rating_value for certain rating_types do not always follow a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least restrictive to most restrictive) is based on the semantics of the individual rating values.  An informative example can be found in Table 130 in ‎Appendix H.

Note that the value for “not rated” or “undefined” SHOULD be treated by default as “least restrictive”, unless its semantics is explicitly stated by the rating scheme.

Change 2: Make parental control for DRM Profile explicitly optional in SCR
B.1 SCR for Clients

	Item
	Function
	Reference
	Status
	Requirement

	BCAST-SPCP-C-001
	Support for Service Protection
	‎4.1
	O
	

	BCAST-SPCP-C-002
	Support for Content Protection
	‎4.1
	O
	

	BCAST-TerminalCapability-C-003
	Terminal with cellular radio interface and with Smartcard supporting Service Protection
	‎4.1
	O
	BCAST-SPCP-C-005

	BCAST-TerminalCapability-C-004
	Terminal without cellular radio interface or without Smartcard supporting Service Protection
	‎4.1
	O
	BCAST-SPCP-C-006

	BCAST-SPCP-C-005
	Support for Smartcard Profile for Service Protection 
	‎4.1
	O
	BCAST-ContentLayer-C-007 AND BCAST-STKM_SC-C-010 AND  BCAST-SDP-C-014     AND BCAST-LTKM_SC-C-015 AND BCAST-KeyManagement-C-016 AND

BCAST-SC_ParentalControl-C-033 AND

BCAST-SC_LocationRestriction-C-034

	BCAST-SPCP-C-006
	Support for DRM Profile for Service Protection 
	‎4.1
	O
	BCAST-ContentLayer-C-007 AND BCAST-STKM_DRM-C-011 AND BCAST-LTKM_DRM-C-013 AND BCAST-SDP-C-014

	BCAST-ContentLayer-C-007
	Processing of Content Layer encryption - SRTP
	‎9.2
	O
	BCAST-SRTPsignal-C-030

	BCAST-ContentLayer-C-008
	Processing of Content Layer encryption - IPsec
	‎9.1
	O
	

	BCAST-ContentLayer-C-009
	Processing of Content Layer encryption - ISMACRYP
	‎9.3
	O
	

	BCAST-STKM_SC-C-010
	STKM for Smartcard Profile
	‎6.7
	O
	BCAST-SCCommands-C-035

	BCAST-STKM_DRM-C-011
	STKM for DRM Profile
	‎5.5
	O
	

	BCAST-SC_Binding-C-012
	Binding of STKM to Terminal with Smartcard
	‎12
	O
	

	BCAST-LTKM_DRM-C-013
	LTKM for DRM Profile
	‎5.4
	O
	

	BCAST-SDP-C-014
	Protection Signalling in SDP
	‎10.1
	O
	

	BCAST-LTKM_SC-C-015
	LTKM for Smartcard Profile
	‎6.6
	O
	BCAST-SCCommands-C-036

	BCAST-KeyManagement-C-016
	Service Access for Terminal with Smartcard
	‎6.10
	O
	

	BCAST-Recording-C-017
	Recording
	‎8
	O
	

	BCAST-CPFilesDRM-C-018
	Content Protection for Downloading Files in Terminals with no Smartcard
	‎5.6.2.2
	O
	

	BCAST-CP_RTP_DRM-C-019
	Content Protection for Streaming in Terminals with no Smartcard
	‎5.6.1.2
	O
	BCAST-CP_Form-C-023

	BCAST-CPFilesSC-C-020
	Content Protection for Downloading Files in Terminals with Smartcard
	‎6.8.2.2
	O
	BCAST-ClientID-C-027

	BCAST-CP_RTP_SC-C-021
	Content Protection for Streaming in Terminals with Smartcard
	‎6.8.1
	O
	BCAST-CP_Form-C-023 AND BCAST-ClientID-C-027 AND BCAST-SAC-C-028

	BCAST-CP_Recorded_SC-C-022
	Content Protection of Recorded Material in Terminals with Smartcard
	‎6.9.1, ‎8.5
	O
	BCAST-ClientID-C-027 AND BCAST-SC_Binding-C-012
AND

BCAST-SCCommands-C-035
AND

BCAST-SCCommands-C-040

	BCAST-CP_Form-C-023
	Content Protection Format
	‎9.3.3
	O
	

	BCAST-Domains-C-024
	Broadcast Domains
	‎5.3
	O
	

	BCAST-MeteringDRM-C-025
	Usage Metering for DRM Profile
	‎5.9
	O
	

	BCAST-MeteringSC-C-026
	Usage Metering for Smartcard Profile
	‎6.6.5
	O
	

	BCAST-ClientID-C-027
	BCAST Client ID
	‎6.11
	O
	

	BCAST-SAC-C-028
	Use of SAC
	‎6.8.1.3
	O
	

	BCAST-ContentLayer-C-029
	Processing of Content Layer authentication - ISMACRYP
	‎9.3
	O
	BCAST-SRTPsignal-C-030

	BCAST-SRTPsignal-C-030
	SDP Signalling of SRTP
	‎10.4
	O
	

	BCAST-Recording_SC-C-031
	Recording in Terminals with Smartcard for Smartcard profile
	‎8.5
	O
	BCAST-SCCommands-C-040

	BCAST-SC_ParentalControl-C-032
	Support of Parental Control Message in Smartcard profile
	‎6.6.5
	O
	BCAST-SCCommands-C-036

	BCAST-SC_ParentalControl-C-033
	Support of Smartcard-based parental control
	‎6.7.3.11.1
	O
	BCAST-SCCommands-C-035 AND BCAST-SCCommands-C-042

	BCAST-SC_LocationRestriction-C-034
	Support of Smartcard-based location restriction
	‎6.7.3.11.2
	O
	BCAST-SCCommands-C-035 AND BCAST-SCCommands-C-044 AND BCAST-SCCommands-C-045

	BCAST-SCCommands-C-035
	Support of MTK generation mode AUTHENTICATE Command for OMA BCAST operation
	‎E.2.1
	O
	

	BCAST-SCCommands-C-036
	Support of MSK update mode AUTHENTICATE Command for OMA BCAST operation
	‎E.2.2
	O
	

	BCAST-SCCommands-C-037
	Support of AUTHENTICATE Command for OMA BCAST operation: SPE Deletion Mode
	‎E.2.3.1
	O
	

	BCAST-SCCommands-C-038
	Support of AUTHENTICATE Command for OMA BCAST operation: Recording Deletion Mode
	‎E.2.3.2
	O
	

	BCAST-SCCommands-C-039
	Support of OMA BCAST Command: SPE Audit Mode
	‎E.3.2
	O
	

	BCAST-SCCommands-C-040
	Support of OMA BCAST Command: Record Signalling Mode
	‎E.3.3
	O
	

	BCAST-SCCommands-C-041
	Support of OMA BCAST Command: Recording Audit  Mode
	‎E.3.4
	O
	

	BCAST-SCCommands-C-042
	Support of VERIFY PIN Command
	‎6.7.3.11.1
	O
	

	BCAST-SCCommands-C-043
	Support of UNBLOCK PIN Command
	‎6.7.3.11.1
	O
	

	BCAST-SCCommands-C-044
	Support of DISPLAY TEXT Command
	‎6.7.3.11.2
	O
	

	BCAST-SCCommands-C-045
	Support of PROVIDE LOCAL INFORMATION Command
	‎6.7.3.11.2
	O
	

	BCAST-ParentalControl-DRM-C-046
	Support of DRM profile Parental control processing 
	5.5.3
	O
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