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1 Reason for Change

Following changes in 3GPP specifications, where implicit reference to ETSI specifications has been removed, some commands that was included in the 3GPP specifications by this implicit referencing are now no more part of the 3GPP specifications. An action was given to Gemalto, to change the 3GPP referencing for these commands to ETSI referencing. 
This CR is proposed for BCAST1.0 to close this action item. 
The Local Key Establishment security context of the AUTHENTICATE Command used for the secure channel is described in the 3GPP 31.102 specification from the release7. The release of the 3GPP 31.102 and 3GPP 31.101 (to be aligned with 3GPP 31.102) specifications shall then be changed from release 6 to release 7 in the whole document.
2 Impact on Backward Compatibility

There is no impact on backward compatibility
3 Impact on Other Specifications

none.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR.
6 Detailed Change Proposal

Normative References

The version and release numbers specified for the 3GPP and 3GPP2 references in this section are the minimum version and release numbers that can be used. The references are not meant to be restricted to these versions and releases; subsequent versions and releases can also be used because they are required to be backward compatible.  For example, the minimum version of 3GPP TS 33.222 is the release 6 but the use of the relesae 7 is acceptable as well.
	[3GPP TS 23.003 v6]
	“Numbering, Addressing and Identification (Release 6)”, 3rd Generation Partnership Project, 3 GPP TS 23.003, 
URL: http://www.3gpp.org/

	[3GPP TS 23.032 v6]
	“Universal Geographical Area Description (GAD) (Release 6)”, 3rd Generation Partnership Project, 3 GPP TS 23.032, 
URL: http://www.3gpp.org/

	[3GPP TS 26.346 v7]
	“Multimedia Broadcast/Multicast Service (MBMS), Protocols and codecs (Release 7)”, Technical Specification Group Services and System Aspects, 3rd Generation Partnership Project, 3GPP TS 26.346, 
URL: http://www.3gpp.org/

	[3GPP TS 31.101 v7]
	“UICC-terminal interface; Physical and logical characteristics (Release 7)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.101, 
URL: http://www.3gpp.org/

	[3GPP TS 31.102 v7]
	“Characteristics of the Universal Subscriber Identity Module (USIM) application (Release 7)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.102, 
URL: http://www.3gpp.org/

	[3GPP TS 31.111 v6]
	“Universal Subscriber Identity Module (USIM) Application Toolkit (USAT) (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.111, 
URL: http://www.3gpp.org/

	[3GPP TS 33.110 v7]
	“Key Establishment between a Universal Integrated Circuit Card (UICC) and a Terminal (Release 7)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.110, 
URL: http://www.3gpp.org/

	[3GPP TS 33.220 v6]
	“Generic Authentication Architecture, Generic Bootstrapping Architecture (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.220, 
URL: http://www.3gpp.org/

	[3GPP TS 33.222 v6]
	“Generic Authentication Architecture, Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS) (Release 6)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.222, 
URL: http://www.3gpp.org/

	[3GPP TS 33.246 v7]
	“3G Security; Security of Multimedia Broadcast/Multicast Service (Release 7)”, Technical Specification Group Services and System Aspects, 3rd Generation Partnership Project, 3GPP 33.246, 
URL: http://www.3gpp.org/

	[3GPP TS 51.011 v4]
	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface (Release 4)”, rd Generation Partnership Project, Technical Specification 3GPP TS 51.011, 
URL: http://www.3gpp.org/

	[3GPP2 C.S0002-0]
	“Physical Layer Standard for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0002-0, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0005-D]
	“Upper Layer (Layer 3) Signalling Standard for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0005-D, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0023-C]
	“Removable User Identity Module for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0023-C, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0024-A]
	“cdma2000 High Rate Packet Data Air Interface Specification”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0024-A, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0035-A]
	“CDMA Card Application Toolkit (CCAT)”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0035-A, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0054-0]
	“cdma000 High Rate Broadcast-Multicast Packet Data Air Interface Specification”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0054-0, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0065-0]
	“cdma2000 Application on UICC for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0065-0, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0072-0]
	“Mobile Station Equipment Identifier (MEID) Support for cdma2000 Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0072-0, 
URL: http://www.3gpp2.org/

	[3GPP2 S.S0083-A]
	“Broadcast-Multicast Service Security Framework”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 S.S0083-A, 
URL: http://www.3gpp2.org/

	[3GPP2 X.S0022-A]
	“Broadcast and Multicast Service in cdma2000 Wireless IP Network”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 X.S0022-A, 
URL: http://www.3gpp2.org/

	[BCAST10-Architecture]
	“Mobile Broadcast Services Architecture”, Open Mobile Alliance™, OMA-AD- BCAST-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-BCMCS-Adaptation]
	“Broadcast Distribution System Adaptation – 3GPP2/BCMCS”, Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-Distribution]
	“File and Stream Distribution for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-DVBH-IPDC-Adaptation]
	“Broadcast Distribution System Adaptation – IPDC over DVB-H”, Open Mobile Alliance™, OMA-TS-BCAST_DVB_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-MBMS-Adaptation]
	“Broadcast Distribution System Adaptation – 3GPP/MBMS”, Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-ServContProt]
	“Service and Content Protection for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_SvcCntProtection-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-Services]
	“Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-SG]
	“Service Guide for Mobile Broadcast Services”, Open Mobile Alliance™, OMA-TS-BCAST_ServiceGuide-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST10-XMLSchema-SPCP-Backend]
	“Mobile Broadcast Services – XML Schema SP/CP Backend Messages”, Open Mobile Alliance™,OMA-SUP-XSD_bcast_spcp_backend-V1_0, 
URL: http://www.openmobilealliance.org/

	[DRM Enabler-v2.0]
	OMA-DRM-V2_0 enabler, Open Mobile Alliance™, 
URL: http://www.openmobilealliance.org/

	[DRMCF-v2.0]
	“DRM Content Format V2.0”, Open Mobile Alliance™, OMA-DRM-DCF-V2_0, 
URL: http://www.openmobilealliance.org/

	[DRMDRM-v2.0]
	“DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2_0, 
URL: http://www.openmobilealliance.org/

	[ETSI EN 300 468 V1.6.1]
	“Digital Video Broadcasting (DVB); Specification for Service Infor-mation (SI) in DVB systems”, November 2004, 
URL: http://www.etsi.org/

	[ETSI EN 302 304 V1.1.1]
	“Digital Video Broadcasting (DVB); Transmission System for Handheld Terminals (DVB-H)”, 
URL: http://www.etsi.org/ 

	[ETSI TS 102.221]
	“Smart Cards; UICC-Terminal interface; Physical and Logical Characteristics”, 
URL: http://www.etsi.org/ 

	[ETSI TS 102.223]
	“Smart Cards; Card Application Toolkit (CAT)”, 
URL: http://www.etsi.org/ Release 8 or later  

	[ETSI TS 102.484]
	“Secure Channel between a UICC and an End Point Terminal”, ETSI SmartCard Platform, 
URL: http://www.etsi.org/ 

	[FIPS197]
	ADVANCED ENCRYPTION STANDARD (AES), Federal Information Processing Standards Publication 197, 
URL: http://csrc.nist.gov/publications/fips/

	[FIPS198]
	The Keyed-Hash Message Authentication Code (HMAC), Federal Information Processing Standards Publication 198, 
URL: http://csrc.nist.gov/publications/fips/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, 
URL: http://www.openmobilealliance.org/

	[ISMACRYP11]
	“ISMA 1.0 Encryption and Authentication, Version 1.1”, release version, 
URL: http://www.isma.tv

	[ISMACRYP20]
	“ISMA Encryption and Authentication, Version 2.0”, 
URL: http://www.isma.tv

	[ISO-3166]
	“Codes for the representation of names of countries and their subdivisions”, 
URL: http://www.iso.org/iso/en/prods-services/iso3166ma/index.html

	[ISO/IEC 7816-4]


	“Identification cards – Integrated circuit cards; Part4: Organization, security and commands for interchange”,
URL: http://www.iso.org/

	[ITU-MCC]
	“List of Mobile Country or Geographical Area Codes”, ITU-T Telecommunication Standardization Sector of ITU Complement To ITU-T Recommendation E.212 (05/2004),

URL:  http://www.itu.int/dms_pub/itu-t/opb/sp/T-SP-E.212A-2007-PDF-E.pdf
Note: This List will be updated regularly by numbered series of amendments published in ITU Operational Bulletin. For the latest version see:

URL: http://www.itu.int/itu-t/bulletin/annex.html

	[ITU-T Recommendation E.118]
	“Series E: Overall Network Operation, Telephone Service, Service Operation and Human Factors; The international Telecommunication Charge Card”,
URL: http://www.itu.int/ITU-T/publications

	[ITU-T Recommendation E.164]
	“Series E: Overall Network Operation, Telephone Service, Service Operation and Human Factors; The international public telecommunication numbering plan”, 
URL: http://www.itu.int/ITU-T/publications

	[OMA MLP]
	“Mobile Location Protocol 3.2”, Open Mobile Alliance™, OMA-TS-MLP-V3_2-20051124-C, 
URL: http://www.openmobilealliance.org/

	[OMA Push]
	“OMA Push V2.1”, Open Mobile Alliance™, OMA-ERP-Push-V2_1-20051122-C, 
URL: http://www.openmobilealliance.org/

	[OMNA]
	Open Mobile Naming Authority, Open Mobile Alliance™, 
URL: http://www.openmobilealliance.org/tech/omna

	[RFC1982]
	“Serial Number Arithmetic”, R. Elz, R. Bush, August 1996, 
URL: http://www.ietf.org/rfc/rfc1982.txt

	[RFC2045]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, N. Freed, N. Borenstein, November 1996, 
URL: http://www.ietf.org/rfc/rfc2045.txt

	[RFC2104]
	“HMAC: Keyed-Hashing for Message Authentication”, H. Krawczyk, M. Bellare, R. Canetti, February 1997, 
URL: http://www.ietf.org/rfc/rfc2104.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL: http://www.ietf.org/rfc/rfc2119.txt


“The TLS Protocol, Version 1.0”, T. Dierks, C.Allen, January 1999, 
URL: http://www.ietf.org/rfc/rfc2246.txt
	
	

	[RFC2392]
	“Content-ID and Message-ID Uniform Resource Locators”, E. Levinson, August 1998, 
URL: http://www.ietf.org/rfc/rfc2392.txt 

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter, August 1998, 
URL: http://www.ietf.org/rfc/rfc2396.txt 

	[RFC2401]
	“Security Architecture for the Internet Protocol”, S. Kent, R. Atkinson, November 1998, 
URL: http://www.ietf.org/rfc/rfc2401.txt

	[RFC2404]
	“The Use of HMAC-SHA-1-96 within ESP and AH”, C. Madson, R. Glenn, November 1998, 
URL: http://www.ietf.org/rfc/rfc2404.txt

	[RFC2406]
	“IP Encapsulating Security Payload (ESP)”, S. Kent, R. Atkinson, November 1998, 
URL: http://www.ietf.org/rfc/rfc2406.txt

	[RFC2451]
	“The ESP CBC-Mode Cipher Algorithms”, R. Pereira, R. Adams, November 1998, 
URL: http://www.ietf.org/rfc/rfc2451.txt

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, J. Franks, P. Hallam-Baker, J. Hostetler, S. Lawrence, P. Leach, A. Luotonen, L. Stewart, June 1999, 
URL: http://www.ietf.org/rfc/rfc2617.txt

	[RFC3237]
	“Requirements for Reliable Server Pooling”, M. Tuexen, Q. Xie, R. Stewart, M. Shore, L. Ong, J. Loughney, M. Stillman, January 2002, 
URL: http://www.ietf.org/rfc/rfc3237.txt

	[RFC3548]
	“The Base16, Base32, and Base64 Data Encodings”, S. Josefsson, Ed., July 2003, 
URL: http://www.ietf.org/rfc/rfc3548.txt

	[RFC3566]
	“The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec”, S. Frankel, H. Herbert, September 2003, 
URL: http://www.ietf.org/rfc/rfc3566.txt

	[RFC3602]
	“The AES-CBC Cipher Algorithm and Its Use with IPsec”, S. Frankel, R. Glenn, S. Kelly, September 2003, 
URL: http://www.ietf.org/rfc/rfc3602.txt

	[RFC3629]
	“UTF-8, a transformation format of ISO 10646”, F. Yergeau, November 2003, 
URL: http://www.rfc-editor.org/rfc/rfc3629.txt

	[RFC3640]
	“RTP Payload Format for Transport of MPEG-4 Elementary Streams”, J. van der Meer, D. Mackie, V. Swaminathan, D. Singer, P. Gentric, November 2003, 
URL: http://www.ietf.org/rfc/rfc3640.txt

	[RFC3664]
	“The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE)”, P. Hoffman, January 2004, 
URL: http://www.ietf.org/rfc/rfc3664.txt

	[RFC3711]
	“The Secure Real-time Transport Protocol (SRTP)”, M. Baugher, D. McGrew, M. Naslund, E. Carrara, K. Norrman, March 2004, 
URL: http://www.ietf.org/rfc/rfc3711.txt

	[RFC3830]
	“MIKEY: Multimedia Internet KEYing”, J. Arkko, E. Carrara, F. Lindholm, M. Naslund, K. Norrman,  August 2004, 
URL: http://www.ietf.org/rfc/rfc3830.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax ”, T. Berners-Lee, R. Fielding, L. Masinter,  January 2005, 
URL: http://www.ietf.org/rfc/rfc3986.txt

	[RFC4281]
	“The Codecs Parameter for Bucket Media Types”, R.Gellens, D. Singer, P. Frojdh, November 2005, 
URL: http://www.ietf.org/rfc/rfc4281.txt

	[RFC4301]
	“Security Architecture for the Internet Protocol”, S. Kent and K. Seo, December 2005, 
URL: http://www.ietf.org/rfc/rfc4301.txt

	[RFC4563]
	“The Key ID Information Type for the General Extension Payload in Multimedia Internet KEYing (MIKEY)”, E. Carrara, V. Lehtovirta, K. Norrman, June 2006,
URL: http://www.ietf.org/rfc/rfc4563.txt

	[RFC4566]
	"SDP: Session Description Protocol", M. Handley, V. Jacobson, C. Perkins, July 2006, 
URL: http://www.ietf.org/rfc/rfc4566.txt

	[RFC4568]
	“Session Description Protocol (SDP) Security Descriptions for Media Streams”, F. Andreasen, M. Baugher, D. Wing, July 2006, 
URL: http://www.ietf.org/rfc/rfc4568.txt

	[RFC4771]
	“Integrity Transform Carrying Roll-Over Counter for the Secure Real-time Transport Protocol (SRTP)”, V. Lehtovirta, M. Naslund, K. Norrman, January 2007, 
URL: http://www.ietf.org/rfc/rfc4771.txt

	[RFC5159]
	“Session Description Protocol (SDP) Attributes for Open Mobile Alliance (OMA) Broadcast (BCAST) Service and Content Protection”, L. Dondeti, Ed., A. Jerichow, March 2008,
URL: http://www.ietf.org/rfc/rfc5159.txt

	[RFC5410]
	“Multimedia Internet KEYing (MIKEY) General Extension Payload for Open Mobile Alliance BCAST 1.0”, A. Jerichow, Ed., L. Piron, January 2009,
URL: http://www.ietf.org/rfc/rfc5410.txt

	[SIMULCRYPT]
	“Digital Video Broadcasting (DVB); Head-end implementation of DVB SimulCrypt”, ETSI Publication ETSI TS 103 197 V1.5.1, March 2007,
URL: http://www.etsi.org/

	[SSL30]
	“SSL 3.0 Specification”, Netscape Communications, November 1996, 
URL: http://wp.netscape.com/eng/ssl3/draft302.txt

	[XBS DRM extensions-v1.0]
	“OMA DRM v2.0 Extensions for Broadcast Support”, Open Mobile Alliance™, OMA-TS-DRM-XBS-V1_0, 
URL: http://www.openmobilealliance.org/

	[XMLNames]
	“Namespaces in XML 1.0 (Second Edition)”, T. Bray, D. Hollander, A. Layman and Richard Tobin, W3C Recommendation, 16 August 2006,
URL: http://www.w3.org/TR/REC-xml-names/ 


Note for Editor: Change all references to [3GPP 31.102 v6] and [3GPP 31.101 v6] to [3GPP 31.102 v7] and [3GPP 31.101 v7] in the whole document.
6.7.3.11 Access Criteria

The secure function checks the presence of access criteria in the message and controls that the access criteria conditions are met using internal information. This internal information depends on the type of the access criteria. For the current version of the specification, access criteria defined are for parental control and location based restriction.

The terminal SHALL implement all necessary processing and SHALL support associated messaging to handle Smartcard based access criteria enforcement.

6.7.3.11.1 Parental Control

Enforcement of the parental control is done by checking the level_granted against the rating_value received in the STKM for the same rating_type.

In the STKM the country_code_flag SHALL be set to LTK_FLAG_FALSE.

If the parental_control access criteria are transmitted in the STKM and if the secure function is in the Smartcard, parental control enforcement SHALL be done by the Smartcard as explained below. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of parental control as described in this document. In this case, the Terminal MAY choose to enforce the parental_control. Alternatively, Terminal enforcement MAY be used in parallel with the Smartcard enforcement mechanism for providing an additional, locally controlled restriction on access. Note that in this case the most restricted level from the smartcard or the terminal will apply.

It is out of scope of the BCAST 1.0 specification how parental control applies to multiple instances of possibly different services when those have to be simultaneously treated by the terminal.  The result of the whole parental control checking process is as follows:

	Failure
	If the processing of the parental_control access criteria ends with failure, the secure function SHALL abort the processing of the STKM.

If the secure function is located on the Smartcard, it SHALL send an Operation Status code corresponding to ‘User not authorized’ with the current rating_value (received in the STKM) and the level_granted for this rating_type stored in the Smartcard. These data are sent as a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see ‎Appendix E).

If the secure function is located on the Smartcard, it MAY send the proactive command ‘DISPLAY TEXT’ (as described in [ETSI TS 102.223]) in order to inform the user that the level_granted stored in the card for the rating_type received in the STKM does not allow to view this service as they are not authorized to view services with the associated rating transmitted in the STKM.

	Success
	If the processing of the parental_control access criteria ends with success, the secure function performs the checks as defined in previous sections if needed. This will then allow the secure function to send the decrypted material to the terminal.


Parental control management in the Smartcard:

If the secure function is in the Smartcard, the terminal SHALL implement PINCODE requested processing (described below), operation on PINCODE (described below) and associated messaging to handle parental control management with the related processing (i.e.: response of AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (as described in ‎Appendix E), VERIFY PIN as defined in [ETSI TS 102.221]). The terminal MAY implement UNBLOCK PIN as defined in [ETSI TS 102.221] and proactive command DISPLAY TEXT as defined in [ETSI TS 102.223].

The enforcement of the parental control is divided in several processing phases:

Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type.

Check if the PINCODE has been verified. 

Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard. 

Unblock a locked Parental Control PINCODE, if applicable.

The following gives details on these different steps:

Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type:

The secure function SHALL first compare the rating_type received in the STKM against all of the rating_type values stored in the Smartcard.  If there is a level granted, depending on the rating_value and the rating_type, the outcome is success or failure:

	Success
	If there is a level_granted for the rating_type in the Smartcard and if it is an equal or more restrictive value than the rating_value received in the STKM, the checking of rating_value ends with success and the processing of STKM resumes. Requesting the PINCODE is not needed.

If there is no level_granted for the rating_type in the Smartcard, the user is authorized to view the content. The checking of rating_value ends with success and the processing of the STKM resumes. Requesting the PINCODE is not needed.

	Failure
	If there is a level_granted for the rating_type in the Smartcard and if it is less restrictive than the rating_value received in the STKM, the checking of rating_value ends with failure and the secure function triggers a request for the PINCODE. If the PINCODE is not defined in the Smartcard, the Smartcard aborts the processing of STKM and indicates to the user that they are not allowed to view this content.


Table 25 gives an example of comparison of the rating_value in the STKM against the level_granted stored in the Smartcard. In this example, the rating_type 9 (as defined in the OMA BCAST Parental Rating System Registry available at [OMNA]) is taken as an example.  Table 25 uses the following symbols:

X means that the secure function stops processing the STKM unless a valid PINCODE is provided.

O means that the secure function accepts processing the STKM without requesting a PINCODE.

Table 25: Example of Comparing STKM rating_value against Smartcard level_granted

	
	Smartcard level_granted

	
	none defined
	1 (least restrictive)
	2
	3
	4
	5 (most restrictive)

	STKM rating_value
	none defined
	O
	O
	O
	O
	O
	O

	
	1 (least restrictive)
	O
	O
	O
	O
	O
	O

	
	2
	O
	X
	O
	O
	O
	O

	
	3
	O
	X
	X
	O
	O
	O

	
	4
	O
	X
	X
	X
	O
	O

	
	5 (most restrictive)
	O
	X
	X
	X
	X
	O


Note that the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically means the user age is higher. Note that actual numerical values of rating_value for certain rating_types do not always follow a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least restrictive to most restrictive) is based on the semantics of the individual rating values.  An informative example can be found in Table 130 in ‎Appendix H.

Note that the value for “not rated” or “undefined” SHALL be treated by default as “least restrictive”, unless its semantics is explicitly stated by the rating scheme.

· Check if PINCODE has been verified:

A PINCODE is defined in the Smartcard for the parental control function.  For using this PINCODE in the VERIFY PIN and UNBLOCK PIN commands, a key reference is assigned at the manufacture of the Smartcard.  The PINCODE function is optional in the Smartcard for the parental control.

Depending on the result of checking of rating_value against the granted_level value and if a PINCODE is defined in the Smartcard, the Smartcard SHALL check if the PINCODE has been verified previously for the same content. This verification results in the following.

	Success
	If the PINCODE has been previously verified with success the parental control ends with success and the processing of STKM resumes.  

The Smartcard SHALL NOT request that a PINCODE is entered if the PINCODE has been previously verified with success for the same content (i.e. when the SEK/PEK_ID and rating_type/rating_value pair is the same in the STKM). Information that the PINCODE has been verified SHALL be stored in the Smartcard and SHALL be reset if the content changes (SEK/PEK_ID or rating_type/rating_value change in the incoming STKM, or reception of an Event Signalling Mode command (Section ‎E.3.5) when such command indicates a content change) if the terminal is switched off or if the transmission of STKM has been interrupted. This interruption in the transmission MAY be detected by a gap in the timestamp value in the incoming STKM (width of the gap MAY be adjusted by the service provider at the manufacture stage of the Smartcard) against the value stored in the replay counter of the SEK/PEK_ID.  As a complement to this usual detection, this interruption MAY be signaled by the terminal with the Event Signalling Mode command (Section ‎E.3.5).

	Failure
	If the PINCODE has not been verified or the verification process ended with failure the Smartcard proceeds to request the PINCODE.


Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard:

If the Smartcard needs to request a PINCODE, the following applies:

The Smartcard aborts the STKM processing by sending a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see ‎Appendix E) with:

A status code corresponding to 'PINCODE blocked' and the key reference corresponding to the PIN used for parental control if the Parental control PIN has been previously blocked or

A status code corresponding to ‘PINCODE required’ and the key reference corresponding to the PIN used for parental control in order to request from the terminal a PINCODE verification processing.

At the reception of the response with a status code corresponding to ‘PINCODE required’, the terminal asks the user to enter the PINCODE and sends this PINCODE to the Smartcard using the APDU command VERIFY PIN defined in [ETSI TS 102.221] on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command.

The result of the VERIFY PIN command is success or failure:

	Success
	If the VERIFY PIN ends with success, the terminal SHALL resend the STKM to the secure function in the Smartcard for the processing.

	Failure
	If the VERIFY PIN ends with failure, the terminal MAY request another entry of the PINCODE.  Three false entries SHALL block the PINCODE.


Unblock a locked Parental Control PINCODE:

When the user has entered the wrong PINCODE three times in the verification process, the PINCODE is blocked in the Smartcard.  After receiving a response with a status code corresponding to ‘PINCODE blocked’, the terminal MAY ask the user to unblock the PINCODE. 

When unblocking the PINCODE, the terminal MAY request the user to input an UNBLOCK PIN value and a new personal PINCODE. The new PINCODE value SHALL be sent to the Smartcard using the APDU command UNBLOCK PIN, together with the UNBLOCK PIN value, as specified in [ETSI TS 102.221]. 

The terminal MAY use the command UNBLOCK PIN defined in [ETSI TS 102.221] with the key reference received in the response of AUTHENTICATE command. 

NOTE: The acquisition of the UNBLOCK PIN value uses out-of-band mechanism, e.g. by post or by calling to operator’s customer service center.

6.7.3.11.2 Location Restriction

· For Smartcard based location_based_restriction enforcement, the terminal SHALL support the proactive command PROVIDE LOCAL INFORMATION as defined in [ETSI TS 102.223], the proactive command DISPLAY TEXT as defined in [ETSI TS 102.223]  and the response of AUTHENTICATE command corresponding to OMA BCAST operation for location based restriction operation (see ‎Appendix E).

If the location_based_restriction access criteria are transmitted in the STKM the following applies:

· If the Smartcard supports the use of EXT BCAST payloads and supports the enforcement of location_based_restriction, this enforcement SHALL be done by the Smartcard as explained in Section ‎6.7.3.15. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of the access criteria.

	Location control failure
	If the location based restriction ends with the status ‘blackout’, then the secure function aborts the processing of the STKM.  If the secure function is located on the Smartcard, then it SHALL either send a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for location based restriction operation (see ‎Appendix E) with a status code corresponding to ‘blackout’, or SHALL send a proactive command ‘DISPLAY TEXT’ (as described in[ETSI TS 102.223]) in order to inform the user that the program can not be displayed in this area.  The terminal SHALL support the proactive command ‘DISPLAY TEXT’.

	Location control success
	If the location based restriction ends with the status ‘need specific permissions’, then the secure function checks if a security_policy_extension for a PPV is available for this content.  Two cases result from this check:

· If a security_policy_extension for a PPV is available for this content, then the processing of the STKM continues as as we discuss below.

· If a security_policy_extension for a PPV is not available for this content, then the secure function aborts the processing of the STKM.  If the secure function is located on the Smartcard, then it SHALL either send a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for location based restriction operation (see ‎Appendix E) with a status code corresponding to ‘need specific permissions’ or SHALL send a proactive command ‘DISPLAY TEXT’ (as described in [ETSI TS 102.223]) in order to inform the user that the program can not be displayed in this area without a specific permission. The terminal SHALL support the proactive command ‘DISPLAY TEXT’.


6.7.3.15 Enforcement of location_based_restriction
The enforcement of the location_based_restriction is processed as follow:

Beforehand, the secure function has requested to the terminal current location information sending a proactive command ‘PROVIDE LOCAL INFORMATION’ as described in [ETSI TS 102 223].  To request this information the secure function, on a polling of the terminal returns a status code ‘91XX’ to the terminal to indicate that a proactive command is pending.  The terminal fetches the pending proactive command ‘PROVIDE LOCAL INFORMATION’, performs it and sends to the secure function the response of the proactive command execution.  The terminal SHALL support proactive command ‘PROVIDE LOCAL INFORMATION’ as described in [ETSI TS 102 223]. 

The secure function will be able to handle some target_area_type that relies on information provided by the proactive command ‘PROVIDE LOCAL INFORMATION’. 

If target_area_type is 0x2, then the mobile_country_code of the current location of the terminal is used and is compared to the mobile_country_code specified in the STKM.  The comparison results in the following cases:
· If there is a match and if polarity flag in the STKM is set to 0 (“normal”) and if the override flag is set to 0, then the location_based_restriction ends with the status ‘blackout’, i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section ‎6.7.3).

· If there is no match and if polarity flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 0, the location_based_restriction ends with the status ‘blackout’ i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section ‎6.7.3). 
· If there is a match and if polarity flag in the STKM is set to 0 (“normal”) and if the override flag is set to 1, the location_based_restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active (see Section ‎6.7.3).

· If there is no match and if polarity flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 1,  the location_based_restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active (see Section ‎6.7.3). 

· Otherwise the location_based_restriction enforcement ends without blackout, i.e. the terminal MAY render the media streams and then the STKM processing SHALL resume. 

If target_area_type is 0x5, then depending of the cell_target_area_type, the Cell Global Identifier or the location Area Identifier or the SID, or the SID+NID…of the current location of the terminal is used and compared to the cell_area_values received in the STKM.  The comparison results in the following cases:
· If there is a match and if polarity flag in the STKM is set to 0 (“normal”) and if the override flag is set to 0, then the location_based_restriction ends with the status ‘blackout’, i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section ‎6.7.3).

· If there is no match and if polarity flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 0,  the location_based_restriction ends with the status ‘blackout’ i.e. the terminal SHALL not render the media streams and then the STKM processing SHALL ends without the processing of the TEK and then is aborted (see Section ‎6.7.3). 

· If there is a match and if polarity flag in the STKM is set to 0 (“normal”) and if the override flag is set to 1, the location_based_restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active (see Section ‎6.7.3).

· If there is no match and if polarity flag in the STKM is set to 1 (“spotbeam”) and if the override flag is set to 1,  the location_based_restriction ends with the status ‘need specific permissions’, i.e. the restriction may be ignored if the terminal is able to obtain the necessary permissions. Then the STKM processing resume to check if a PPV for this program is active (see Section ‎6.7.3). 

· Otherwise the location_based_restriction enforcement ends with the status ‘without blackout’, i.e. the terminal MAY render the media streams and then the STKM processing SHALL resume. 

BCAST 1.0 provides above a basic signalling framework for how to override location based restrictions but does not specify how the terminal and Smartcard determine if the restriction can be ignored when the override flag of the location_based_restriction Access Criteria Descriptor is set to 1.  Therefore, BCAST 1.0 terminals and Smartcards SHALL always interpret the override flag as if it were set to 0.

6.12 Terminal-Smartcard Interface

The interface between the Terminal and the 3GPP (U)SIM smartcard SHALL comply with the specifications in [3GPP TS 31.101 v7], [3GPP TS 31.102 v7], [ETSI TS 102 221] and [ETSI TS 102 223].  Specific commands defined for OMA BCAST and OMA BCAST extensions to MBMS commands are defined in ‎Appendix E of this specification.

E.5.4.1 GBA and Local Key Establishment-related Procedures

The Terminal SHALL process all BCAST related GBA and Local Key Establishment commands, i.e. the AUTHENTICATE command with the GBA security context and the Local Key Establishment security context as defined in [3GPP TS 31.102 v7] , and also the related EF READ and UPDATE commands as defined in [3GPP TS 31.101 v7] (referencing [ETSI TS 102 221]) within the BSIM ADF. 

The BSIM SHALL be associated to a GBA and Local Key Establishment serving application on the UICC (e.g. a USIM in the case of a 3GPP smartcard) during application installation.  When the BSIM receives a GBA or Local Key Establishment command from the terminal it SHALL forward the command to the associated application for processing and return the response received back to the Terminal. 

In the case that more than one BSIM or USIM are present on the Smartcard it SHALL be possible to link multiple BSIMs with a single USIM application.  It SHALL NOT be possible to link a single BSIM to more than one USIM.   
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