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1 Reason for Change

Following the decision to change BCAST1.2 WID into a fast track process, the TS specification shall reference BCAST1.1 AD and RD. This CR proposes this change.
2 Impact on Backward Compatibility

There is no issue of backward compatibility.
3 Impact on Other Specifications

No impact
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please discuss and agree the CR 
6 Detailed Change Proposal

Change 1:  Normative References section 2.1
2.1 Normative References

	……..
	

	 [BCAST10-Architecture]
	“Mobile Broadcast Services Architecture”, Open Mobile Alliance™, OMA-AD- BCAST-V1_0, 
URL: http://www.openmobilealliance.org/

	[BCAST11-Architecture]
	“Mobile Broadcast Services Architecture”, Open Mobile Alliance™, OMA-AD- BCAST-V1_1, 
URL: http://www.openmobilealliance.org/

	
	

	…….
	


Change 2:  Section 4
4. Introduction

An architectural overview of Service Protection and Content Protection appears in [BCAST11-Architecture].

This specification describes the Service Protection and Content Protection system for OMA BCAST services. Not only does such system enable the restriction of access to services to authorised users during broadcast delivery, it also controls the consumption of the associated content throughout its lifetime.

OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of broadcast content and services are required for different purposes:

· Content Protection: This involves the protection of content (files or streams) during the complete lifetime of the content. Content providers require securing the content not only at the present time of broadcasting, but also in the future. Some content providers might want to determine post-acquisition usage rules or so called digital rights. These can be obtained on an individual basis by the end user. Other content providers have content to offer, for which they do not require technical restrictions but limit it to fair use cases and rely on copyright acts.

· Service Protection: This involves protection of content (files or streams) during its delivery.  Service providers require a secure access mechanism. They are only concerned with managing access to the content at the time of broadcasting. This is independent of the offered content and independent of the presence of digital rights for certain types of content. Only an access/no-access mechanism is required to distinguish between subscribed and not-subscribed users.

Change 3:  Section 5.4
5.4 Layer 2: Long Term Key Message – LTKM

For the DRM Profile service encryption key (SEK)/program encryption key (PEK) is packaged in a special LTKM format. This special format is called Rights Object (RO) and in addition to the provided keys, it may contain permissions and attributes linked to the protected content.  The profile supports the delivery of ROs over interactive and broadcast channel.

Before a device can start receiving LTKMs, it must be subscribed to the service or pay-per-view program that the LTKs protect. For devices that support an interaction channel, this is e.g. done with a “Service Request” or “LTKM Renewal Request” message as defined in [BCAST12-Services]. For devices that support only the broadcast channel, an out-of-band procedure is used (see Section 5.4.4.1.2 in [BCAST11-Architecture]). The information needed to perform the subscription is announced in the Service and various purchase-related fragments of the Service Guide (see Section ‎5.8). Services and pay-per-view programs that are available for purchase are generically referred to as “purchase items”.

Section 5.4.1 introduces and describes use of ROs. Section 5.4.2 gives OMA DRMv2.0 extensions for BCRO. Section 5.4.3 describes how ROs are used for service protection at Long Term Key Delivery layer

Change 4:  Section 5.8
5.8 SG Signalling

SG signalling is described in [BCAST12-SG]. The relevant fragments linking SG signalling to service and content protection are the Service, Content, Access, Purchase Item, Purchase Data and Purchase Channel Fragments. 

The Access Fragment describes how the service may be accessed during the validity time of the access fragment. The fragment links to Session Description and indicates the delivery method. KeyManagementSystem element identifies the type of KMS that can be used to contact the RI. The value of this element for DRM Profile is oma-bcast-drm-pki. The associated attributes are ProtectionType and RightsIssuerURI. The ProtectionType attribute specifies the protection type (service protection only, content protection only or both service & content protection) offered by the DRM Profile. The RightsIssuerURI specifies the URI of RightsIssuer that should be contacted to obtain ROs.

The Purchase Channel Fragment represents a system from which access and content rights can be purchased by the terminal. The associated attribute RightsIssuerURI specifies the identity of the rights issuer associated with the BSM. For DRM Profile, RightsIssuerURI SHALL be specified.

For devices that support an interaction channel, the PurchaseURL in the Purchase Channel Fragment specifies the URL to which the interactive service provisioning messages defined in [BCAST12-Services] are to be addressed. An interactive service ordering procedure will result in the delivery of a ROAP trigger to the device, which in turn uses the trigger to initiate a Rights Object Acquisition as specified in [DRMDRM-v2.0].

For broadcast-only devices, the Purchase Channel contains information on how to initiate an out-of-band purchase. For an overview of the purchase message flow, see [BCAST11-Architecture]. 

The Purchase Item fragment contains the GlobalPurchaseItemID, used to refer to the services, service bundles or pay-per-view programs when subscribing via the BSM.

The Purchase Data fragment contains additional information on how the purchase item can be subscribed to. Depending on the chosen purchase data, the resulting LTKM will contain different access rights.

To identify the asset in the RO needed for a service or a program, the following parameter is used in SG: baseCID.  The parameter baseCID is announced in the Service fragment and Content fragment of the SG.

Change 5:  Section 6.10.3

6.10.3 Web Portal used as Entry Point

While the Service Guide can provide all the information to obtain information on available services as well as information relating to acquisition of LTKMs, as explained above, another possibility for terminals having access to an interaction channel is to use a Web Portal.

If the PortalURL in the PurchaseChannel fragment linked to a PurchaseItem indicates that the PortalURL should be contacted to obtain further information and subscribe to services, the terminal SHOULD contact the PortalURL.  The supportedService value under PortalURL element of the PurchaseChannel fragment indicates the expected  behaviour of the terminal regarding service provisioning.  Furthermore, while initiating the access to the Portal, provided that  the following information is available to the terminal (e.g from the Service Guide), the terminal MAY send the GlobalPurchaseItemID, and MAY include the idRef of the PurchaseData fragment, to the web portal associated with the PortalURL to indicate to the portal the PurchaseItem (or PurchaseData) of interest.  The (optional) sending of the PurchaseData idRef enables the user to identify a specific pricing option for the purchase item of interest, obtained from the Service Guide.  For example, that could represent the lowest among different price offers from multiple broadcast service providers with which the user maintains business relationships.

When the user attempts to subscribe to a service via the portal, the portal is unable to determine whether or not the Smartcard/Terminal has established a valid SMK and SRK with the BSM (e.g. whether or not the bootstrapping procedure has been run in the case of (U)SIM, or whether TK and Auth-Key have been derived from the pre-provisioned RK in the case of (R‑)UIM/CSIM).  Once the terminal has completed the web-based purchase, the portal informs the BSM of the completed transaction (via means that are outside the scope of this specification), and the BSM then sends the Terminal a BSM solicited pull messag as defined in section 5.1.8 of [BCAST12-Services] to force the terminal to run the Registration procedure, which in turn requires that the bootstrapping procedure has been run in the case of (U)SIM.  The message flow for this scenario is described in section 5.4.7.3.2 of [BCAST11-Architecture].

Change 6:  Section 13

13. Server Side Interfaces and Messages

Message flows can be found in the OMA BCAST AD [BCAST11-Architecture].
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