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1 Reason for Change

This CR adds the CENC and SEA encryption protocols in the STKMRequest.message of SP4 and PartialSTKMResponse.message
2 Impact on Backward Compatibility
No backward compatibility issues.
3 Impact on Other Specifications

No impact
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to the group to accept the change proposed in this contribution.

6 Detailed Change Proposal

Change 1:  Change in STKMRequest.message of SP4(section 13.1.2.4.1.1)
13.1.2.4.1.1 STKM Request 

This message is sent from the BSD/A to the BSM for the acquisition of the Short Term Key Messages.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	STKMRequest
	
	
	
	Request message for STKMs

Contains the following attributes


 tag


 version


 messageID


  destination


  source


  time

Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 SPPType


 KeyMaterial
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination 
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	time
	A
	O
	0..1
	The time when this message is sent.  This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is program based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed. 
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile

1 if service protection profile == Smartcard Profile

2-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	KeyMaterial
	E1
	M
	1..N
	The key material used to encrypt the service or program

Contains the following attributes:


 masterKey


 masterSalt


 type

               traffic_authentication_flag


 validityTime

 cryptoPeriod


 wrapAroundTime


 wraAaroundInidcator

Contains the following element


 TrafficProtectionProtocolParameters


 NextTrafficKey
	

	masterKey
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	masterSalt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM in Section 7.2. Allowed values are:

 0 if traffic_protection_protocol == TKM_ALGO_IPSEC

 1 if traffic_protection_protocol == TKM_ALGO_SRTP

 2 if traffic_protection_protocol ==

TKM_ALGO_AUENCRYP

 3 if traffic_protection_protocol == TKM_ALGO_DCF
4 if traffic_protection_protocol == TKM_ALGO_NULL

5 if traffic_protection_protocol == TKM_ALGO_CENC_CTR
6 if traffic_protection_protocol == TKM_ALGO_CENC_CBC1
7 if traffic_protection_protocol == TKM_ALGO_SEA_CBC
 8-127 reserved for future use

 128-255 reserved for proprietary use
	unsignedByte

	traffic_authentication_flag
	A 
	M
	1
	True if the traffic_authentication_flag in the STKM should be set to TKM_FLAG_TRUE (authentication will be used). False otherwise.
	boolean

	validityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or program. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	cryptoPeriod
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	unsignedInt

	wrapAroundTime
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security parameter index is reset. This field is used to indicate that the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	wrapAroundIindicator
	A
	M
	1
	This field is set to “true” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	boolean

	TrafficProtectionProtocolParameters
	E2
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM, as defined in the STKM in Section 5.5.

Contains the following elements:

               SPI

               MKI

               KeyIndicator

               KeyIdentifier

Note the following:

· SPI is mandatory in case ‘type’ of ‘KeyMaterial’ is 0

· MKI is mandatory in case ‘type’ of ‘KeyMaterial’ is 1

· KeyIndicator is mandatory in case ‘type’ of ‘KeyMaterial’ is 2

· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 3
· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 5
· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 6
· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 7
· 
This constraint is expressed by using the <choice> element in XML Schema
	

	SPI
	E3
	O
	0..1
	Security Parameter Index.

Contains the following attributes:


 spi


 nextSpi
	

	spi
	A
	M
	1
	security_parameter_index
	unsignedInt

	nextSpi
	A
	M
	1
	next_security_parameter_index
	unsignedInt

	MKI
	E3
	O
	0..1
	Master Key Index

Contains the following attributes:


 mkilength


 mki


 mediaFlows
	

	mkiLength
	A
	M
	1
	master_key_index_length
	unsignedInt

	mki
	A
	M
	1
	master_key_index
	unsignedInt

	mediaFlows
	A
	M
	1
	number_of_media_flows
	int

	KeyIndicator
	E3
	O
	0..1
	Key Indicator

Contains the following attributes:

              keyIndicatorLength


 keyIndicator
	

	keyIndicatorLength
	A
	M
	1
	key_indicator_length

This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt

	keyIndicator
	A
	M
	1
	key_indicator
	unsignedInt

	KeyIdentifier
	E3
	O
	0..1
	Key Identifier

Contains the following attributes:

              keyIdentifierLength


 keyIdentifier
	

	keyIdentifierLength
	A
	M
	1
	key_identifier_length
	unsignedInt

	keyIdentifier
	A
	M
	1
	The key identifier
	hexBinary

	NextTrafficKey
	E2
	O
	0..1
	Flag for indication of the next traffic key in an STKM. If true, the STKM SHALL also include the next encrypted traffic key.

Note that this field is only relevant to DRM profile STKMs.

Next traffic key has the following attributes, only if Next traffic key is set to “true”:


 masterKey


 masterSalt
	boolean

	masterKey
	A
	O
	0..1
	The next master key used to encrypt the service or program. This field is mandatory if next traffic key is “true”
	hexBinary

	masterSalt
	A
	O
	0..1
	The next Master Salt used to encrypt the service or program. This field is mandatory if next traffic key is “true”
	hexBinary


Change 2:  Change in PartialSTKMResponse.message of SP4(section 13.1.2.4.1.1)

13.1.2.4.1.4 Partial STKM Response Message

The Partial STKM Response message is used by the BSD/A to deliver the TEK’s and the associated traffic protection protocol parameters to the BSM.  

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PartialSTKMResponse
	E
	
	
	Partial STKM Response Message

Contains the following attributes


 tag


 version


 messageID


 destination


  source


  status


 time

Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID

              SPPType



 KeyMaterial
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination 
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of TEK Request Message. Global Status codes are used as specified in 0.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent.  This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is program based. This field is mandatory if Global Content ID was provided in the TEK request message. 
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the TEK request message.
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile

1 if service protection profile == Smartcard Profile

2-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	KeyMaterial
	E1
	M
	1..N
	The key material used to encrypt the service or program

KeyMaterial has the following attributes:


- masterKey


- masterSalt


- type

             - traffic_authentication_flag


-validityTime

- cryptoPeriod


- wrapAroundTime


- wrapAroundInidcator

KeyMaterial contains the following elements


- TrafficProtectionProtocolParameters 


- NextTrafficKey
	

	masterKey
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	masterSalt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM in Section 0:

- 0 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 1 if traffic_protection_protocol == TKM_ALGO_SRTP

- 2 if traffic_protection_protocol == TKM_ALGO_AUENCRYP

- 3 if traffic_protection_protocol == TKM_ALGO_DCF
4 if traffic_protection_protocol == TKM_ALGO_NULL

5 if traffic_protection_protocol == TKM_ALGO_CENC_CTR
6 if traffic_protection_protocol == TKM_ALGO_CENC_CBC1
7 if traffic_protection_protocol == TKM_ALGO_SEA_CBC
- 8-127 reserved for future use

- 128-255 reserved for proprietary use
	unsignedByte

	traffic_authentication_flag
	A
	M
	1
	True if the traffic_authentication_flag in the STKM should be set to TKM_FLAG_TRUE (authentication will be used). False otherwise. 
	boolean

	validityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or program. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.

This field expressed as the first 32bits integer part of NTP timestamps.

The NTP value SHALL be bound by the start and end-times as indicated in the TEK request message.
	unsignedInt

	cryptoPeriod
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	unsignedInt

	wrapAroundTime
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security parameter index is reset. This field is used to indicate that the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	wrapAroundIndicator
	A
	M
	1
	This field is set to “true” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	boolean

	TrafficProtectionProtocolParameters
	E2
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM, as defined in the STKM in Section 5.5.

Contains the following elements:

               SPI

               MKI

               KeyIndicator

               KeyIdentifier

Note the following:

· SPI is mandatory in case ‘type’ of ‘KeyMaterial’ is 0

· MKI is mandatory in case ‘type’ of ‘KeyMaterial’ is 1

· KeyIndicator is mandatory in case ‘type’ of ‘KeyMaterial’ is 2

· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 3
· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 5
· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 6
· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 7
	

	SPI
	E3
	O
	0..1
	Security Parameter Index.

Contains the following attributes:


 spi


 nextSpi
	

	spi
	A
	M
	1
	security_parameter_index
	unsignedInt

	nextSpi
	A
	M
	1
	next_security_parameter_index
	unsignedInt

	MKI
	E3
	O
	0..1
	Master Key Index

Contains the following attributes:


 mkilength


 mki


 mediaFlows
	

	mkiLength
	A
	M
	1
	master_key_index_length
	

	mki
	A
	M
	1
	master_key_index
	unsignedInt

	mediaFlows
	A
	M
	1
	number_of_media_flows
	int

	KeyIndicator
	E3
	O
	0..1
	Key Indicator

Contains the following attributes:

              keyIndicatorLength


 keyIndicator



	

	keyIndicatorLength
	A
	M
	1
	key_indicator_length
	unsignedInt

	keyIndicator
	A
	M
	1
	key_indicator
	unsignedInt

	KeyIdentifier
	E3
	O
	0..1
	Key Identifier

Contains the following attributes:

              keyIdentifierLength


 keyIdentifier
	

	keyIdentifierLength
	A
	M
	1
	key_identifier_length
	unsignedInt

	keyIdentifier
	A
	M
	1
	key_identifier
	hexBinary

	NextTrafficKey
	E2
	O
	0..1
	Flag for indication of the next traffic key in an STKM. If “true”, the STKM SHALL also include the next encrypted traffic key.

Note that this field is only relevant to DRM profile STKMs.

Next traffic key has the following attribute, only if Next traffic key is set to “true”:


- masterKey


- masterSalt
	boolean

	nextTrafficKey
	A
	O
	0..1
	The next traffic encryption key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”
	hexBinary

	masterKey
	A
	O
	0..1
	The next master key used to encrypt the service or program. This field is mandatory if NextTrafficKey is “true”
	hexBinary

	masterSalt
	A
	O
	0..1
	The next Master Salt used to encrypt the service or program. This field is mandatory if NextTrafficKey is “true”
	hexBinary
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