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1 Reason for Change

This CR provides gap analysis for OMA SEC CF1.1 in the cloud computing environment.  
2 Impact on Backward Compatibility

This CR has no impact on the backward compatibility.
3 Impact on Other Specifications

N/A 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance enabler form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the changes proposed  below be incorporated into the white paper.
6 Detailed Change Proposal

 6.4.3 Gaps in the OMA Security Architecture for Cloud Computing  
  Figure 3 illustrates the OMA security architectural elements and related interfaces defined in SEC_CF 1.1.  


Figure 3: Overview of the SEC_CF Architecture
The following architectural elements are defined:

· Security Agent (SECA): This element is the entity through which an application or a user interacts with a requesting resource.    

· OMA Security Gateway (OSG): This element provides security services such as authentication, encryption and integrity protection for any requesting resource that makes use of the SEC_CF. OSG can be integrated into the resource utilising SEC_CF or it can deployed as a separate entity that can provide services to a number of resources that can be reached via an OSG.
Requesting resource is an OMA Enabler that requests security services defined in SEC_CF (e.g., authentication of a user) from OSG . Requesting resource is not defined in SEC_CF.
The following interfaces are defined between the architectural elements in the SEC_CF:

· SEC-1: This interface connects a SECA to an OSG. If a requesting resource selects an application specific protocol to be implemented, then that protocol can be secured using the security mechanisms implemented by SEC-1.  
· SEC-2: This interface securely connects an OSG to another OSG. This interface can be used for distributed enabler deployments where the SECA connects to a requesting resource in a visited domain via the home OSG.  
SEC-3: This is an I0 interface that connects an OSG to a requesting resource in cases where the OSG is not fully integrated into the requesting resource. Its definition is out of the scope of SEC_CF1.1.
6.4.3.1 Gap of SEC_CF1.1 Security Architecture for the Cloud Environment

1) The definition of SEC-2 needs to be extended to reflect the secure interoperation of different enablers in PaaS platforms. For example, for SOAP-based messages, standard protocols such as WS-Security can and should be used. 
2) For Security (e.g., Identity) as a Service in the Cloud, OSG will be a separate entity (potentially provided by a third party) from the Requesting Resource. Therefore SEC-3 should be defined in OMA to allow the secure interoperation between OSG and the Requesting Resource.  In fact, SEC-3 should be exposed by OSG instead.
3) PaaS platforms may provide logging components for security consideration as part of the platform. The log storage is external to the CPU resource and may be implemented in a separate enabler. The log data needs to be protected, e.g., through the use of enabler provided cryptographic controls. Audit log retention based on regulatory compliance requirements must also be implemented. These needs to be addressed at both the Requesting Resource (through OSG and SEC-2) and SECA (through SEC-1).
4) PaaS platforms require credentials, typically either an enabler token or key, to identify a valid account. These credentials must be passed on for all API calls to the platform itself and for calls to services within the PaaS environment from the hosted enabler. Therefore SEC-1 and SEC-2 (for enabler to enabler services) need to be revisited to take this into account. 

5) SaaS service provider may need to deal with two categories of customers: Direct Customers and Indirect Customers (i.e., the end users). The SEC-1 interface may need to be revisited to reflect this type of multi-tenancy relationship among the SaaS provider, the direct customers, and the indirect customers. 
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