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Reason for Contribution
The input contribution is to complete the following action item:
· AI ARC-2011-A052: Zhiyuan to look into security aspects of Cloud. Ref OMA-ARC-2011-0055-INP_Network_API_From_BOD_Cloud.
46:
· Doc#46 is the same as the document OMA-ARC-SEC-2011-0014-INP_Feedback_on_Cloud_Security
· ARC/SEC already discussed the document OMA-ARC-SEC-2011-0014-INP_Feedback_on_Cloud_Security and agreed to put it for BOD Cloud for discussion.

46R01: 
· To remove the comments on internal documents OMA-BOD-CLOUD-2011-0014R02-CR_Network_.doc and OMA-BOD-CLOUD-2011-0020R01-CR_gap_analysis_network_APIs.doc, since they are outdated.
· To review and comment the latest PD document which was updated on April 11
Summary of Contribution
To review and comment the OMA Cloud Computing documents on security issues.
Detailed Proposal
Three Cloud documents (one is PD document and other two documents were submitted to ARC as OMA-ARC-2011-0055) were reviewed from the security technology point of view. Some comments and/or questions for clarification on the latest PD document were raised and highlighted as below.
· Comment&Question on the PD document OMA-WP-Cloud_Computing-2011033120110411-D.doc

Gap of SEC_CF1.1 Security Architecture for the Cloud Environment
1) The definition of SEC-2 needs to be extended to reflect the secure interoperation of different enablers in PaaS platforms. For example, for SOAP-based messages, standard protocols such as WS-Security can and should be used. 
2) For Security (e.g., Identity) as a Service in the Cloud, OSG will be a separate entity (potentially provided by a third party) from the Requesting Resource. Therefore SEC-3 should be defined in OMA to allow the secure interoperation between OSG and the Requesting Resource.  In fact, SEC-3 should be exposed by OSG instead.
Question: do the points 1) and 2) mean  will be extended to support different protocols for the interfaces SEC-2 and SEC-3?
3) PaaS platforms may provide logging components for security consideration reviews as part of the platform. The log storage is external to the CPU resource and may be implemented in a separate enabler. The log data needs shouldto be protected, e.g., through the use of enabler- provided cryptographic controls. Audit log retention based on regulatory compliance requirements must also be implemented. These needs to be addressed at both the Requesting Resource (through OSG and SEC-2) and SECA (through SEC-1).
Question: Access control of log data or confidentiality storage? Both?
Comment 1: The first sentence “PaaS platforms may provide logging components for security consideration……”. The text “consideration” is not clear; perhaps, it should be “reviews” or “auditing” instead of “consideration”?
Comment 2: The third sentence “The log data needs to be protected……”. The text “needs” is not formulated as a requirement. Consider replacement of “needs” with SHOULD, MUST or 
4) PaaS platforms require credentials, typically either an enabler token or key, to identify a valid account. These credentials mayust be passed on for all API calls to the platform itself and for calls to services within the PaaS environment from the hosted enabler. Therefore SEC-1 and SEC-2 (for enabler to enabler services) need to be revisited to take this into account. 
Question: Does it require the interfaces SEC-1 and SEC-2 to support transportation security of credentials or  to support different authentication mechanisms? As for token based authentication, is it related to SSO?
5) SaaS service provider may need to deal with two categories of customers: Direct Customers and Indirect Customers (i.e., the end users). The SEC-1 interface may need to be revisited to reflect this type of multi-tenancy relationship among the SaaS provider, the direct customers, and the indirect customers. 
Question: Does this mean multi-tenancy security? 

6.2.3 [bookmark: _Toc289324417]Conclusion
Cloud Computing affects various systems the dependencies that most OMA Enablers have on various other systemsdepend on. These include Identity and Access Management (IAM) systems, security token services, Public Key Infrastructure (PKI) systems, and other enablers (such as XDM). We should focus on :In order to meet security requirements of Cloud Computing, it’s recommended to extend the OMA Security area to:
· Study and develop multi-tenancy security from application layer to ensure that the data of different tenants are securely isolated.
· Study and develop IAM (Identity and Access Management), identity federation and SSO in Cloud.
· Evaluate and extend OMA SEC_CF1.1 (Application Layer Security Common functions) and Autho41.0 (Authorization Framework for Network APIs) to meet the requirements of cloud Computing.
1. Review the relationship between those components or entities in ARC.
2. Cloud-based IAM supporting Federation.
3. Extending interfaces in OMA SEC to meet the requirements of cloud environment.
4. Ensuring the handling of sensitive information and securing message-level communication.
Question: Does the first sentence mean “Cloud Computing affects various systems that most of the OMA Enablers depend on”?
Comment: further clarification of the clause conclusion needed.

[bookmark: _Toc289324431]Recommendations to OMA Board 
It is recommended to accelerate the Cloud Computing activities inside OMA in order to better address the potential opportunities based also on the detailed analysis of existing efforts in other SDOs, 
Currently the following areas of interest have been identified as potential future developments opportunities:
1. <Editor’s Note: To investigate the administrative and configurative functions and parameters in each OMA WG as concluded in 9.1>The development and support of Cloud Computing related O&M functionality with OMA enablers (e.g. dynamic resource allocation, multi-tenancy awareness, high availability/load balancing support, performance/fault metrics and tracking, virtualization).

2. To extend the OMA Mobile Commerce and Charging area:
Possible gaps have been identified in OMA Mobile Commerce and Charging model; it is recommended that the OMA further investigate the MCC related work items for analyzing the technical gaps in further granularity so as to assess the best technical approach to
· Support the new reference model of multi-tenancy relationship among the SaaS provider, the direct customers, and the indirect customers (i.e. end users)
· The corresponding revision of MCC Enabler according to the new model for cloud computing
· The need of new work item in OMA to address the corresponding billing and payment functions

3. To evaluate the need of developing new activities/work item to enable the “Virtualized Experience” in Cloud Computing:
In the OMA Access-to-Content area some gaps have been identified in the existing capabilities therefore it is recommended to evaluate new OMA activities related to this area. Specifically, the focus should be on enabling:
· The support of virtualized applications and services in cloud
· The support of dynamic content result from the user interaction with the virtualized applications and services
· The support of multi-tenancy operational model

4. To extend the OMA Security area to:
5. 
· Study and develop multi-tenancy security from application layer to ensure that the data of different tenants are securely isolated.
· Study and develop IAM (Identity and Access Management), identity federation and SSO in Cloud.
· Evaluate and extend OMA SEC_CF1.1 (Application Layer Security Common functions) and Autho41.0 (Authorization Framework for Network APIs) to meet the requirements of cloud Computing.
· 

Comment: to make the recommendation on security more clear.

6. Finally it is recommended to work more on the SDOs gap analysis in order to classify which SDO are more relevant to OMA (e.g.  in terms of architecture definition, APIs, etc)  in order to start a dialogue/collaboration  with them for definition of possible synergies in the cloud services arena.

· Comment&Question on the document OMA-BOD-CLOUD-2011-0014R02-CR_Network_API.doc
Comment: 
· It’s suggested taking into account OMA Autho4API for OMA Cloud API consideration.

7.1 [bookmark: _Toc283267390]OMA Network APIs
7.1.x SaaS APIs

OMA SaaS APIs shall support cloud computing mechanism like virtualization, distribute technology.
OMA SaaS APIs shall support cloud identification and cloud DNS routing.
Below OMA SaaS APIs need to extend cloud functions:
PSA1.0 (Parlay X)
7. Third party call
8. Call Notification
9. Short Messaging
10. Multimedia Messaging
11. Payment
12. Account management
13. Terminal Status
14. Terminal location
15. Call handling
16. Audio call
17. Multimedia conference
18. Address list management
19. Presence
20. Message Broadcast
21. Geocoding
22. Application driven Quality of Service (QoS)
23. Device Capabilities and Configuration
24. Multimedia streaming control
25. Multimedia multicast session management
26. Content management
27. Policy
ParlayREST
28. TerminalLocation 
29. ShortMessaging 
30. Payment
31. MultiMediaMessaging 
32. ThirdPartyCall
33. TerminalStatus 
34. CallNotification
35. AudioCall
36. DeviceCapabilities
37. Presence
38. AddressListManagement
NGSI
· NGSI-1 - Generic Data Management Interface
· NGSI-2- Generic Data Change Notification Interface
· NGSI-3 - Group Change Notification Interface
· NGSI-4 - Call Control Extension Interface
· NGSI-5 - Call Notification Extension Interface
· NGSI-6 - Call Handling Extension Interface
· NGSI-7 - Multimedia Conference Extension Interface
· NGSI-8 - Multimedia List Handling Extension Interface
· NGSI-9 - Context Entity Discovery Interface
· NGSI-10 - Context Information Interface
· NGSI-11 - Service Registration Interface
· NGSI-12 - Service Discovery Interface
· NGSI-13 - Identity Resolution Interface
· NGSI-14 - Identity Management Interface
RCS API
· RCS Presence (including Service Indicator)
· RCS Messaging (SMS/MMS) 
· RCS Network Address Book 
· RCS Call Functionality – GSMA IR.92
· RCS Chat Functionality (OMA IM)
· RCS File-Transfer (OMA IM) 
· RCS Video/Image Share - (GSMA IR.74/IR.79/IR.84) 
CAB API

· Comment&Question on the document OMA-BOD-CLOUD-2011-0020R01-CR_gap_analysis_network_APIs.doc
Comment: 
· It’s suggested removing texts related to network APIs security discussion since OMA is defining authorization framework for network APIs (OMA Autho4API).
· Multi-tenancy is one of the major features in Cloud and may introduce new security threats. However, OMA have not considered multi-tenancy security issues yet. It’s suggested defining multi-tenancy security in OMA and studying if it can refer to or reuse existing OMA network APIs security mechanisms such as OMA Autho4API.
Add this material to section 7 
[bookmark: _Toc283872999]7.1.x General API Requirement in Cloud Computing 
Cloud APIs are Application Programming Interfaces (APIs) into the Cloud Computing space and specific to how applications and their source code interact with the Cloud. A Cloud API is a mechanism by which software can request information from one or more Cloud Computing Platforms through a direct or indirect interface into a Cloud Computing Platform. Cloud APIs are most commonly written to expose their interfaces as REST and/or SOAP. There are many examples of Cloud APIs including both Cloud Provider based APIs and Cross Platform based Cloud APIs. Cloud Provider based APIs commonly provide an abstraction from the Cloud Provider's internal APIs, but still require API calls specific to their infrastructure implementation. Cross Platform based Cloud APIs attempt to abstract the details of Cloud Provider implementations so that an application or developer writing an application only has to call a single API to get a response regardless of the back-end Cloud.

Cloud APIs are segmented into Infrastructure, Service, Application.
· Infrastructure Cloud APIs provide methods of changing aspects of the Cloud's Infrastructure. Infrastructure Cloud APIs will perform functions such as provisioning (creating, re-creating, moving, or deleting components - like Virtual Machines), configuration (assigning or changing attributes of the architecture such as memory and CPU allocations, network settings, disk space and volumes). These components and their common use is referred to as Infrastructure as a Service (IaaS).
· Service Cloud APIs provide an interface into a specific Cloud capability provided by a service explicitly created to enable that capability. Social Media, Databases, Messaging Platforms, Web Portals, Maps, Network and Content, E-Commerce, and Storage, are all examples of Service Cloud APIs. These services are commonly referred to as Platform as a Service (PaaS).
· Application Cloud APIs provide methods to interface and extend applications on the web. Application Cloud APIs connect to applications such as CRM, ERP, Accounting, Social Media, Help Desk. These Applications are delivered as Software as a Service (SaaS).
· 
[bookmark: _Toc283873004]7.1.y Gaps in OMA network APIs
There are some gaps between OMA network APIs and Cloud APIs requirements:
· Cloud Provider Cloud APIs provide abstractions over a specific provider Cloud platform and usually have custom or unique provider calls that are designed to enhance the amount of control of that cloud by using the provider's API implementation. Cloud Provider Cloud APIs have authentication mechanisms put in place to ensure that only authorized API calls are made to their systems. Most Cloud Provider based APIs have an ID or Authentication Key which provides an authorization/authentication and is usually passed over HTTPS to ensure security. Cloud Provider APIs also may use the ID or another Key to create a Hash based Token or a Password to authenticate provide additional security (similar to Public Key Infrastructure). OMA network APIs now are not considered to work on any special cloud provider platform, OMA network APIs have no Cloud ID and Cloud Authentication mechanism. 
· Cross Platform based Cloud API is to use a single API call, to access or leverage cloud resources on more than one Provider's Cloud Computing Platform. This saves a considerable amount of time, reduces complexity of the code rather than implementing multiple Cloud Provider based Cloud APIs. OMA network APIs now are not designed to support across mobile operators’ cloud platforms. The OMA network APIs may also need corresponding revision according to the new model for cloud computing.
The OMA network APIs may also need corresponding revision according to the new model for cloud computing.

Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
It is recommended that BOD Cloud take these comments into account when drafting OMA whitepaper on Cloud.
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