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Reason for Change
This contribution discusses the mobile cloud security considerations
Impact on Backward Compatibility
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Impact on Other Specifications
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Recommendation
We recommend that changes be accepted and incorporated into the white paper.
Detailed Change Proposal
Add to Chapter 8.2 ATIS Liaison
6.8 Security Consideration
Cloud security issues fall into two broad categories – security issues faced by cloud service providers and security issues faced by their cloud service customers. The provider must ensure that their infrastructure is secure and that their clients’ data and applications are protected while the customer must ensure that the provider has taken the proper security measures to protect their information.
Our White Paper v1.0 has introduced the basic dimensions of security considerations in cloud computing arena in its Chapter 7, namely data protection, identity management, physical and personnel security, availability, application security, privacy etc. It focuses more on PaaS specific security issues, such as enabler security architecture, the requirement of securing message-level communication, handling sensitive information, and managing enabler keys. It also describes in more details the cloud-based identity and access management, such as identity provisioning, authentication, federation, access control and user profile management, and compliances.
Mobile Cloud Computing gives rises to new challenges, such as availability and heterogeneity, offloading in both static and dynamic environment (refer to 6.9 for more details), efficiency (refer to 6.6 for more details), location-sensitive and context-awareness etc. Thus in addition to the normal cloud security considerations, there are specific security issues in mobile cloud.
6.8.1 Security for Mobile Users
Mobile terminals are very vulnerable to security threats such as virus and other malicious codes. The GPS equipped device also raises the privacy concerns for subscribers. There are two primary issues:
6.8.1.1 Security for Mobile Applications
Installing anti-virus tools is the simplest way to protect mobile terminals and applications from being attacked by virus and other malicious codes, and enhance the security for mobile applications. However, mobile devices inherently have and will continue to have more limited resources such as processing power, memory and storage capacity, graphical capability, display size and resolution, battery, and input methods etc, compared to desktops and servers today. It is very resource-intensive and time-consuming, and thus impossible to keep on running anti-virus tools on mobile devices. The paradigm has been shifted to extend the existing cloud platform and service and enable the anti-virus capabilities through cloud.
For example, a reference Cloud-based Anti-Virus solution may consist of a host agent and a set of anti-virus service components in cloud. The host agent is a lightweight process and runs on mobile terminal to monitor the file activities in the system. The set of anti-virus service components in cloud determines if the file contains security threats or not. The extra mile can be achieved in cloud-based anti-virus scenario in that multiple anti-virus engines can be enabled in parallel in cloud for better protection.
6.8.1.2 Privacy
Smart phones are all equipped with GPS capability for users to take advantage of location-based services (LBS). However, this gives rise to the privacy issue when mobile users provide the syetem with their private location information.
A reference solution could be a Cloud-based location intermediation service that collects the location information of a certain area instead of a specific users’ information. The tradeoff is the granularity of the information of certain area v.s. the users’ needs of the quality level of the location-based services. Thus mobile users’ privacy can be protected while the user can still use location-based service in a way that he is comfortable with.
6.8.2 Security for Mobile Data
Mobile Cloud Computing brings more challenges in securing mobile data compared to normal cloud in terms of data mobility and integrity, authentication and digital rights.
Since mobile users are more likely to access the cloud through multiple devices, and sometimes even in parallel, they are more concerned about their data mobility and integrity in multiple device and parallel accessibility environment. This scenario also means the challenges in authentication, and the protection of digital content and related digital rights management.
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