Doc# OMA-PUSH-2005-0054-PushSecurityArchitecture.doc [image: image1.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-PUSH-2005-0054-PushSecurityArchitecture.doc 
Input Contribution



Input Contribution

	Title:
	Push Using SIP Security
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-BAC-PUSH

	Submission Date:
	Monday, October 17, 2005

	Source:
	BAC Push meeting (Johan Hjelm, Ericsson)

+46 708 82 03 15

johan.hjelm@ericsson.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential


1 Reason for Contribution

This document is the result of the “wordsmithing” at the BAC PUSH meeting, and represents an agreed text for the Push AD, section 6.4

2 Summary of Contribution

This contribution proposes a security architecture for Push Using SIP. 

3 Detailed Proposal

6.4 Security architecture


6.4.1 General 

The SIP Push enabler will rely on and reuse security features and mechanisms provided by the underlying SIP/IP Core, to e.g. secure the service environment and authenticate users. Such dependence will be the assumed as the basis for the security architecture. The access level security mechanism will be provided by the SIP/IP core network. The SIP/IP Core is assumed to provide user authentication and integrity. The SIP/IP Core can also provide confidentiality protection of SIP signalling as defined in 3GPP TS33.203 / 3GPP2S.R0086-0. 

All SIP Push users will be securely authenticated to allow reliable access control to SIP Push services. When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, and the User Equipment contains USIM/ISIM or UIM/R-UIM, mutual authentication between the user and the SIP/IP Core will be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0]. 

The Push Sender Agent and the Push Receiver Agent will rely on the authentication and confidentiality mechanisms provided by the underlying SIP/IP Core network to accomplish user identity verification. When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS it needs to ensure, during registration, that the registered SIP Push users public and private address is allocated and authorized to be used by that User in order to prevent spoofing attacks.  When the SIP/IP core does not correspond to 3GPP/3GPP2 IMS, it should ensure equivalent levels of authentication and security. Note that the user plane is not necessarily a part of the SIP/IP Core Security.

6.4.2 Trust model

The SIP Push trust model for SIP signalling is based on the SIP/IP Core trusted network model with hop-by-hop security and proxy authentication. 

In those cases the intra-domain security is insufficient, Push Sender Agents, e.g. Application Servers, will authenticate and secure communication to Proxies/Push Receiver Agents, according to 3GPP TS 33.210. For inter-domain security, Push Sender Agents, e.g. Application Servers, will rely on communication channels that are protected according to 3GPP TS 33.210.

It will be possible to assert, by the SIP/IP Core (according to 3GPP TS 24.229), the public identities of the Push Sender Agent when the Push Sender Agent is acting as the originating user agent. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Ericsson recommends that the working group approve the text in section 3 (Detail Proposal) in the Push using SIP architecture document.
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