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1 Reason for Contribution

The purpose of this contribution is to provide technical specification of a mechanism for triggering subscriptions to Push events using SIP Push (OMA-SIP-Push-V0_5-20060526-D).

2 Summary of Contribution

This contribution envisions the use of the REFER method by a requester entity to trigger subscriptions to push events from a Push Receiver agent.
R01: Adds security features for processing incoming REFER requests.
R02: Adds flexibility to security features allowing separated Push Sender agents on a per-application basis
R03: Updates to SIP Push TS outline. Removed whitelist detailed mechanism
3 Detailed Proposal

The following text is intended for Sections 2 and 6 of OMA-SIP-Push-V0_2-20050916-D.
R01: Text is also intended for Section 13 of OMA-SIP-Push-V0_2-20050916-D.
R03: Text is intended only for Sections 6 and 10 of OMA-SIP-Push-V0_5-20060526-D
10. Push Operations
(Normative)

…

10.1 SUBSCRIBE/NOTIFY Method

….
6.2.3 Use of the REFER Method

The REFER method [RFC3515] is an extension to SIP [RFC3261]. The recipient of a REFER request, upon granting permission from the user, will initiate a new SIP request to the resource provided in the REFER message. 
Push Receiver agent MUST supports the REFER method as stated in [RFC3515]. In particular, Push Receiver agent MUST be able to receive REFER requests, perform the requested action, and notify it to the requester.

At any time, a Push Sender agent may send a REFER request to the Push Receiver agent to trigger a subscription (SUBSCRIBE message) from the Push Receiver agent to a Push Sender agent for receiving push content (NOTIFY message).

6.2.3.3 Procedures at the Push Sender agent

A Push Sender agent wishing to trigger a subscription from the Push Receiver agent SHALL send a REFER request according to [RFC3515] with the clarifications given in this sub clause.

The Push Sender agent

1. SHALL set the Request-URI to the public SIP URI identifying the destination user;

2. SHALL include a Refer-To header with the following clarifications;

a. SHALL set the referred URI to the same value as the Request-URI, or to the SIP URI identifying a Push Sender agent;

b. SHALL include “SUBSCRIBE” as method parameter of the referred URI
c. SHALL include the “Event” header parameter in the referred URI with 
d. the event package name set as “ua-profile”
e. SHALL conform with steps 2 and 3 of section 6.2.1.1 

3. SHALL send the REFER request towards the SIP/IP Core according to the procedures of the SIP/IP Core.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the Push Sender agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this sub section.
6.2.3.4 
6.2.3.5 Procedures at the Push Receiver agent
Upon receiving a REFER request the Push Receiver agent SHALL behave as described in [RFC3515] with the following clarifications:

1. SHALL perform the necessary security checks on the request according to procedures of sections 10.4 and 10.5. If the request is granted, the Push Receiver agent:
a. 
b. 
2. SHALL conform to the procedures defined in [RFC3515] to either reject, or accept the reference and 
3. create a subscription to the referred event. If the request is accepted, the Push Receiver agent: 
4. 
5. SHALL generate and send an initial SUBSCRIBE request to the “ua-profile” event in a separated dialog as specified in 6.2.1.1 using the content of the ‘Refer-To’ header
Upon receiving the first NOTIFY request within the “ua-profile” dialog, the Push Receiver agent SHALL generate and send a subsequent NOTIFY request within the existing subscription to the referred event according to [RFC3515] to inform the requester of the result of the action triggered out of the REFER request, with subscription state set to "terminated" with a reason of "noresource".
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the Push Receiver agent SHALL use 3GPP/3GPP2 IMS requirements, mechanisms and procedures as defined in [3GPP 24.229] / [3GPP2 X.S0013.4] with the clarifications given in this sub section.
11.  Security 
(Normative)
...

11.1 Terminal Based Whitelists Authorisation
Editor’s note: a whitelist mechanism will be provided here to authorize incoming requests. The exact realization of this mechanism will be detailed after clarification of the management of such whitelists.












· 
· 

Processing REFER requests
In the case of REFER, to protect against denial of service attacks, the Push Receiver agent SHOULD implement a lockout timer. The duration of this timer MUST be at least the duration of the processing of a REFER request, i.e. when the lockout timer is implemented the Push Receiver agent MUST process a single REFER at a time. If the Push Receiver agent receives any additional REFER during the lockout interval, it SHOULD defer processing or discard them until the timer expires. Once the REFER dialog has terminated the lockout timer SHOULD be reset.
Editor’s note: the lockout timer may be a configuration property of a DM MO associated with SIP Push
When deferring processing of the REFER request, the Push Receiver agent MUST accept the REFER dialog and set the body of the first NOTIFY request as for a pending subscription according to section 2.4.5 of [RFC3515].
When discarding the REFER request, the Push Receiver agent MUST answer to the REFER request by returning a SIP "503 Service Unavailable" error response. The response MAY include a Retry-After header to indicate when the client should retry the request as defined in [RFC3261].
Note: This procedure applies in addition to the procedures defined in section 10.4.
1.  Appendix Y. REFER sample flow
(Informative)
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Figure Y.1 – Push Sender agent triggers a subscription from a Push Receiver agent.

2. A Push Sender agent sends a REFER request to the Push Receiver agent

REFER sip:john.doe@home1.net SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;branch=z9hG4bKnashds7

Max-Forwards: 70

Route: <sip:scscf1.home1.net;lr>

From: <sip:psadm.home1.net>;tag=31415

To: <sip:john.doe@home1.net>

Call-ID: b89rjhnedlrfjflslj40a222

CSeq: 1 REFER

Expires: 600

Refer-To: <sip:john.doe@home1.net;method=SUBSCRIBE?Event=ua-profile%3bprofile-type%3d%22application%22&Accept-Contact=*%3b+g.oma.sip-push.0x05%3bexplicit%3brequire>
Contact: <sip:[5555::aaa:bbb:ccc:ddd]:1357>

Content-Length: 0

3. Push Receiver agent receives a REFER request via SIP/IP Core network. The REFER request message instructs it to send a SUBSCRIBE message to the user’ SIP URI (sip:john.doe@home1.net) to subscribe to the “ua-profile” event package and to the “application” profile type. Note that the Accept-Contact value indicating Push Application ID number 0x05 (Push SyncML) is only given as illustrative example and cannot be used without being registered with OMNA.
4. Upon receiving the REFER request, the Push Receiver agent requests approval from the user prior to proceed. If the approval is granted, the Push Receiver agent sends an appropriate response (202 Accepted) to the SIP/IP Core network.

5. SIP/IP Core network forwards the response (202 Accepted) to the requester of the REFER.

6. The Push Receiver agent sends an immediate initial NOTIFY request within the REFER-created dialog to the SIP/IP Core network
7. SIP/IP Core network forwards the NOTIFY request to the requester of the REFER.

8. The requester entity sends an appropriate response (200 OK) to the SIP/IP Core network.

9. SIP/IP Core network forwards the 200 OK response to the Push Receiver agent.

10. The Push Receiver agent sends a SUBSCRIBE request to the resource identified by the URI in the Refer-To header field value, according to the procedures defined in 6.2.1.1, as a separated dialog. The SUBSCRIBE request initiates a subscription to the ua-profile event package.

11. Upon receiving the first NOTIFY request within the ua-profile dialog, the Push Receiver agent sends a final NOTIFY request within the refer dialog to inform the requester of the result of the action triggered out of the REFER request.
NOTIFY sip:[5555::aaa:bbb:ccc:ddd]:1357 SIP/2.0

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:eee]:5060;branch=z9hG4bK-abcd
Max-Forwards: 70

To: <sip:psadm.home1.net>;tag=31415

From: <sip:john.doe@home1.net>;tag=1234
Call-ID: b89rjhnedlrfjflslj40a222

CSeq: 1 NOTIFY
Event: refer

Subscription-State: terminated;reason=noresource

Contact: sip:[5555::aaa:bbb:ccc:eee]:5060
Content-Type: message/sipfrag;version=2.0

Content-Length: 16

3. SIP/2.0 200 OK
12. SIP/IP Core network forwards the NOTIFY request (Event:refer) to the requester entity.

13. The requester entity sends an appropriate response (200 OK) to the SIP/IP Core network.

14. SIP/IP Core network forwards the 200 OK response to the Push Receiver agent.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Telecom Italia Mobile recommends that working group approve the text in section 3 (Detail Proposal) in the Push using SIP specification.
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