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1 Reason for Contribution

During the review of the DCD AD formal review comments an action item was identified to further clarify section 4.1., which describes DCD security considerations, by providing a description of the need to authenticate and authorise a user for the consumption of DCD Service and individual DCD Channels. This input contribution also provides changes for clarification purposes to existing text. 
2 Summary of Contribution

See section 3.
3 Detailed Proposal

4.2 Security Considerations

The following sections describe the security functions required to be supported by the DCD Enabler.
4.2.1
Authentication and Authorization
4.2.1.1
Secure session establishment
The DCD Enabler provides support for a network-independent authentication mechanism between the DCD Client and DCD Server (e.g., Digest Authentication). When required (e.g. for a secure point-to-point delivery scenario) the DCD Client and the DCD Server are mutually authorized to establish a secure session prior to any DCD content delivery requests.

4.2.1.2
DCD enabled application registration
The DCD Enabler supports an authentication and authorization mechanism that allows new DCD enabled applications to be registered with a DCD enabled client, as described in section 5.5.3.5. and the authentication and authorization of the client registered application at the DCD Server. 
4.2.1.3
2-way content and subscription security
The DCD Enabler supports the ability to authenticate and authorize a user prior to the delivery from a DCD Server to DCD Client and/or consumption of DCD Content.
The DCD Enabler also supports the ability that ensures that DCD Clients receive DCD content only from authenticate and authorized DCD Servers.
4.2.1.4
Provisioning 
The DCD Enabler ensures that only authorized actors are permitted to update DCD provisioning information. When provisioning information resides on a DCD Client’s devices, a user’s confirmation might be requested.
4.2.2
Delivery Security

The DCD Enabler applies measures of security for DCD Content and DCD Content notification delivery, e.g. as required for the used delivery mechanisms (see  [OMA-BCAST-AD]).

When required the DCD Enabler ensures secure delivery of DCD Content. The DCD Service supports specification of security requirements on a per Channel basis with the same measures as specified for the used delivery mechanisms.
When the DCD Enabler delivers DCD Content utilizing broadcast bearers (e.g Cell Broadcast or MBMS) a notification describing any changes in subscription by a user at the client and the subsequent delivery of content associated to the change in subscription is sent by the client back to the authorized DCD Server.
4.2.1
Content Protection

The DCD Service can permit the DCD Content to be protected by utilizing [OMA-DRM].

4.2.1
Content and Subscription Information Privacy
The DCD Client has a responsibility to protect the privacy of, and restrict access to, DCD Content and subscription information contained within a DCD-enabled device.  A device supporting DCD applications will allow the subscriber identity to change over the life of a device, either temporarily or permanently.  The DCD Enabler supports the ability to ensure the confidentiality of DCD Content and subscription preferences accessible by the user.  Functions to be considered include:

· Content Access Control due to Privacy: Based upon the subscriber’s privacy options, the DCD Client might be required to deny access to the content on the subscriber’s device unless the subscriber’s identity has been verified.

· Subscriber Validation: Verifying the subscriber access to the DCD Content, e.g. via (U)SIM-based subscriber identity or user-supplied credentials.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree changes as described in section 3 and include in the latest version of the DCD AD.
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