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1 Reason for Contribution

This contribution addresses part 1 of action item “BAC CD-2006-A088”, “DCD AI 1214 #2: Re. Doc 159. Need to address DCD-3 security requirements, as follows: 1. Mention need to provide option to specify security level in session management. 2. Define security options in security section.”

2 Summary of Contribution

The action item reflects the group consensus that we should separately the aspects of connection security for session establishment actions (and DCD-3 interface operations in general), from the authentication and session configuration aspects which are the primary focus of the session establishment operations. The TS text will still address how security features used to secure the DCD-3 operations may provide some direct value to the DCD-3 operations themselves (e.g. use of client certificates in setup of a TLS/DTLS record protocol, as well as for authentication), but as an optional deployment dependency between the two “layers” (DCD-3 connection security, and the DCD-3 operations).
Since this contribution is also affecting the session management sections of the TS, the AD-related action item “BAC CD-2007-A001”, “DCD AI 0116 #1: Additional input contribution to go through AD and remove DCD association (from “session”), and double check to make sure Session is lower case” is also addressed here, for the TS. 
3 Detailed Proposal
5.4 Session Management
A session is a framework within which the DCD Client and the DCD Server communicate over the DCD interfaces for the purposes of providing a DCD service, such as the establishment of a delivery option, the negotiation of device capabilities, and suspension / resumption of the DCD Service. The term “session” in this context is not a transport-layer session, but rather an application session. It is therefore transport-independent. If the transport connection is broken or the device is power-cycled, the client can reconnect the transport connection and, if successful, it will be able to continue the previously established session. 

In establishing a session, the DCD Client and DCD Server MUST authenticate themselves via the DCD-3 interface (see section 10.1), and comply with the connection security requirements for DCD-3 operations per the policy of the entity with which a session is being established (see section 10.2). 
The DCD Client and the DCD Server then establish a set of delivery options (e.g. push, or pull, or broadcast etc.) from the supported DCD Delivery Protocols (e.g. BCAST, SMS etc.), to be used for the delivery of DCD Content. The DCD Client and the DCD Server MUST maintain this initial delivery options for the duration of the session. The DCD server will deny the session establishment if the requested DCD protocol version and / or transports are not supported.

The protocol versions supported by the DCD Server and the DCD Client can be queried at any time - regardless if a session is active or not. The DCD Client may initiate a session with the highest supported version of the protocol and the security level, and re-establish a new session at any time during an active session. Refer to Error! Reference source not found. and Error! Reference source not found. for further information of this mechanism. A session MAY be instantiated per application, or be shared by a group of applications (e.g. per DCD Client).

Associated with each session is an auto expiry timer value called Session Time to Live (TTL) which is set by the DCD Server.

The session is expired when the Session TTL expires, or either the DCD Client or the DCD Server decides to disconnect the session. 

A session is identified by a unique Session-ID. The Session-ID is associated with one or many Application-ID(s), each of which refers to an Application Profile for a specific DCD Enabled Client Application and its capabilities expressed as metadata.

During a session, both the DCD Client and the DCD Server preserve the metadata describing the negotiated services and capabilities. The device is able to update the negotiated services and capabilities dynamically i.e. by re-activation if its capabilities have changed. The Session-ID and Application Profile however may not be dynamically altered.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this contribution be discussed and agreed.
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