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1 Reason for Contribution

A few contributions have been debating the topic of the access to the CPM functionalities by (third-party) applications with a particular focus on points of interaction inside the CPM architecture driven by security and coupling concerns (see OMA-MWG-CPM-2007-0108R03-INP_Third_Party_Applications_Entry_Point, OMA-MWG-CPM-2007-0150R01-INP_Clarification_of_VAS_Gateway_Component, and OMA-MWG-CPM-2007-0092R05-CR_Interface_to_third_party_applications).

2 Summary of Contribution

The present contribution aims at bridging the vision set forth in those contributions and builds on the requirements expressed in the CPM Requirements Document. It follows the recommendation expressed in the minutes of the Heidelberg meeting to “begin with a new document based on the requirements and the functionality and applications needed” and tries to use “an outside to inside approach rather than an inside to outside approach”.
The approach taken in preparation of this CR has been to:

· analyze the application-related requirements of the latest CPM RD;

· study, appreciate and try to address the concerns raised by the “VAS Gateway” supporters

· draw conclusions from the two preceding bullet points in preparation of a future CR.
3 Detailed Proposal

The present contribution aims at bridging the vision set forth in those contributions and builds on the requirements expressed in the CPM Requirements Document. It follows the recommendation expressed in the minutes of the Heidelberg meeting to “begin with a new document based on the requirements and the functionality and applications needed” and tries to use “an outside to inside approach rather than an inside to outside approach”.
The approach taken in preparation of this CR has been to:

· analyze the application-related requirements of the latest CPM RD;

· study, appreciate and try to address the concerns raised by the “VAS Gateway” supporters

· draw conclusions from the two preceding bullet points in preparation of a future CR.
The following section analyzes the CPM RD document with that respect.

1. CPM RD analysis

Reference CPM RD version taken: OMA-RD-CPM-V1_0-20070927-D
[Scope]: “The aim of the CPM Enabler is to reuse existing and define new reusable building blocks to be able to create a variety of interpersonal, interactive, multimedia communication services […] . It will be possible for third party Applications to use these capabilities, and these third party Applications also can interact with CPM Users as Participants.”

The above statement from the scope section entails that a key feature of the CPM enabler is to give flexibility to (third-party) applications to behave as normal participants through the means of CPM conversational capabilities on top of being granted programmatic access to the CPM functionalities to integrate those in their service logic when needs be.

[5.3.9] “Application on the User’s Device”

It has to be noted as well that the CPM RD covers the cases where the application resides somewhere in the network, whether inside or outside of the CPM service provider domain, but also the cases where the application is actually residing on the user’s device and uses the CPM enabler as a convenor for service related data exchanges, be it with an application server in the network or another user. This facility for applications to look like normal participants from the perspective of the CPM enabler is however not necessarily limited to end-user devices hosted applications.
As such, for all practical purposes, applications may look, from the perspective of the CPM enabler, like any normal CPM client and may make use of the user’s identity for their communication needs.

[CPM-MED-006] “The CPM Enabler SHALL support a request from a sending Application not to perform content adaptation.”

An application may elect to restrain the adaptation of the content it sends as part of the CPM Conversations it participates to.
[CPM-VAS-002] “The CPM Enabler SHALL provide an interface to Applications (including those provided by VASPs) that supports at least the functionalities provided by existing interfaces (e.g. MM7 between third party Applications and MMS Relay/Server, SMPP between third party Applications and SMS-SC).”

The interface proposed to application shall support at least the functionalities provided by existing applications interface (MM7 and SMPP being given as examples).

[CPM-VAS-003] “The CPM Enabler SHALL be able to receive CPM Messages/CPM Session Invitations intended for a VASP from the different non-CPM messaging platforms, in case that the users have sent them from a non CPM-capable device. The CPM Enabler SHALL subsequently forward the CPM Messages/CPM Session Invitations to the intended VASP.”
As part of its functionalities, the CPM enabler shall support the forwarding (which may entail adaptation) of communications intended for an application but initiated from a Non-CPM Communication Service client.

[CPM-VAS-004] “The CPM Enabler SHALL support the originator of a CPM Message or a CPM Session Invitation to indicate, in that CPM Message or CPM Session Invitation, the source VAS Application in the CPM-enabled originating entity (device or VASP).”

[CPM-VAS-005]
“The CPM Enabler SHALL support the originator of a CPM Message or a CPM Session Invitation to indicate, in that CPM Message or CPM Session Invitation, the target VAS Application in the CPM-enabled receiving entity (device or VASP).”
The consequence of these two requirements is that both the programmatic interface and the communication interface (i.e. on which CPM Messages and CPM Session Invitations transit) shall support the indication of both a source VAS Application and of a target VAS Application. It is also worth mentioning here that the source- and target-VAS indications here need to be independent from the addressing of the CPM Messages or CPM Session Indications. 
[CPM-VAS-006] “The CPM Enabler SHALL support generating and sending of event notification with relevant information (e.g. user causing the event, type of event, …) back to the Application so that the Application may take suitable service logic decisions. […]”
This requirement is aimed at the programmatic interface and is intended at asynchronous means of communication with an Application. It may be required to convey context related to the event that took place, including but not limited to:

· A communication identifier;

· The resource(s) initiating the event;

· The resource(s) that are subject to the event.

Note: It has to be noted that the examples provided in CPM-VAS-006 allude to the fact that functionalities provided to applications shall extend beyond pure conversational capabilities and may cover conversation storage / history as well. From that aspect, it results that the programmatic interface exposed by the CPM enabler may span across multiple components defined as part of the CPM Architecture (e.g. CPM Conversation Server but also the Message & Media Storage …) and may consist in an aggregate of individual functions exposed by either of theses components.

[CPM-VAS-007]
“The CPM Enabler SHALL allow the event notification to be set and activated

· on a per user or on a per Application basis

· based on time (e.g. for scheduled event)”

This requirement implies that the interface between the Application domain and the CPM enabler shall support the provision of the characterization of the events the Application has interest in and that this interest may be conditional to a specific user being involved or some time-related information.

[CPM-VAS-008] “The CPM Enabler SHALL allow an Application with appropriate rights to send a CPM Message or initiate a CPM Session on behalf of a CPM User […]”

This requirement implies that an Application may act on behalf of a User and as such the interface between the Application and the CPM enabler shall support such an indication where applicable. It is FFS as to whether such a feature shall be limited only to the programmatic interface.
It also has to be noted that the mention of “with appropriate rights” alludes to this feature being subject to particular privileges that shall be considered in the greater context of the granularity of access to CPM functionalities granted to Applications and covered by requirement CPM-VAS-012.

[CPM-VAS-009] “The CPM Enabler SHALL allow an Application with appropriate rights to exercise control over a CPM Conversation including but not limited to starting/stopping a CPM Session […], listing/searching ongoing CPM Sessions & associated Participants, replaying the recent history of a CPM Conversation […], adding/removing Participants to a CPM Session (e.g. for a moderated chat room).”
This particular requirement provides additional insights as to the primitives that shall be supported by the programmatic interface between applications and the CPM enabler. It is expected that the nature of the capabilities listed imply that the programmatic interface shall make use of relevant context information for the performance of these capabilities.

Like for CPM-VAS-008, the mention of “with appropriate rights” alludes to this feature being subject to particular privileges that shall be considered in the greater context of the granularity of access to CPM functionalities granted to Applications and covered by requirement CPM-VAS-012.

[CPM-VAS-010] “The CPM Enabler SHALL allow an Application with appropriate rights to use moderation functions over Media usage […]”

For this particular requirement, the programmatic interface between applications and the CPM enabler shall allow the expression of the moderation functions over individual pieces or general types of Media.

Like for CPM-VAS-008, the mention of “with appropriate rights” alludes to this feature being subject to particular privileges that shall be considered in the greater context of the granularity of access to CPM functionalities granted to Applications and covered by requirement CPM-VAS-012.

[CPM-VAS-011] “The CPM Enabler SHALL allow an Application with appropriate rights to use Media handling functions such as adding/removing Media (continuous) to/from a CPM Session, Media redirection (e.g. indicate that a video shall be sent to a specified end point), Media splitting (audio vs. video, …)”
For this particular requirement, the programmatic interface between applications and the CPM enabler shall allow the expression of the media handling functions over individual pieces or general types of Media as well as indication of targets (individual user’s devices, users, applications) when media redirection or media forking takes place.

Like for CPM-VAS-008, the mention of “with appropriate rights” alludes to this feature being subject to particular privileges that shall be considered in the greater context of the granularity of access to CPM functionalities granted to Applications and covered by requirement CPM-VAS-012.
[CPM-VAS-012] “The CPM Enabler SHALL allow a CPM service provider to enable/disable on a per Application and/or VASP basis […] the CPM Enabler features exposed to Applications.”
This generic requirement entails that the programmatic interface between applications and the CPM enabler may be subject to particular policies limiting the usage and / or exposition of particular functionalities (examples of limitations in CPM-VAS-008 to CPM-VAS-011) and that these policies may be set at the application service provider level as well as at the application level itself.
[CPM-VAS-013] “The CPM Enabler SHALL be able to provide anonymity for the CPM User when communicating with an Application.”

This requirement mandates that the programmatic interface between applications and the CPM enabler supports the masquerading of the CPM User’s identity from an application. This particular feature shall be considered for the definition of the application profile used by the CPM enabler that covers amongst other things the policies associated to functionalities exposition and usage (see CPM-VAS-012).
Also, it is worth noting that many of the CPM requirements shall be taken into consideration when researching the functionalities required from the interface(s) between applications and the CPM enabler, amongst others:

· mutual authentication requirements between application and the CPM service provider domain (CPM-AUC-001 & CPM-AUC-002)

· authorization checks by the CPM enabler (CPM-AUT-001 but also partially covered by intent of CPM-VAS-012)
2. Considerations regarding the “VAS Gateway” analysis

The key aspects conveyed by the contributions proposing a VAS Gateway individual component were:

· componentization and maximizing architecture reuse including considerations of architectural coupling (tight versus loose) and policy control

· ensuring proper authentication, authorization & charging (billing was mentioned but it was assumed that charging was intended) related to applications interactions, including but not limited to protection from malicious usage and abuse as well as support of various business models (encompassing billing policies and service-level agreements)
The proposed solution to the issues raised in contributions 108R03 and 150R01 was to create an individual component proxying access to the CPM functionalities by the applications called the “VAS Gateway”.

Several companies raised their concerns with regards to the approach on the basis that:

· it appeared to limit the capabilities of an application acting like a client by mandating each application to go through the VAS Gateway and forcing a single protocol approach for usage by applications of the CPM features;

· it led to a bottleneck preventing individual deployment of the “reusable building blocks” the CPM enabler intends to specify (including but not limited to the CPM Conversation Server, the Message and Media Storage and the Converged Address Book components) by forcing the VAS Gateway to be the aggregator of the exposition of these functionalities and of the enforcement of the related policies;

· it implied the VAS Gateway component needed to evolve and be modified whenever new functionalities to be exposed on an individual component are being specified hence promoting a tight coupling between those two components.

The “VAS Gateway” documents raise, amongst others, an important issue related to protocol conversion requirements that shall be placed upon the CPM enabler, especially in consideration of CPM-VAS-002 (which calls for the preservation of functionalities provided by existing interfaces) and CPM-VAS-003 (which calls for supporting the conveyance of Non-CPM Communication Service initiated communications with applications).

It is FFS as to whether a proper way to handle the problem would be for the Interworking Function(s) to handle legacy application protocols conversion into the CPM enabler programmatic interface.
3. Conclusions drawn
For the purpose of the discussion below, the programmatic interface between applications and the CPM enabler refers to the interface currently called CPM-C-VAS1 and the conversational interfaces between applications and the CPM enabler refer to both CPM-C-VAS and CPM-M-VAS.
3.1 CPM-C-VAS & CPM-M-VAS
For all practical purposes, when considering applications acting in a Participant role, and potentially masquerading as the CPM User they’re giving service to but for the flagging of some application identifier as a source or as a target for the communication exchange, the interfaces currently labeled CPM-C-VAS and CPM-M-VAS are likely to be similar to their equivalent used by the CPM Client for the purpose of its conversational involvement in CPM Conversations.
It is therefore suggested to re-label CPM-C-VAS into CPM-C-CONV, CPM-M-VAS into CPM-M-CONV, and further on, to re-label CPM-C-VAS1 into CPM-C-VAS.
As such, it hence becomes a requirement on interface CPM-C-CONV and/or CPM-M-CONV to support indication of source and target applications (cf CPM-VAS-004 & CPM-VAS-005). It is FFS whether how this indication shall be carried over these interfaces, but this indication shall be possible independently from the addressing of the CPM Messages or CPM Session Indications.
It is also FFS whether and how the CPM Conversation Server would provide a special treatment to exchanges made over these interfaces carrying such an indication (although it is likely to be subject to special policy checks).

Another FFS item is to whether the ability to communicate on behalf of a given CPM User shall be granted applications solely through the intermission of the programmatic interface or whether this would apply to the conversational interfaces.
3.2 Distributed and independent application control functions

In consideration of the future reuse of the CPM components that are considered for reuse by other enablers (namely the Converged Address Book, the Message & Media Storage, the CPM Conversation Server and possibly the Interworking Function(s)) and in recognition of the important features identified by the “VAS Gateway” contributions, it is suggested that each relevant component would support an “Application Control Function” that would support the following functions on behalf of its (enclosing) component:
· Exposition  of the services / functionalities provided by the component;

· Authentication of the entities requesting usage of exposed functionalities;

· Authorization of the entities requesting usage of exposed functionalities;

· Transmission of CPM events towards the application (as per CPM-VAS-006)

· Masquerade the CPM User’s identity from select applications to preserve its anonymity (in accordance to CPM-VAS-013).
Please note that the referred authorization shall take into account the application profile inferred by CPM-VAS-012 and that limits per application or per application service provider the functionalities an application may use amongst those exposed by a component (cf CPM-VAS-008 to CPM-VAS-011 and CPM-VAS-013). The policy check may be delegated to an external entity, for example to the PEEM enabler.
As part of the discussions held around the VAS Gateway, it was noted that a key feature of the VAS Gateway concept was to provide a single access point to services / functionalities offered by the CPM enabler. The proposed distributed and independent application control functions also support this model, for example if each individual Application Control Function publishes the functionalities it offers in a central location, for example to the OSPE Service Model & Catalogue component of the OSPE enabler. The distribution of the Application Control Function also allows each individual component to be independently reused in other enablers / specifications without requiring the entire CPM framework of components being present.
It is FFS whether every component shall be equipped with an Application Control Function. Interfaces already offered by a component may be sufficient for application needs and not require an interface specialized for application consumption.
3.3 Characteristics of the application programmatic interface
Although the details of the functionalities exposed shall be determined at TS phase, requirements CPM-MED-006 and CPM-VAS-005 to CPM-VAS-011 provide inputs which shall be considered in order to complete that aspect of the specification process.
Also, some of the proposed functionalities (like sending a CPM Message) are similar in nature with existing interfaces defined by other standards organization (such as the Parlay X messaging APIs defined by the Parlay Group) which may be considered as a starting point for extension (or adaptation) when specifying the application interface.
3.4 Relation between the Application Control Functions and the Interworking Function

As noted in section 2, an important aspect to consider is the support of functionalities supported by existing application related protocols (MM7 and SMPP being two examples). As such, a potential option is for the CPM Interworking Function handling the legacy protocol to map requests using the application-related protocol into the call onto the relevant Application Protocol Function. From that point on, normal handling of the application call would be handled as outlined in section 3.2.

As such this would allow the CPM enabler to support the functionalities supported by existing application related protocols without forcing it to support those protocols per se.

Note: it is FFS as to whether the CPM Interworking Function shall bypass calls to the Application Control Function in the transition phase where the application service provider didn’t adopt more generally the programmatic interface supported by the CPM enabler and the application expects the use of the legacy protocol with the communication enabler.
3.5 Dropping third-party from “Third-Party applications”

The group may want to consider dropping the “third party” qualifier from the term “third-party application” in recognition of the fact that the OSE principles mandate that no distinction is made as to the origin of an application.
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5 Recommendation

Discuss and agree on the proposed approach in which case subsequent CR(s) would be written to reflect the spirit of this contribution.
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