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1 Reason for Change

The present CR intends at providing a resolution for the following ADRR comments:

	A0020
	2008.05.11
	T
	General
	Source: Acision

Form:  doc #0089

Comment: Requirement CPM-SEC-002/003/004 is not covered by the AD. 

Proposed Change: Add the appropriate text to the description of the CPM Client and the CPM Participating Function.
	Status: OPEN

Closed by CR OMA-MWG-CPM-2008-0601-CR_ADRR_Security_Requirements_A0020_A0028 for CPM-SEC-004 and CPM-SEC-002.

Closed without action by CR OMA-MWG-CPM-2008-0601-CR_ADRR_Security_Requirements_A0020_A0028 for CPM-SEC-003.

	A0028
	2008.05.13
	T
	General
	Source: Nortel

Form: document #0263

Comment: The following CPM requirements seem not to be covered by the AD:

· CPM-HLF-007

· CPM-HLF-008

· CPM-HLF-010 

· CPM-HLF-017

· CPM-HLF-018

· CPM-HLF-019 

· CPM-HLF-020

· CPM-CONV-005

· CPM-CONV-021b

· CPM-SEC-002

· CPM-SEC-003

· CPM-SEC-004

Proposed Change: Decide how to implement these requirements, and add the appropriate text to the AD.
	Status: OPEN
Nortel

Partially closed by CR OMA-MWG-CPM-2008-0478 for HLF-007, HLF-008 and HLF-010.

Partially closed by CR OMA-MWG-CPM-2008-0397R01-CR_ADRR_comments_A0668_A0671_A0692_A0706 for CPM-CONV-021b.

Partially closed by CR OMA-MWG-CPM-2008-0407R01-CR_ADRR_5_3_1_3_2_CPM_CS_PF_implementing_CONV_005_A0018 for CPM-CONV-005.
Partially closed by CR OMA-MWG-CPM-2008-0601-CR_ADRR_Security_Requirements_A0020_A0028 for CPM-SEC-004 and CPM-SEC-002.
Closed without action by CR OMA-MWG-CPM-2008-0601-CR_ADRR_Security_Requirements_A0020_A0028 for CPM-SEC-003.


For reference, the related requirements are the following ones:
	CPM-SEC-002
	The CPM Enabler SHALL allow a CPM Service to provide CPM Users with Content Screening based on user preferences and service provider policies.
	CPM V1.1

	CPM-SEC-003
	The CPM Enabler SHOULD allow a CPM Service to protect CPM Users against Unwanted Messaging, according to the user’s preferences and service provider policies.
	CPM V1.1

	CPM-SEC-004
	The CPM Enabler MAY allow a CPM Service to protect CPM Users against Malware, according to the user’s preferences and service provider policies.
	CPM V1.1


For CPM-SEC-002, considering the CPM Enabler shall take into account the user preferences, the CR suggests to trigger the requests for content screening from the Participating Function.

For CPM-SEC-003, the CPM Enabler would use a combination of means to perform the functionality requested, amongst which:

· Authentication and related authorization checks (already reflected in the CPM AD), notably of the initiators of CPM Messages or CPM Session Invitations, whether they are CPM Users or VAS;

· Content Screening at the Participating Function (as a result of CPM-SEC-002).
At this stage of the maturity of the CPM AD and SD, it is the author’s opinion that the extent to which the CPM-SEC-003 requirement will be fulfilled by the CPM Enabler shall be revisited once the detailed TS will have progressed further to allow for a more consistent approach at outlining the measures taken to protect the CPM Users against unwanted messaging.

For CPM-SEC-004, the CR proposes to fulfil that requirement by making Malware protection a(n optional) functionality of the CPM Participating Function and of the CPM Client.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Incorporate the proposed change in the next version of the CPM AD.
6 Detailed Change Proposal

Change 1:  3.2
Definitions
	Aggregation Proxy
	A functional component of the XDM architecture, as defined in [OMA-XDM-AD].

	Authorized Principal
	See [OMA-DICT].  

	Charging Event
	See [OMA-DICT].

	Communication Capabilities
	See [OMA-CPM-RD].

	Content Screening
	See [OMA-CPM-RD].

	CPM-based Service
	A Service that uses the functionalities of the CPM framework to fulfil its communication needs.

	CPM Ad-hoc Group
	See [OMA-CPM-RD].

	CPM Address
	See [OMA-CPM-RD].

	CPM Client
	A functional component of the CPM architecture, as defined in this document

	CPM Controlling Function
	A function of the CPM Conversation Server functional component of the CPM architecture, as defined in this document.

	CPM Conversation
	See [OMA-CPM-RD].

	CPM Conversation History Function
	A function of the CPM Conversation Server functional component of the CPM architecture, as defined in this document.

	CPM Conversation Server
	A functional component of the CPM architecture, as defined in this document.

	CPM Deferred Messaging Function
	A function of the CPM Conversation Server functional component of the CPM architecture, as defined in this document.

	CPM Group
	See [OMA-CPM-RD].

	CPM Group Session
	See [OMA-CPM-RD].

	CPM Message
	See [OMA-CPM-RD].

	CPM Participating Function
	A function of the CPM Conversation Server functional component of the CPM architecture, as defined in this document.

	CPM Pre-defined Group
	See [OMA-CPM-RD].

	CPM Session
	See [OMA-CPM-RD].

	CPM Session History
	See [OMA-CPM-RD].

	CPM Session Invitation
	See [OMA-CPM-RD].

	CPM Thread
	See [OMA-CPM-RD].

	CPM User
	User of a CPM-based Service.

	CPM User Preferences
	A functional component of the CPM architecture, as defined in this document.

	Deferred Delivery Messaging
	See [OMA-DICT].

	Device
	See [OMA-DICT].

	Discrete Media
	See [OMA-CPM-RD].

	Enabler
	See [OMA-DICT].

	Immediate Messaging
	See [OMA-DICT].

	Interworking Function
	A functional component of the CPM architecture, as defined in this document.

	Interworking Selection Function
	A functional component of the CPM architecture, as defined in this document.

	Large Message Mode
	This mode is used to send a single large CPM Message using MSRP.

	Malware
	See [OMA-CPM-RD].

	Media
	See [OMA-CPM-RD].

	Media Type
	See [OMA-DICT].

	Media Object
	A piece of Discrete Media that can be referenced by a URL, or included directly in a CPM Message. 

	Media Stream
	See [RFC3264].

	Media Stream Type
	The Media Stream Type corresponds to the <media> parameter of a Media description, referred to as “media types” in [RFC4566].

	Message and Media Storage Client
	A functional component of the CPM architecture, as defined in this document.

	Message and Media Storage Server
	A functional component of the CPM architecture, as defined in this document.

	Message Session Relay Protocol
	See [RFC4975].

	Non-CPM Communication Service
	See [OMA-CPM-RD].

	Offline Charging
	See [OMA-DICT].

	Online Charging
	See [OMA-DICT].

	Pager Mode
	Sending a single CPM Message of limited size without requiring the establishment of an MSRP session.

	Participant
	See [OMA-DICT].

	Presence Information
	See [OMA-PRS-RD].

	Presentity
	See [OMA-PRS-RD].

	Principal
	See [OMA-DICT].

	Pseudonym
	See [OMA-CPM-RD].

	Pull
	See [OMA-DICT].

	Push
	See [OMA-DICT].

	Real-Time Transport Protocol
	See [RFC3350].

	RTP Control Protocol
	See [RFC3350].

	Service
	See [OMA-DICT].

	Session Description Protocol
	See [RFC4566].

	Session Initiation Protocol
	See [RFC3261].

	Shared Group XDMS
	A functional component of the XDM architecture, as defined in [OMA-XDM-AD]

	Shared List XDMS
	A functional component of the XDM architecture, as defined in [OMA-XDM-AD]

	Shared Policy XDMS
	A functional component of the XDM architecture, as defined in [OMA-XDM-AD]

	User
	See [OMA-DICT].

	User Communication Preferences
	See [OMA-CPM-RD].

	User Plane
	A specification of the Media and Media control signalling (e.g. floor control) between CPM functional components.

	User Preferences Profile
	See [OMA-CPM-RD].

	VAS
	See [OMA-DICT].

	VAS Application
	An external entity offering a VAS which uses the functionalities of the CPM framework as part of its service logic.


Change 2:  5.3.1.3.2
CPM Participating Function
5.3.1.3.2
CPM Participating Function
The CPM Participating Function is a user-specific function performed in the CPM User’s home network.

The CPM Conversation Server performing the Participating Function SHALL:

· Enforce policies when handling originating and terminating CPM Session requests and CPM Messages according to the CPM User preferences/service provider’s policies as follows:
· Validate the service subscription of the CPM User, if the subscription to a CPM-based Service is managed by the CPM service provider.

· Give precedence to service provider policies over CPM User preferences, when applicable
· Perform Content Screening based on user preferences and service provider policies.

· Provide support for Online and Offline Charging functions for CPM Sessions and CPM Messages via the Charging Enabler
· For CPM Session handling:

· Manage CPM Session initiation, modification and termination for originating or terminating CPM Users.

· Provide SIP session handling, such as SIP session origination, release, etc, on behalf of the involved CPM Client.

· Provide SDP negotiation support.

· Support for multiple SIP sessions handling in a single CPM Conversation.

· Support for multiple CPM Sessions handling for multiple simultaneous CPM Conversations.

· Support content adaptation.

· For CPM Message handling:

· Provide sending and receiving of CPM Messages for originating and terminating CPM Users.

· Provide support for delivery notifications and read reports.
· Involve the CPM Deferred Messaging Function for storage and delivery of CPM Messages to be deferred when the recipient is offline or not willing to receive them, based on the preferences of the CPM User.

· Support content adaptation.

· Re-direct an incoming CPM Message to an alternate address based on Media Types and/or content adaptation, Communication Capabilities, preferences of the CPM User and/or service provider’s policies.
· Interact with the Message and Media Storage Server to handle a request from a CPM Client to send a CPM Messages with referenced stored resources without prior download of the resource to the Device.

· Interact with the Message and Media Storage Server to handle a request from a CPM Client to forward the referenced stored CPM Messages or CPM Session Histories without prior download.
· For multiple Device handling:

· Support multiple Device handling based on Media characteristics, Communication Capabilities, CPM User preferences and/or service provider’s policies:

· Support delivery of CPM Session Invitations and CPM Session modification requests to more than one Device for a CPM User.

· Support delivery of CPM Messages to more than one Device for a CPM User.

· Support delivery of Media Streams to more than one Device for a CPM User. If there are multiple Media Streams, each Media Stream can be delivered to the same or different set of Devices.

· Support sending delivery notification and read report to more than one Device for a CPM User.

· Support notification of a deferred CPM Message to more than one Device, when notifications are enabled by the CPM User or service provider policies.

· Ensure that only one delivery notification or read report is sent to the originator of the CPM Message in case the CPM Message was delivered to multiple devices.
· Support the transfer of a CPM Session between Devices of a CPM User.

· Support the transfer of a subset of the Media Streams of a CPM Session to a different device of a CPM User.
· Support request from the CPM Client to access information related to the Devices of the CPM User e.g. to determine the list of CPM Sessions per registered Device.
· Provide information about ongoing CPM Sessions (e.g. the Media Stream Types of the used Media Streams) of the CPM Clients of the same CPM User
· Involve the Interworking Selection Function:

· for terminating CPM Session Invitations and terminating CPM Messages that are to be routed towards Non-CPM Communication Services based on the preferences of the recipient and service provider policies;

· for originating CPM Session Invitations and originating CPM Messages that are to be routed towards Non-CPM Communication Services based on service provider policies.

· Involve the CPM Conversation History Function for the storing of CPM Conversations to the Message and Media Storage Server based on either a CPM Client’s request or user preferences.
The CPM Conversation Server performing the Participating Function MAY:

· Support capabilities for lawful interception

· Act as Presence Source and Presence Watcher
· Perform checks for Malware presence in terminating CPM Session requests and CPM Messages.

Change 3:  5.3.1.1
CPM Client
5.3.1.1
CPM Client

The CPM Client resides in a Device. It is used to access network-based CPM functional components. The other functional components in the Device may communicate internally with the CPM Client; see section 5.3.2.

The CPM Client is involved in the following high level functions: 

· SIP/IP Core related communication

· User Plane communication

· Client side CPM service logic execution

· Communication internal to the Device with the supporting Enablers clients and the Message and Media Storage Client.

The CPM Client is responsible for generating and receiving SIP request and responses. The CPM Client SHALL be able to use related functions provided by the SIP/IP Core.

The CPM Client SHALL be able to perform the following registration-related functions:
· Registration of the CPM Client

· Retrieval of registration information
The CPM Client SHALL be able to perform the following client-side CPM service logic related functions:

· Generating, sending and receiving CPM Messages within and outside CPM Sessions

· Sending a CPM Message

· Indicating the sensitive nature of a CPM Message
· Indicating the priority level of a CPM Message
· Indicating one or more CPM Addresses to be used for reply
· Receiving a CPM Message
· Requesting to forward a CPM Message without downloading the CPM Message

· Requesting, generating and receiving delivery notifications and/or read reports

· Attaching Media Objects, CPM Messages, CPM Session Histories or CPM Threads to a CPM Message:

· from the local storage of the Device
· or by providing references to their locations on the Message and Media Storage Server (without requiring their download to the Device)
· Activating/de-activating storage of CPM Messages during a CPM Conversation
· Perform CPM Session handling related functions
· CPM Session initiation, joining and termination

· Negotiating the CPM Session characteristics (e.g. Media Stream Types and codecs of used Media Streams)
· Indicating the preferred Media Stream
· CPM Session modification
· Dynamically adding/modifying/removing Media Streams during a CPM Session
· Activating/de-activating storage (in the network) of a CPM Session for a CPM User

· CPM Session information request and reception

· Requesting information such as the Media Stream Types of the Media Streams currently being used in an ongoing CPM Session of the CPM User and receiving this information
· Perform CPM Group Session handling related functions

· Using CPM Pre-defined Group definition to initiate a CPM Group Session

· Initiating ad-hoc type of CPM Group Sessions

· Receiving invitations to CPM Group Sessions

· Requesting CPM Group Session information (e.g. Participant information), and receiving notifications of changes in the CPM Group Session information

· Setting and modifying own SIP session parameters

· Terminating own participation

· Setting and modifying the CPM Group Session parameters  

· Terminating the CPM Group Session

· Adding and removing Participants

· Providing the CPM User with the capability to negotiate a unique Pseudonym when requesting to join anonymously in a CPM Group Session

· Perform CPM Conversation handling related functions
· Start a CPM Conversation by sending a CPM Message or establishing a CPM Session.

The CPM Client MAY be able to perform the following client-side CPM service logic related functions:

· Usage of multiple Devices

· Activating, splitting, merging, and transferring CPM Sessions between Devices

· Allowing the CPM User to create/modify a Device name

· Provide the Device name during registration
· Accessing the list of the registered Devices (i.e. the list of names of his/her Devices)
· Perform checks for Malware presence in terminating CPM Session requests and CPM Messages
The CPM Client is responsible for the following functions related to internal communication within a Device:

· Communicating with co-located Presence Source, Presence Watcher, XDM Client , Message and Media Storage Client and CAB Client

· Communicating with co-located Device Management Client for getting CPM service provisioning and other Device configuration information

The CPM Client SHALL be responsible for the following User Plane communication related functions:

· Establishing and maintaining User Plane connections

· Generating and receiving User Plane requests and responses
· Handling User Plane floor control requests when applicable












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 9 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

