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1 Reason for Change

The current SD does not contain any material related to the operations that CPM supports with respect to VAS interactions.

This change requests proposes to add normative text describing these operations to the SD that are important to support the development of CPM applications.
R01 handles the comments received at the Cancun meeting (added changes 2 and 3 as a result) in the manner described below:
5.9 – the text should state how the ACF works in the in latter case. As CPM CLient?, PF?, CF?
[Response] Clarification added.
5.9.1 
– what is " source information of a VAS Application and VASP" - add identifications in 5.2.1
[Response] Added changes 2 and 3 to make proper definitions and identifiers for this. Added clarification in the bullet.
- what is meant by " Enable/disable access by VAS Application and/or VASP." – seems to be possible to state " Authorization of the entities requesting usage of exposed functionalities"
[Response] Correct; this is indeed already covered by the authorization bullet. Added bullet removed again.

- " The following CPM Components SHALL support an Application Control Function" – is this aligned with AD?
[Response] Yes, this is fully aligned with the architecture figure.

5.9.2
- " VAS Applications to execute CPM functionality" – VAS Application does not execute CPM functionality; "invokes" would be better
[Response] Agreed, execute replaced by invoke.

- ", using an easy-to-use web-services interface" – I do not think they are "easy-to-use"
[Response] Removed “easy-to-use”.

- "Query the status of a sent CPM Message" – is it necessary? May lead to having a lot of state in ACF – it should be enough to report back any received disposition report
[Response] Moved the above operation to an editor’s note for FFS.

- "Cancel a sent CPM Message" "Replace a sent CPM Message"  – we have no CPM operation for this
[Response] Moved the above 2 operations to an editor’s note for FFS.

- " The VAS Application can send the request at the User’s request, and also on behalf of a User." – what's the difference?
[Response] Rephrased the sentence.

- why do we need to distinguish "VASP" and "VAS Application"? How are they identified anyway? Add a statement in 5.2.1.
[Response] This is per the requirements. Definitions of identifiers added to section 3.2 and 5.1.2.

- " This CPM request is then handled by either the CPM Participating Function or the CPM Controlling Function." – please state how the ACF is behaving – CF/PF/CPM Client?
[Response] Clarifications added.

- " The Application Control Function SHALL authorize against the Application Policies associated with the target VAS Application." – what is the target VAS Application and how is it identified in the CPM Message?
[Response] Clarifications added.
- Are VAS Applications authenticated on a per-request level or on a per-session level?
[Response] On a per-request level. Clarifications added via a note.
R02 handles comments received via the mailing list:

- Comment NB1: By using CPM-CF the VAS acts as a Participating Function not just as a CPM client

[Response] True. I will update the text to reflect that.

- Comment NB2: Not clear if the component is part of the CPM functionlaity or part of the VAS functionality?

[Response] The Component mentioned here is a CPM Enabler functional component, i.e. the CPM Participating Function or the CPM Controlling Function. As this term is already part of the existing text of the SD, and is not changed by this CR I won’t do anything to clarify this; this would need to be done via a separate CR.

- Comment NB3: What is the source information?

[Response] I guess that is defined in the second part of the bullet: “via VAS Application Identifiers and VASP Identifiers”. It is the information that identifies what VAS Application originated a request. I’ll update the bullet to state: “Exposure of the VAS Application Identifiers and VASP Identifiers of a VAS Application and VASP initiating a request;”. That should make it more clear.
- Comment NB4: Does masquarading mean hiding or changing?

[Response] In my opinion this means replacing the real CPM User’s Identity with an anonymous one, in such a way that the VAS Application can still use the anonymous identity to communicate with the user without knowing what the real identity of the CPM User is. As this term is already part of the existing text of the SD, and is not changed by this CR I won’t do anything to clarify this; this would need to be done via a separate CR.

Comment NB5: Does this imply that a CPM client is aware of a VAS application and can invoke it??

[Response] The CPM Client may be aware of the VAS Application. For all of the operations proposed the VAS is identified via a CPM Address. All traffic sent towards that CPM Address will be recognized by the CPM Participating Function / CPM Controlling Function and then delivered to the VAS Application associated with the CPM Address, via the ACF. This is similar to for instance short numbers in the SMS world, whereby the SMSC recognizes the short number and submits messages destined towards a short number to the associated application, via SMPP. So, the CPM User / CPM Client in general may not be aware of the fact that they are communicating with a VAS Application.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA MWG-CPM is recommended to review the proposed changes and to agree with them.
6 Detailed Change Proposal

Change 1:  Add section on the individual operations supported by the VAS interface.
5.9 CPM-Enabled Value-Added Services Support

The CPM Enabler allows VAS Applications to trigger the functionalities exposed by the CPM Enabler in two different manners:

1. A VAS Application can use the CPM-PF1 and CPM-CF interfaces to access the functionalities of the CPM Enabler.

2. A VAS Application can use the CPM-VAS interface to access the functionalities of the CPM Enabler.

For the first case, the VAS Application acts in the same way as a CPM Client when accessing the CPM Enabler via the CPM-PF1 interface, as defined in section 5.2. The VAS Application acts in the same way as a CPM Participating Function when accessing the CPM Enabler via the CPM-CF interface, as defined in section 5.2.
In the second case the VAS Application interacts with the CPM environment via the Application Control Function via the CPM-VAS interface. The Application Control Function then acts in the same way as a CPM Client or as a CPM Participating Function as defined in section 5.2, depending on the operation being invoked. The second case is defined in more detail in section 5.9.2.
5.9.1 Application Control Function(s)

An Application Control Function SHALL support the following functionalities on behalf of the Component it serves:

· Exposure  of the services / functionalities provided by the component;

· Exposure of the VAS Application Identifiers and VASP Identifiers of a VAS Application and VASP initiating a request;

· Authentication of the VAS Applications requesting usage of exposed functionalities;

· Authorization of the VAS Applications requesting usage of exposed functionalities;

· Transmission of events towards the VAS Application, if applicable;

· Masquerade a CPM User’s identity from specially identified VAS Applications to preserve his/her anonymity, if applicable;

· Handling and relay of VAS Application requests to the Component it serves;
· 
The following CPM Components SHALL support an Application Control Function:

· The CPM Participating Function.

· The CPM Controlling Function.

The authorization supported by an Application Control Function SHALL take into account the Application Profile which limits per VAS Application or per Value Added Service Provider the functionalities an application may use amongst those exposed by a Component.

Editor’s note: it is FFS as to how the policy check, for example to the PEEM enabler, would be done.  It is for future study if GSSM can be used for policy checking

The Application Profile is a repository of policies which allows a CPM service provider, on a per Application and or Value Added Service Provider basis, to grant or deny access to a functionality exposed by a CPM Component through an Application Control Function. The specification of the Application Profile is out of scope of CPM.
5.9.2 VAS Application Interface Operations

The CPM-VAS interface allows authenticated VAS Applications to invoke CPM functionality, using an web-services interface.

The Application Control Function SHALL support the following operations via the CPM-VAS interface:

· Send a CPM Message (to one or multiple recipients)
· Receive a CPM Message

· 
· 
· 
· Receive a Disposition Notification
· Initiate a CPM 1-1 Session

· Modify a CPM 1-1 Session

· Receive a CPM 1-1 Session modification request

· Extend a CPM 1-1 Session to a CPM Group Session

· Receive an indication that a CPM 1-1 Session is being extended to a CPM Group Session

· Close a CPM 1-1 Session

· Receive CPM 1-1 Session close indication

· Initiate a CPM Group Session

· Modify a CPM Group Session

· Receive a CPM Group Session modification request

· Invite new Participants to a CPM Group Session

· Remove Participants from a CPM Group Session

· Leave a CPM Group Session

· Receive a CPM Group Session close indication

· Request information on a CPM Group Session

· Receive invitation to a CPM Session
Editor’s note: According to requirement CPM-VAS-002 we should support the following operations as well:

· Query the status of a sent CPM Message

· Cancel a sent CPM Message

· Replace a sent CPM Message

However, no counterparts of these operations are available in the CPM-PF1 and CPM-CF interfaces. It is FFS if and how these operations will be supported by CPM 1.0.
When initiating a request, a VAS Application sends a request corresponding to the requested operation to an Application Control Function. The VAS Application can send the request on its own behalf or on behalf of a specific User. Within the request a VAS Application Identifier and a VASP Identifier MUST be included.
The Application Control Function SHALL authenticate the VAS Application and/or VASP indicated in the received request. Upon authentication failure, the Application Control Function SHALL reject the request with an appropriate error code.

NOTE:
Authentication is performed for each request that is submitted by the VAS Application.

Upon authentication success, the Application Control Function SHALL authorize the request against the Application Profile applicable to the VAS Application issuing the request. Upon authorization failure, the Application Control Function SHALL reject the request with an appropriate error code.

Upon authorization success, the Application Control Function SHALL convert the request towards a CPM request and submit this CPM request to the local SIP/IP Core. If the CPM request is transmitted over the CPM-PF1 interface, then the Application Control Function SHALL act in the same manner as a CPM Client as defined in section 5.2. If the CPM request is transmitted over the CPM-CF interface, then the Application Control Function SHALL act as a CPM Participating Function as defined in section 5.2. This CPM request is then handled by either the CPM Participating Function or the CPM Controlling Function.

When a VAS Application is the terminating side of a CPM request, the CPM Participating Function or the CPM Controlling Function SHALL forward the CPM request towards the local Application Control Function. The Application Control Function SHALL authorize against the Application Policies associated with the VAS Application that is the terminating side of the CPM request. This VAS Application is identified via the target address of the CPM request. Upon authorization failure, the Application Control Function SHALL reject the CPM request.

Upon authorization success, the Application Control Function SHALL then convert the CPM request towards a proper CPM-VAS interface request and SHALL send that request to the appropriate VAS Application.
Change 2:  Add definitions

3.2 Definitions
	Value Added Service
	See [OMA-DICT].

	Value Added Service Provider
	See [OMA-DICT].

	VAS Application
	See [OMA-CPM-AD].

	VAS Application Identifier
	A unique identification of a VAS Application.

	VASP Identifier
	A unique identification of a VASP.


Change 3:  Add section on identifiers for VAS Applications

5.1.2.9 VASP
A VASP is uniquely identified by a VASP Identifier.

The VASP Identifier SHALL be in the format of a URN as specified in [RFC2141].
5.1.2.10 VAS Application
A VAS Application is identified by a VAS Application Identifier. This VAS Application Identifier MUST be unique within the scope of a single VASP, thus ensuring that each combination of a VASP Identifier and a VAS Application Identifier is globally unique.
The VAS Application Identifier SHALL be in the format of a URN as specified in [RFC2141].
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