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1 Reason for Change

This CR incorporates the outcome of an email thread between these authors and Zoltán Ördögh (Nokia) as follows:

[Zoltan]: In general, I am happy with the responses (referring to earlier Q&A on CR#151); I only note here the things that need to be followed up:
 -  do we have a record on the response in issue #6? I quote it here: “Response: In an earlier meeting it was decided that CPM Messages and CPM Session Histories that were stored would no longer be modified. Hence the (parts of) is not needed for them. For CPM Conversation Histories there are no separate objects, so the (parts of) is realized there by just removing an individual CPM Message or CPM Session History.”
[Gertjan]: This was discussed during the Brno interim meeting. I checked the minutes of that meeting, but it does not seem to have been captured.
[ZÖr] Unfortunately I did not participate the Brno meeting. I leave this to Hans or Adamu (I think they've been there).
Resolution: No changes in this CR due to this comment.
- Issue #7. I do not have a strong feeling about this, but for the sake of completeness I would list it anyway and leave the details for FFS, or, just put there part of your response (client performs a series of basic operations to maintain an up-to-date representation of the storage).
[Moh]: I added, but Gertjan was not in favor of it. I did not object. It was gone. I leave it to Gertjan to decide. Either way is okay with me.
[Gertjan] As I said before, I don't mind adding a section around this, but prefer to do that via another CR. I don't think we should introduce new editor's notes for this, so we would just add a new subsection to the CPM Message Storage section describing composed operations like synchronization, moving of objects, etc.
[ZÖr] Ok, let's leave it out for now and do it later.
Resolution: No changes in this CR due to this comment.
-  regarding issue #9 – was the storage model worked out? If yes, is it in line with the response? If not, should we put there “for FFS”?
[Moh]: No, model has not been worked out yet. We could add “The server storage model is FFS” 
[Gertjan] Actually, none of the proposed models actually do suggest having a separate object for a CPM Conversation History. So, I don't think we have to worry about this.
[ZÖr] Ok, then put there FFS for now or just leave it out as a whole (and add it later).
 Resolution: No changes in this CR due to the Message Storage model still being pending.
- Issue #10. My mistake, I am sorry about that.
[Moh]: No problem.
 Resolution: No changes in this CR due to this comment.
- Issue #15. The point I am trying to make is that authorization takes place when the owner of the mailbox grants access to somebody else by specifying an entry in the ACL. The server merely runs a check against the ACL – I am not sure you can call this authorization. How about “validate authorization and permit or deny the request”?
[Moh]: IMAP has both authorization and authentication as two separate things.  A single authentication at the beginning of the session may grant you authorization to access various resources like other mailboxes (folders), even those of other subscribers if you have been granted access. This is used for shared mailboxes and administrative “super user” type use cases.  This seems to be a linguistic exercise as to whether checking an ACL list is “authorization”. But, “validate authorization and permit” is okay too.
[Gertjan] OK. I think that "validate authorization and permit" is okay.
[ZÖr] I understand Moh's argument, but that's highly dependant on the implementation. Remember that ACLs may change while you are connected to the server, so the server you described might not be a good one (checking authorization rules only once, at the beginning of the session). Ok, let's go with "validate authorization and permit or deny" for now.
Resolution: See the changes made in this CR for this comment in the last paragraph of Section 5.6.1.
- Issue #18. You are saying is that any client can access the storage as long as it has the user’s credentials, right? I thought that the client authentication was necessary for the operators to block certain clients (lost devices) or enforce usage of their own client (branding). This makes our life a lot easier – but I think we should do some updates: 1) update the security consideration section and 2) 5.6.1.1 is no longer invalid (the requestor is no longer authenticated).
[Gertjan] We are using Principal in the security section to indicate that it would not be only users accessing the store, but also applications (e.g. VAS Applications and the CPM Participating Function). I don't think we need an update of that section.
We do not have a requirement on preventing certain clients from accessing the store. This would have to be handled differently anyway, by not allowing these devices to enter the network in the first place. Therefore authentication on the user-level is good enough.
[ZÖr] Ok, no change needed then.
 Resolution: No changes in this CR due to this comment.
- Issues #20, #21, #22, #24, #25, #27, #30, #32, #36, #38, #43, #47, #52 (+ it applies to the new sections). I don’t know. I do appreciate your effort, but it still does not sound right. Putting “SHALL attempt …” would not sound good, neither. I would rewrite the sentences to a format like this: “if this and that exists, the server SHALL do this and that, otherwise is SHALL return the appropriate error”. If you want to keep changes minimal, making the first SHALL a SHOULD might also do the trick, but I understand some people might be concerned then about the meaning of the SHOULD. Perhaps, we should solve error handling on the top level – but the problem with SHALL would still remain. You can always ask Mike for a good wording ;-)

[Moh]: This is a substantial editorial exercise, which can be done later. It’ll be done in a separate CR.
[ZÖr] Ok, let's do that.
Resolution: No changes in this CR due to this comment. All agreed editorial changes will be the subject of a separate CR.
- what do you suggest for #44?
[Moh]: We already suggested “identifier” for “address” .
[ZÖr] This was actually a question for Hans and Adamu. Since they did not comment on this, I am not sure how to proceed with this.
 Resolution: No changes in this CR due to this comment. The change to “Identifier” was already made in the original version, CR#151.
- Issue #46. I think I owe you a clarification. The current wording is “the metadata modifications” – meaning you can only modify metadata. Traditionally, there is a create/update/remove scenario for everything, but there is no such thing mentioned here. Thus: you cannot create it (assuming that the CPM server will create some metadata by default is fine as long as it is mandatory – otherwise we need a create metadata feature) and you cannot remove it (yes, you can make it blank, but you still cannot remove it). I think one should be able to remove metadata (and create it as well).
[Moh]: We can define update of metadata as removal of the metadata and creation of the metadata anew.
[ZÖr] That would make thing unescapably clear. If you want to do it in a separate contribution that's fine, just leave this part out from the current CR.
Resolution: A note was added to Section 5.6.1.13 to define the metadata update as covering addition, updating and removal of metadata.
- Issue #49. Well, I was expecting something else, namely replacing “a CPM Address of another CPM User” with “the address of the User”. Or, do we expect a mechanism that will verify that the address really belongs to a CPM User (and not just any User)?
[Gertjan]: No, we are not expecting such a mechanism. OK. We can generalize this further, although this is really about detailed semantics that are to be worked out in the TS anyway.
[ZÖr] Yes, generalizing is what we have to do (see your response on #18). 
Resolution: The term has been generalized throughout all ACL operations (use address instead of CPM Address and Principal instead of CPM User).
Regarding new text in the CR:
- In §2 under the bulleted list, we talk about session. It sounds like we are confusing the term “sessions” with that in IMAP. This is in RFC3501: “"Session" refers to the sequence of client/server interaction from the time that a mailbox is selected (SELECT or EXAMINE command) until the time that selection ends (SELECT or EXAMINE of another mailbox, CLOSE command, or connection termination).” I wonder if we should change our terminology – or clarify the difference somehow.
[Moh]: Could we fix this with another CR?
[Gertjan] Hmmm... The famous "session" overloading. Maybe we can use transport-level connection in this new paragraph?
[ZÖr] I would prefer sorting this out before it goes into the spec (meaning, clarify it in this CR).
Resolution: The term session has been replaced with transport-level connection throughout the sections. 
- The set/get/delete ACL operation (5.6.1.14-5.6.1.16) vs. get access rights operation (5.6.1.17) What is the need for this latter and why are the former user-specific? Perhaps I am missing some agreement in the WG – just let me know.
[Moh]: No, no prior agreement in the group. But, here the “access rights operation” is to have a set of Access Control Lists.
[Gertjan] These are all there to mimic the IMAP4 ACL extension. In IMAP4 the ACL's are user-specific and in order to get a full view of all the ACL's associated with an object you have to use the get access rights operation.
[ZÖr] Moh, Gertjan, I understand that. I am trying to point out that we have Set Access Control List, Get Access Control List, Delete Access Control List operations; why do we need a separate Get Access Rights operation?
Resolution: No changes in this CR due to this comment as these contributors believe that the “Get Access Rights” operation holds its own attributes for all three ACL operations. 
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the CPM group agree to the detailed description proposed in Section 6 below.

6 Detailed Change Proposal

Change 1:  Add section on the operations exposed by the Message Storage Server.
5.6 CPM Message Storage

5.6.1 Operations

The Message Storage Server SHALL support the following operations:

· authenticate;

· set active folder;

· object store;

· object  fetch;

· object copy;

· object remove;

· folder create;

· list folders;

· folder move;

· folder remove;

· search;

· metadata update;

· set access control list;
· get access control list;

· delete access control list;

· get access rights;

· generate reference;
· fetch by reference.
NOTE 1: In the above operations an object can either be a CPM Message or a CPM Session History and not to be confused with the media object attached to the Message.
NOTE 2: Folder move is also used for renaming a folder.
The Message Storage Server MAY support the following operations:

· preview fetch

Upon enabling notification by CPM User, the Message Storage Server SHALL provide notification of changes to the stored resources to the Message Storage Client. It includes all changes that occurred since the client’s last de-registration..

The communication between a requestor, such as the Message Storage Client, and the Message Storage Server is based on transport-level (i.e. TCP) connections. This means that the requestor needs to establish a transport-level connection with the Message Storage Server, and that all operations are requested within the scope of that transport-level connection. A requestor will have to authenticate before being able to make other requests within a transport-level connection.
Upon request from CPM User, the Message Storage Client SHALL send a request corresponding to the requested operation to the Message Storage Server.
Upon receiving a request, the Message Storage Server SHALL 

· check that the Message Storage Client has already successfully authenticated itself;

· validate authorization of the request and deny the request if the request is determined to not been authorized;

· handle the request as described in the subsections for the individual operations below, if the identifier of the message or session history, or the name of the folder is owned by this Message Storage Server.

Editor’s note: Accessing a Message Storage Server in another service provider’s domain is FFS.

5.6.1.1 Authenticate Operation

The authenticate operation allows a requestor, such as the Message Storage Client, to initiate the authentication process for a transport-level connection. Several authentication options are possible, including an option for the requestor to authenticate himself to the Message Storage Server, and an option that allows for mutual authentication between the requestor and the Message Storage Server. The authentication result is valid for the duration of the transport-level connection, i.e. a requestor is considered to be authenticated for all subsequent operations sent within the transport-level connection.
A requestor SHALL include in the authenticate request:

· a CPM User address; and,

· the type of authentication requested; and,
· authentication information.

Editor’s note: Authentication in multi-address environment is FFS.

Upon receiving an authenticate request, the Message Storage Server SHALL check the authentication information and SHALL respond with the outcome of the authentication check. If requested by the requestor, the Message Storage Server SHALL include its own authentication information in the response. If the outcome of the authentication check was successful, then the Message Storage Server SHALL consider the requestor to be authenticated for the remainder of the transport-level connection.
Upon receiving an authenticate response including authentication information of the Message Storage Server, a requestor SHALL check the authentication information. If the authentication information is determined to not be valid, the requestor SHALL stop the current transport-level connection, otherwise it SHALL continue with the transport-level connection.

5.6.1.2 Set Active Folder Operation

The set active folder operation allows a requestor, such as the Message Storage Client, to set one of the folders of the CPM User as the active one within the transport-level connection.

A requestor SHALL include the name of the folder that is to become active in the set active folder request.

Upon receiving a set active folder request, the Message Storage Server SHALL set the indicated folder as the active folder for the current transport-level connection. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.3 Object Store Operation

The object store operation allows a requestor, such as the Message Storage Client or the CPM Participating Function, to store a CPM Message or a CPM Session History in a particular folder of the CPM User on the Message Storage Server.

A requestor SHALL include the CPM Message / CPM Session History to be stored in the object store request and the name of the folder in which the CPM Message / CPM Session History is to be stored.
Upon receiving an object store request, the Message Storage Server SHALL store the CPM Message / CPM Session History in the indicated folder. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.4 Object Fetch Operation

The object fetch operation allows a requestor, such as the Message Storage Client, to retrieve a CPM Message or a CPM Session History, including the metadata associated with it, from the active folder on the Message Storage Server. The requestor can indicate which parts of the CPM Message or CPM Session History it wants to receive (e.g. only the metadata or only a particular attachment).

A requestor SHALL include the identifier of the CPM Message / CPM Session History to be fetched and an indication of the required information in the object fetch request.

Upon receiving an object fetch request, the Message Store Server SHALL retrieve the requested parts of the indicated CPM Message / CPM Session History. If successful, the Message Storage Server SHALL respond with an OK response carrying the requested parts of the CPM Message / CPM Session History corresponding with the identifier provided in the request, otherwise it SHALL respond with an appropriate error.
5.6.1.5 Object Copy Operation

The object copy operation allows a requestor, such as the Message Storage Client, to copy a CPM Message or a CPM Session History to a particular folder of the CPM User on the Message Storage Server.

A requestor SHALL include the identifier of the CPM Message / CPM Session History that needs to be copied in the object copy request and the name of the folder to which the CPM Message / CPM Session History is to be copied.

Upon receiving an object copy request, the Message Storage Server SHALL copy the identified CPM Message / CPM Session History to the identified folder. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.6 Object Remove Operation

The object remove operation allows a requestor, such as the Message Storage Client, to remove a CPM Message or a CPM Session History from the active folder on the Message Storage Server.

A requestor SHALL include the identifier of the CPM Message / CPM Session History to be removed from the active folder in the object remove request.

Upon receiving an object remove request, the Message Store Server SHALL remove the identified CPM Message / CPM Session History object from the active folder. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.7 Preview Fetch Operation

The preview fetch operation allows a requestor, such as the Message Storage Client, to retrieve preview of a CPM Message or a CPM Session History from the active folder on the Message Storage Server.

A requestor SHALL include in the preview fetch request:

· The identifier of the CPM Message / CPM Session History for which preview is being fetched.

· The identification of the parts of the CPM Message / CPM Session History for which a preview is being requested.

· The format and dimensions the preview should adhere to.

Upon receiving a preview fetch request, the Message Store Server SHALL generate the preview of the identified CPM Message / CPM Session History according to the supplied format and dimensions. If successful, the Message Storage Server SHALL respond with an OK response carrying the preview of the attachment, otherwise it SHALL respond with an appropriate error.

A “Preview Fetch” operation MAY involve a server-side content adaptation in response to the client request for the stored object in a compacted or digested form rather than in its original full size and shape.
5.6.1.8 Folder Create Operation

The folder create operation allows a requestor, such as the Message Storage Client, to create a folder on the Message Storage Server.

A requestor SHALL include the name of the folder to be created in the folder create request.

Upon receiving a folder create request, the Message Storage Server SHALL create the folder with the requested name. If successful the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.9 List Folders Operation

The list folders operation allows a requestor, such as the Message Storage Client, to list the folders of the CPM User on the Message Storage Server.

A requestor SHALL send a list folders request to get a list of the folders.

Upon receiving a list folders request, the Message Storage Server SHALL determine the names of all folders of the CPM User on the Message Storage Server. If successful, the Message Storage Server SHALL respond with an OK response carrying the names of all the folders, otherwise it SHALL respond with an appropriate error.

5.6.1.10 Folder Move Operation

The folder move operation allows a requestor, such as the Message Storage Client, to rename a folder of the CPM User on the Message Storage Server or move a folder of the CPM User to a new place in the folder hierarchy.

A requestor SHALL include the name of a folder to be renamed / moved and a new name for the folder in the folder move request.

Upon receiving a folder move request, the Message Storage Server SHALL move the indicated folder to its new location (as indicated by the new name). If successful, the Message Storage Server SHALL respond with OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.11 Folder Remove Operation

The folder remove operation allows a requestor, such as the Message Storage Client, to delete a folder of the CPM User on the Message Storage Server.

A requestor SHALL include the name of the folder to be removed in the folder remove request.

Upon receiving a folder remove request, the Message Storage Server SHALL remove the indicated folder, If successful, the Message Storage Server SHALL respond with OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.12 Search Operation

The search operation allows a requestor, such as the Message Storage Client, to search for CPM Messages and CPM Session Histories in the active folder, according to particular search criteria.

The Message Storage Client SHALL include the search criteria in the search request.

Upon receiving a search request, the Message Storage Server SHALL find in the active folder all CPM Messages / CPM Session Histories that match the search criteria. If successful, it SHALL respond with OK response carrying the identifiers of CPM Messages and CPM Session Histories stored in the active folder that satisfy the search condition, otherwise it SHALL respond with an appropriate error.

5.6.1.13 Metadata Update Operation

The metadata update operations allows a requestor, such as the Message Storage Client, to update the metadata associated with a particular CPM Message / CPM Session History in the active folder on the Message Storage Server.

NOTE: The metadata update operation allows addition, updating, and removal of metadata.
A requestor SHALL include an identifier of a CPM Message / CPM Session History and the metadata modifications in the metadata update request.

Upon receiving a metadata update request, the Message Storage Server SHALL update the metadata for the indicated CPM Message / CPM Session History. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.
5.6.1.14 Set Access Control List Operation

The set access control list operation allows a requestor, such as the Message Storage Client, to set the access control list associated with a Principal for a particular folder of the CPM User on the Message Storage Server.
A requestor SHALL include in the set access control list request:

· the name of a folder;

· an address of a Principal;

· the access rights to be associated with the indicated Principal.

Upon receiving an access control list management request, the Message Storage Server SHALL update the stored access control list for the indicated Principal in the indicated folder. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.
5.6.1.15 Get Access Control List Operation

The get access control list operation allows a requestor, such as the Message Storage Client, to get the access control list associated with a Principal for a particular folder of the CPM User on the Message Storage Server.

The Message Storage Client SHALL include a name of a folder and an address of a CPM User in the get access control list request.

Upon receiving a get access control list request, the Message Storage Server SHALL retrieve the stored access control list for the indicated Principal for the indicated folder. If successful, the Message Storage Server SHALL respond with an OK response containing the retrieve access control list, otherwise it SHALL respond with an appropriate error.

5.6.1.16 Delete Access Control List Operation

The delete access control list operation allows a requestor, such as the Message Storage Client, to delete the access control list associated with a Principal for a particular folder of the CPM User on the Message Storage Server.

The Message Storage Client SHALL include request a name of a folder and an address of a Principal in the delete access control list.

Upon receiving a delete access control list request, the Message Storage Server SHALL remove the stored access control list for the indicated Principal for the indicated folder. If successful, the Message Storage Server SHALL respond with an OK response, otherwise it SHALL respond with an appropriate error.

5.6.1.17 Get Access Rights Operation

The get access rights operation allows a requestor, such as the Message Storage Client, to get the set of access control lists that are set for a particular folder of the CPM User on the Message Storage Server.

The Message Storage Client SHALL include a name of a folder whose access rights are requested in the get access rights request.

Upon receiving a get access rights request, the Message Storage Server SHALL retrieve the stored access control lists for the indicated folder. If successful, the Message Storage Server SHALL respond with an OK response containing the list of access control lists associated with the indicated folder, otherwise it SHALL respond with an appropriate error.

5.6.1.18 Generate Reference Operation

The generate reference operation allows a requestor, such as the Message Storage Client, to obtain a reference towards (a part of) a CPM Message / CPM Session History.

The Message Storage Client SHALL include an identifier of a CPM Message / CPM Session History and optionally an indication of a part of the CPM Message / CPM Session History in the generate reference request.

Upon receiving a generate reference request, the Message Storage Server SHALL generate the reference for the identified (part of the) CPM Message / CPM Session History. If successful, the Message Storage Server SHALL respond with an OK response containing the generated reference, otherwise it SHALL respond with an appropriate error.
5.6.1.19 Fetch by Reference Operation

The fetch by reference operation allows a requestor, such as the CPM Participating Function, to obtain the data pointed to by a reference.

A requestor SHALL include a reference previously generated by the Message Storage Server in the fetch by reference request.

Upon receiving a fetch by reference request, the Message Store Server SHALL retrieve the (parts of a) CPM Message / CPM Session History that the reference points to. If successful, the Message Storage Server SHALL respond with an OK response carrying the retrieved data, otherwise it SHALL respond with an appropriate error.
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