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1 Reason for Change

2009/10/27  Ericsson commented in this colour

CPM Enabler v1.0 specifies CPM interworking with SMS and MMS. This CR is trying to solve security issues for technical specification on CPM Interworking with MMS and SMS. As for the CPM interworking with Email (submitted CR# 381 & 393), security related CRs will be provided in the future.
Before considering security issues for CPM interworking, an overview of the security mechanisms for SMS, MMS, and CPM1.0 is presented below.

SMS security: There is no confidentiality consideration for SMS [3GPP TS 23.040], [3GPP TS23.204]. SMS deployments may be secure when the SMS is transported over radio and secure core networks
.  
MMS security: In [3GPP TS 23.140], it's mentioned that MMS MAY support DRM-protection (OMA DRMv1.0) from Rel-6 onwards. It’s also mentioned that security considerations (authentication, authorization, confidentiality) are only considered for the interface MM7 with supporting for Value Added Services (VAS)… this is true, but DRM is as well supported on MM1. Confidentiality of the interface MM7 is an optional feature but not defined in current available releases… unclear what you mean by this sentence. Not that important as this is an explanation & not part of the CR text, but as you likely wrote the CR WRT the understanding that you expressed herein…   
. In a word, there is no detailed security protocols/parameters defined prior to MMS Rel-6… well, this is right & wrong at the same time. Note that end to end security & DRM protection are 2 different issues. Security is more an end to end issue (i.e., quoting your words of the paragraph below “protection of data integrity and confidentiality of the Media Plane”), while DRM protection is a way by which a specific “thing” can be content protected (to allow/prevent unauthorized distribution as example). But as our guiding principle is that the IWF should not attempt to micick a CPM end to end protection using legacy (e.g., DRM for MMS), then this becomes an academic debate.

CPM1.0 interworking security: For protection of data integrity and confidentiality of the Media Plane, the Interworking Function SHALL apply the same level of security measures (e.g., TLS/PSK-TLS or SRTP) as described in section 5.1.3.2 of [OMA-TS-CPM_System_Description] to the communication received/sent from/to non-CPM networks.
For CPM interworking security issues, generally the Interworking Function SHALL make the conversion of security protocols/parameters between CPM networks and Non-CPM networks. However, it is not easy to map CPM network security protocols/parameters into Non-CPM network security protocols/parameters, and vice versa as there is no detailed security protocols/parameters defined in MMS or SMS.
Based on the above observation, it can be concluded that:

· SMS: No confidentiality protection
· MMS: Two cases are considered:

· No confidentiality protection prior to Rel-6. 
· DRM-protection in Rel-6 onwards. 
Therefore, it’s suggested that we specify security considerations for CPM interworking with SMS and MMS for each of these identified cases separately including considerations for both inter-working directions, inbound and outbound. 
R01: to solve the following comments in CPM-SEC Singapore joint meeting
· CPM-SMS interworking security

· To inform CPM users that SMS network could not provide the same security level as CPM network, in this way CPM users will choose continuing or terminating the session. If continuing the session, how does CPM Interworking Function know the keys to make encryption/decryption?
Many security usability studies show that users can’t make correct decisions even if enough technical information is presented. This should better be handled not as part of that 1st version of CPM but later. At the very worst, be handled at deployment time via SLAs and security policies.
· 
CPM-MMS interworking security
· How does CPM Interworking Function know if MMS network support DRM or not for the message/content from CPM to MMS?
This as well should better be handled not as part of that 1st version of CPM but later. At the very worst, be handled at deployment time via SLAs and security policies.

R02: to highlight the changes in R01.
R03: Following Ericsson’s comments and general agreement in the CPM group, removed sub-sections 5.3.1.1 Outbound CPM-SMS Interworking security and 5.3.1.2 Inbound CPM-SMS Interworking Security. The same deletions were made for CPM-MMS interworking security considerations prior to MMS Release 6. … Well, the associated email further clarifies our Los Angeles comments.
R04: To address the comments received from Acision in the document OMA-MWG-CPM-2009-0699R01-INP_Acision_Comments_to_Bangalore_Contributions.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that ARC/SEC and MWG/CPM discuss and approve the proposed changes to be incorporated into the document CPM_TS_Interworking.
6 Detailed Change Proposal

Change 1:  Security for CPM_TS_Interworking

5.3 Interworking Security
Confidentiality and integrity for user plane media content should be taken into account for CPM interworking security if it is requested by the CPM User and subject to service provider policies. In this section, security for CPM interworking only with SMS and MMS will be addressed.
As neither SMS network nor MMS network provides confidentiality protection [3GPP TS 23.040][ 3GPP TS23.204] [3GPP TS 23.140], so IWF cannot provide end to end protection of the CPM messages when CPM interworking with SMS or MMS. Then:
· For the messages from CPM to SMS or to MMS, an incoming CPM message requiring end to end protection SHALL be rejected by SMS IWF or MMS IWF.
· For the messages from SMS or MMS to CPM, an incoming SMS does not have confidentiality protection, so the IWF SHALL NOT end to end protect the CPM message resulting of the interworking with SMS or MMS.


5.3.1.1 

5.3.1.1.1 


5.3.1.1.2 


5.3.1.2 

5.3.1.2.1 



5.3.1.2.2 














�[Zhiyuan]: What you mentioned here is partly correct. Yes, radio and core network could provide limited security for SMS. But it is not enough for user data. That’s the reason why media plane data security has being studied in 3GPP SA3.


�[Zhiyuan]:Here I mean that for interface MM7 confidentiality is optional and only mentioned in the MMS spec without any further definition.


�[Zhiyuan]: Yes, I agree that DRM and e2e security are two different issues. 


I do not want to discuss e2e security here. Otherwise I will suggest reusing e2e security defined in 3GPP SA3. 


But MMS only after Rel-6 could support DRM1.0


�[Zhiyuan]: If CPM agreed that no interworking security is necessary for CPMv1.0, I will be ok.


�[Zhiyuan]: If CPM agreed that no interworking security is necessary for CPMv1.0, I will be ok.
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