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1 Reason for Change

This CR is to address the following comments raised during the CPM consistency review.
	ID
	Open Date
	Type
	Section
	Description
	Status

	C046
	2010.01.22
	T
	5.1.3.4
	Source: Gertjan van Wingerde

Form: doc #CONR-2010-0007

Comment: We should also have security options that do not depend on TLS, due to additional load induced by TLS. 

Proposed Change: Make TLS an optional element, dependent on service provider policy and user’s request.
	Status: OPEN

	C047
	2010.01.22
	T
	5.1.3.4
	Source: Gertjan van Wingerde

Form: doc #CONR-2010-0007

Comment: Access to a remote Message Storage Server has been removed from the CPM v1.0 scope. 

Proposed Change: Remove the 3rd and 4th bullets.
	Status: OPEN

	C049
	2010.01.22
	T
	5.1.3.4
	Source: Gertjan van Wingerde

Form: doc #CONR-2010-0007

Comment: We use the term access control list instead of White/Black list. 

Proposed Change: In the last bullet change “White/Black” into “access control”.
	Status: OPEN

	C050
	2010.01.22
	T
	5.1.3.4
	Source: Alcatel-Lucent

Form: INP doc
Comment: security between the Message Storage Server and the requesting Message Storage Server are not considered for CPMv1.0.

Proposed Change: 
5.1.3.4 Message Storage and 

Communication Security

On receiving the request of the access to the CPM Messages, CPM Session Histories, CPM Conversation Histories, Media Objects attached to them and folders stored in the Message Storage Server from a Message Storage Client, TLS/PSK-TLS will be performed according to [RFC2246], [RFC4279], [OMA-SEC_CF-AD], [3GPP TS33.210], [RFC3501] as following.

· the Message Storage Server authenticate the Message Storage Client by checking the Principal’s address/certificate or by using pre-shared key authentication mechanisms.

· the Message Storage Client authenticate the Message Storage Server by checking the Message Storage Server’s certificate or by using pre-shared key authentication mechanisms.

· the Message Storage Server authenticate a requesting Message Storage Server by checking the requesting Message Storage Server’s certificate if the request is from a remote CPM environment and if the authentication is required by the policy.
· the requesting Message Storage Server authenticate the Message Storage Server by checking the Message Storage Server’s certificate if the request is from a remote CPM environment and if the authentication is required by the policy.
· according to the White/Black list, the Message Storage Server check if the Principal has the right to access the resources stored in the Message Storage Server

If integrity and confidentiality of the message are requested by the Principal and subject to service provider policies, the messages are encrypted with integrity protection before transporting them between a Message Storage Client and a Message Storage Server, and also before transporting them between two Message Storage Servers.
A CR can be prepared if needed.
	Status: OPEN

	
	
	
	
	
	


This CR was discussed and agreed in ARC/SEC (please see ARC/SEC portal OMA-ARC-SEC-2010-0020-CR_CONR_CPM_TS_SD_C046_C047_C049_C050).
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that ARC/SEC and COM/CPM discuss and approve the proposed changes to be incorporated into the document OMA-TS-CPM_System_Description.
6 Detailed Change Proposal

Change 1:  To address comments C046, C047, C049 and C050.

5.1.3.4 Message Storage and Communication Security

On receiving the request of the access to the CPM Messages, CPM Session Histories, CPM Conversation Histories, Media Objects attached to them and folders stored in the Message Storage Server from a Message Storage Client, TLS/PSK-TLS will be performed according to [RFC2246], [RFC4279], [OMA-SEC_CF-AD], [3GPP TS33.210], [RFC3501] as following, subject to the service provider policy and the user’s request.

· the Message Storage Server authenticate the Message Storage Client by checking the Principal’s address/certificate or by using pre-shared key authentication mechanisms.

· the Message Storage Client authenticate the Message Storage Server by checking the Message Storage Server’s certificate or by using pre-shared key authentication mechanisms.

· 
· 
· according to the access control list, the Message Storage Server check if the Principal has the right to access the resources stored in the Message Storage Server

If integrity and confidentiality of the message are requested by the Principal and subject to service provider policies, the messages are encrypted with integrity protection before transporting them between a Message Storage Client and a Message Storage Server.












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20100101-I]

© 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20100101-I]

