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1 Reason for Change

The following CONRR comments against the Message Storage TS are still open:
	F039
	2010.01.22
	T
	5.1.1
	Source: Gertjan van Wingerde

Form: doc #CONR-2010-0007

Comment: Move the entire section to after the section on Authentication to get a more logical order.

Proposed Change: 
	Status: OPEN

	F040
	2010.01.22
	T
	5.1.1
	Source: Gertjan van Wingerde

Form: doc #CONR-2010-0007

Comment: Confine the section to a description of the concepts and a reference to the IMAP ACL RFC, instead of just telling what is in the RFC.

Proposed Change: 
	Status: OPEN

	F043
	2010.01.22
	T
	5.1.1.x
	Source: Gertjan van Wingerde

Form: doc #CONR-2010-0007

Comment: Move the detailed procedure descriptions to the proper places in chapter 6, instead of describing them here.

Proposed Change: 
	Status: OPEN


This change request handles these CONRR comments as indicated by the comments.

Note: The verbatim moving of text is shown in a different colour than the changing of existing text for ease of reviewing.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA COM-CPM is recommended to review the proposed changes and to agree with them.
6 Detailed Change Proposal

Change 1:  Move Access Control section and remove specific ACL operations sections.
5.1 Authorization and Authentication

The protocol IMAPv4 [RFC3501] is used to access the Message Storage Server. This section defines authentication and authorization mechanisms used for IMAPv4 implementation.
5.1.1 


5.1.1.1 


5.1.1.2 


5.1.1.3 


5.1.1.4 


5.1.2 Authentication

Two authentication mechanisms listed below are defined for IMAPv4 [RFC2595][ RFC3501].
a) SASL (Simple Authentication and Security Layer) [RFC2222] and 
b) Username/Password in plain texts.
As for above point b), the username/password is separately managed by the CPM service. The password may be pre-configured by the CPM system when the CPM user subscribes to the CPM service.

TLS/PSK-TLS (Transport Layer Security) [RFC2246][OMA-SEC-CF] is optional and complementary to simple authentication-only SASL mechanisms or deployed clear-text password login commands. In this way, IMAPv4 can be immune to eavesdropping and hijacking attacks. 

Referring to authentication mechanisms defined in [RFC2595] and [RFC3501], the procedure of mutual authentication between Message Storage Client and Message Storage Server can be described as below.
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Figure 1: authentication between Message Storage Client and Message Storage Server

As above Figure 1, the steps from 2) to 7) provide authentication between the Message Storage Client and the Message Storage Server, and also generate the encryption key to encrypt further IMAPv4 messages between the Message Storage Client and the Message Storage Server if the confidentiality protection of user data is subject to the CPM User’s request and service provider policies.

For the establishment of TLS/PSK-TLS channel between the Message Storage Client and the Message Storage Server, 

· For Message Storage Client installed in notebooks/PCs/laptops, the Message Storage Server authenticates the Message Storage Client by checking the Principal’s certificate, and the Message Storage Client authenticates the Message Storage Server by checking its certificate.

· For Message Storage Client installed in mobile terminal (such as mobile phone, PDA, etc.), the Message Storage Server authenticates the Message Storage Client by using pre-shared key authentication mechanisms, and the Message Storage Client authenticates the Message Storage Server by checking its certificate.

5.1.2 Authorization

The Message Storage Server uses standard IMAP4 [RFC3501] functionality to enforce access to the stored resources, extended with the possibility for CPM Users to define access control lists (ACL) for their own stored resources.
The ACL management operations and related standard rights are defined in IMAPv4 ACL extension [RFC4314].

In addition to that, the Message Storage Server also allows the use of the IMAP4 URLAUTH extension, as defined in [RFC4467] and [RFC5092]. This URLAUTH extension provides a means by which a Message Storage Client can use URLs carrying authorization to access limited data on the Message Storage Server.
Change 2:  Add ACL operations to Message Storage Client Section.
6.1.1 Access Control List Operations

6.1.1.1 Set Access Control List
When a Message Storage Client needs to set the access rights for another Principal on one of the folders of its associated CPM User, the Message Storage Client SHALL send to the Message Storage Server a SETACL request as defined in [RFC4314] with the folder name, the granted access rights and the identifier of the Principal to which access is given.
6.1.1.2 Get Access Control List

When a Message Storage Client needs to get the access control list on one of the folders of its associated CPM User, the Message Storage Client SHALL send to the Message Storage Server a GETACL request as defined in [RFC4314] with the folder name.

6.1.1.3 Delete Access Control List

When a Message Storage Client needs to delete the access rights for another Principal on one of the folders of its associated CPM User, the Message Storage Client SHALL send to the Message Storage Server a DELETEACL request as defined in [RFC4314] with the folder name and the identifier of the Principal to which access is given.

6.1.1.4 Access Rights Retrieval Operations

When a Message Storage Client needs to retrieve the access rights for another Principal on one of the folders of its associated CPM User, the Message Storage Client SHALL send to the Message Storage Server a LISTRIGHTS request as defined in [RFC4314] with a folder name and the identifier of the Principal whose access rights are to be retrieved.
Change 3:  Add ACL operations to Message Storage Server Section.
6.2.1 Access Control List Operations

6.2.1.1 Set Access Control List
Upon receiving a SETACL request, the Message Storage Server SHALL process the request and return a response according to the SETACL command as defined in [RFC4314].
6.2.1.2 Get Access Control List

Upon receiving a GETACL request, the Message Storage Server SHALL process the request and return a response according to the GETACL command as defined in [RFC4314].
6.2.1.3 Delete Access Control List

Upon receiving a DELETEACL request, the Message Storage Server SHALL process the request and return a response according to the DELETEACL command as defined in [RFC4314].
6.2.1.4 Access Rights Retrieval Operations

Upon receiving a LISTRIGHTS request the Message Storage Server SHALL process the request and return response according to the descriptions as defined in [RFC4314].
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