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1 Reason for Change

To resolve
	D102
	2010.01.22
	T
	6.3
	Source: Jerry Shih

Form: OMA-CONR-2010-003-CPM_V1_0_Comments_ATT

Comment: Server shall always support an optional client function

Proposed Change: 

Change the following text as marked:

The CPM Client MAY support the use of a display name.

The CPM Participating Function and CPM Controlling Functions SHALL support the use of a display name.


	Status: Closed by CR 2010-725

	D104
	2010.01.22
	T
	6.3
	Source: NSN

Form: OMA-CONR-2010-0017-CPM_V1_0_Comments_NSN_Nokia

Comment:  bullet 2 on “no anonymous request” and following text just give fragments of sentences. 

Proposed Change: re-write
	Status: Closed by CR 2010-725

	D105
	2010.01.24
	T
	6.3
	Source: Gertjan van Wingerde

Form: doc #CONR-2010-0007

Comment: Also define how the display name is used; not just how it is set / determined.

Proposed Change: Add a note or paragraph on how a CPM Client would handle a display name.
	Status: Closed by CR 2010-725

	D106
	2010.01.24
	T
	6.3
	Source: Gertjan van Wingerde

Form: doc #CONR-2010-0007

Comment: 2nd paragraph: Why would the CPM PF and CPM CF send a display name?

Proposed Change: For CPM PF and CPM CF state that they should support forwarding display names they receive in SIP requests.
	Status: Closed by CR 2010-725
PF/CF implement network-provided privacy as described in RFCs 3323 and 3325. In there it is described how a privacy service handles display names.

	D107
	2010.01.24
	T
	6.3
	Source: Gertjan van Wingerde

Form: doc #CONR-2010-0007

Comment: 3rd & 4th paragraph: Be more specific on what the “use of a display name” means.

Proposed Change: For CPM Client specify setting / receiving / displaying. For CPM PF and CPM CF state forwarding display names they receive in SIP requests.
	Status: Closed by CR 2010-725

	D110
	2010.01.24
	T
	6.3
	Source: Gertjan van Wingerde

Form: doc #CONR-2010-0007

Comment: For step 2, define in what order the two options should be evaluated.

Proposed Change: 
	Status: Closed by CR 2010-725

	D111
	2010.01.22
	Q
	6.1. / 6.3
	Source: NSN

Form: OMA-CONR-2010-0017-CPM_V1_0_Comments_NSN_Nokia

Comment:  the concepts of privacy, anonymity, pseudonym, chat alias, privacy and nick name are all mentioned/used without clear differentiation. See also sections 5.2.3.6 and 5.3.2.7 in the SD which might be affected.

Proposed Change: overall clarification and consistent vocabulary needed.
	Status: Closed by CR 2010-725


Notes: 
1. The CPM RD requests the possibility of anonymity only for group sessions (see requirement CPM-CONV-023). However, having the facility to set and evaluate the Privacy header according to RFCs 3323 and 3325 gives the machinery to have anonymity for 1-1 scenarios as well (and not only for sessions but also for messaging). So, why artificially restrict to group scenarios? Below Section 6.1 already hints at this (and other sections like 7.2.1 on Sending CPM Messages already implement this). This CR now expands the text to provide anonymity for all scenarios. If this is accepted, we might want to change the RD to broaden the definition of Pseudonym and to broaden CPM-CONV-023.
2. RFC 3323 defines privacy values other than “id”, e.g., “header”, “session”, “user”, “none” or “critical”. The group should decide if all these values should be supported or just “id”. The current text (and the text proposed in this CR) is not entirely clear about this. The bulk of the TS just uses “id”.
3. SD phrase “Upon receiving a CPM Session Invitation with an anonymity indication, the originating/terminating CPM Participating Function SHALL reject the CPM Session Invitation if service provider policies indicate that anonymity is not allowed” seems not implemented in TS. Does the TS need to cover everything mentioned in SD?
4. User negotiated pseudonym is not implemented in TS (but mentioned in SD). Propose to drop this feature from SD.
5. SCR entry CPM-CF-SMM-S-030-O needs to be changed from “Chat alias in a CPM Group Session” to “Pseudonyms in a CPM Group Session” if below changes are accepted.

The author volunteers to bring follow-on CRs for those issues where the group agrees to the author’s proposals.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss, revise if necessary, and agree
6 Detailed Change Proposal

Change 1:  Proposed changes to Sections 6.1 and 6.3
6.
Common Procedures at CPM Conversation Functions

6.1
Authenticated Originator’s CPM Address

The authenticated originator's CPM Address is the CPM Address of the originating CPM Client that has been authenticated by the SIP/IP core or the CPM Pre-defined Group address when the CPM Controlling Function sends a CPM Message, CPM Session Invitation or CPM File Transfer request to CPM Pre-defined Group members, or to the CPM Group Session Identity for this particular CPM Ad-hoc Group when the CPM Controlling Function invites users to a CPM Ad-hoc Group 

When the SIP/IP core corresponds to 3GPP/3GPP2 IMS, then the authenticated originator's CPM Address is contained in the P-Asserted-Identity header according to the rules and procedures of [3GPP TS 24.229] / [3GPP2 X.S0013.004] and as described in [RFC3325] and [draft-update-pai]. The CPM Client MAY insert a P-Preferred-Identity header, which contains the CPM Client’s preferred identity, for the SIP/IP core to be used inside the P-Asserted-Identity header.

If anonymity is required , the From header SHALL contain an anonymous URI according to [RFC3323] and optionally a Pseudonym or "Anonymous" as the display name, and the Privacy header field values SHALL be set according to [RFC3323] and [RFC3325]. 
Note: The term “anonymity” in this specification is referring to the term “privacy” used in [RFC3323].
If the CPM Participating Function cannot obtain an authenticated originator's CPM Address for an initial request, it SHALL reject the request with a SIP 403 "Forbidden" response. The CPM Participating Function SHOULD include a Warning header to explain the reason in a human readable textual form.

When the Referred-By header is set to the authenticated originator’s CPM Address, then both the SIP URI and TEL URI values in the P-Asserted-Identity header [RFC3325] SHALL be included in the Referred-By header as described in [draft-referred-by].
6.2
SIP/IP Core

The CPM Functional components SHALL interface to the underlying SIP/IP core in accordance with the rules and procedures for that SIP/IP core as described in [RFC3261].

When the SIP/IP core corresponds with 3GPP/3GPP2 IMS, these rules and procedures are described in [3GPP TS 24.229] / [3GPP2 X.S0013.004]. 
6.3 Display Name and Anonymity
Using a display name in a conversation serves different purposes. In case anonymity is requested, it provides the user with a Pseudonym, hiding the user’s real identity. In case anonymity is not requested, it is used to display a human readable name for the user. Finally, for a CPM Conversation in a CPM Pre-defined Group, each Participant may be given a group specific display name. This group specific display name is stored in the Group XDMS, as specified in [OMA-XDM-Group].

The CPM Participating Function, CPM Controlling Functions and CPM Client MAY send a display name in SIP requests and SIP responses.

The CPM Client MAY support the use of a display name. The CPM Client MAY support the user agent behavior described in [RFC3323] and [RFC3325].
The CPM Participating Function and CPM Controlling Functions SHALL support the use of a display name and the network-provided privacy described in [RFC3323] and [RFC3325].
The following text describes the procedures when the CPM Client, the CPM Participating Function and CPM Controlling Function support the use of a display name and privacy:

A CPM Client MAY provide the inviting CPM User’s Pseudonym (this is a user defined name) in the "display-name" part of the authenticated originator’s CPM Address, i.e., in the P-Preferred-Identity header or, e.g., when the P-Preferred-Identity header is not included, in the From header of the initial SIP INVITE request or SIP REFER request sent towards the CPM Participating Function.

NOTE 1:
A display name included in the P-Preferred-Identity header is moved to the P-Asserted-Identity header by the underlying SIP/IP core if validation of the CPM Address is successful as described in [RFC3325]. 
The terminating CPM Client MAY provide the invited CPM User’s display name in the "display-name" part of the To header of a SIP 200 “OK” response to an initial SIP INVITE request.
An originating or terminating CPM Client MAY request anonymity by adding tag “id” to the Privacy header as described in [RFC3323] and [RFC3325].
The CPM Participating Function SHALL act on tag “id” detected in a Privacy header as described in [RFC3323] and [RFC3325] to provide the CPM User with privacy when requested.
The CPM Controlling Function SHALL determine the display name to use, according to the following priority order: 

1. In case anonymity is requested, and the CPM Pre-defined Group definition as specified in [OMA-XDM-Group] allows anonymity, the display name as provided by the CPM Client shall be used if the display name is allowed by service provider’s policy. If no display name was defined by the CPM Client, or the display name is already in use in the session, the CPM Controlling Functions chooses a display name as defined in ‎9.4 “Chat Alias in an CPM Group Session”;
2. In case anonymity is not requested, t
3. he display name received in the “display-name” part of the authenticated originator’s CPM Address of initial SIP requests and, for display name of responding side, of SIP 200 “OK” responses to the initial SIP requests from Participants shall be used. If no authenticated originator CPM Address was provided, t
4. he display name received in the “display-name” part of the From header of initial SIP requests and, for display name of responding side,  in the “display-name” part of the To header of the SIP 200 “OK” responses to the initial SIP requests from Participants shall be used.
A CPM Client receiving a display name (either on the terminating or the originating side) SHALL display the display name to the user. 
Change 2:  Proposed Changes to Section 9.4
9.4
Pseudonyms in a CPM Group Session

The CPM Controlling Function maintains information about pseudonyms of all the Participants in a session. The purpose is to guarantee that pseudonyms are unique in a session.
When the CPM Controlling Function receives a SIP INVITE request and the CPM User requests anonymity by adding tag “id” to the Privacy header as defined in [RFC3325] or the CPM Controlling Function receives a SIP REFER request that is without a method parameter in the Refer-To header or when the method parameter is set to "INVITE" in the Refer-To header and the CPM User requests anonymity by adding tag “id” to the Privacy header as defined in [RFC3325], the CPM Controlling Function:

1. SHALL check whether privacy is allowed for the authenticated originator’s CPM Address. If not allowed, the CPM Controlling Function SHALL respond with a SIP 403 “Forbidden” response. The CPM Controlling Function SHOULD include a Warning header with the warning text set to “119 Anonymity not allowed”. Otherwise, provide privacy according to [RFC3323] and [RFC3325] and continue with the rest of the steps; 

NOTE: Allowing privacy for an authenticated originator’s CPM Address is defined using the <allow-anonymity> element of the rules of the CPM Pre-defined Group definition as specified in [OMA-XDM-Group]. 

Editor’s Note: group privacy issue is still open – is privacy allowed for an entire group or are some group participants allowed to be anonymous and others not? 

2. SHALL check the ‘From’ header field values against the entries in the CPM Controlling Function mapping for the session and 

a. If the ‘From’ header field values are unique, the CPM Controlling Function:

i. SHALL store the ‘From’ header field values for the joining User.  

b. If the ‘From’ header field is NOT unique, the CPM Controlling Function:

i. SHALL assign a modified/changed values of the ‘From’ header field to make it unique for the joining User.  

NOTE: When an CPM Controlling Function checks the ‘From’ header field e.g. <bob><sip: anonymous@anonymous.invalid>” and this field is not unique in the CPM Group Session, then the CPM Controlling Function could modify it to <bob-X><sip:anonymousX@anonymous.invalid>,  where X could be any value.  This is an example and the exact form of such a modified pseudonym is a matter of local server policy.

If the CPM user is subscribed to the conference event package, the CPM Controlling Function: 

1. SHALL insert in the  NOTIFY response of the conference event package subscription destined to the joining User, the modified value of the ‘From’ header field as the value of the "entity" attribute of the <user> element; 

2. SHALL include “yourown” attribute extension with the value “true” to the <user> element.
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