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1 Reason for Change

This CR proposes changes to the Message Storage Server in order to support the changes proposed in CR#2010-0762R01 by the following CPM CONRR Comment: 
	D454
	2010.01.22
	T
	8.3.1.2
	Source: Alcatel-Lucent

Form: OMA-CONR-2010-0016-CPM_V1_0_Comments_ALU

Comment: In Steps 1 and 2, it is assumed that in CPM1.0, the message store and participating function are provided by the same vendor and within the same trusted domain and remote access to different domains is out of the scope. Otherwise, it will be strange not to use the IMAP URLAUTH scheme [RFC 2017] for there are many important security implications to giving the participating function general “root” access to all messages in the message store to resolve message/external-body.

Proposed Change: There should be a note stating that these steps are carried out within the same trusted domain. This should be made clear in this section. Remote access is expected to be taken out of the CPM TS Message Storage document.

A CR will be prepared.
	Status: OPEN


In agreement with the comment, this condition under which the PF can access the resources of the Message Storage Server is added and detailed in Section 5 below, and its corresponding change is shown in Section 6.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

In Section 5.1.2 Authorization of the TS Message Storage Server TS document, it is stated that the Message Storage Server can allow access to its resources via the use of the IMAP4 URLAUTH extension (as defined in [RFC4467] and [RFC5092]), which is a means for a client to use URL to access limited data on the Message Storage Server. However, for accessing external objects, [RFC2017] defines a new access-type for message/external-body MIME parts for URLs that provide schemes to access external objects as well as a means by which remote data can be retrieved automatically.  Each URL string begins with a scheme specification, which in turn specifies how the remaining string is to be used in conjunction with some protocol to retrieve the data. However, URL schemes exist for protocol operations that have no corresponding MIME message/external-body access type. 

Registering an access type for URLs therefore provides message/external-body with access to the retrieval mechanisms of URLs that are not currently available as access types.  It also provides access to any future mechanisms for which URL schemes are developed.

This is added as a “NOTE” to the MSS Section 5.1.2, and the recommended changes are presented in Section 6 below.
6 Detailed Change Proposal

Change 1:  CPM TS Message Storage Server Section 5.1.2
5.1.2   Authorization

The Message Storage Server uses standard IMAP4 [RFC3501] functionality to enforce access to the stored resources, extended with the possibility for CPM Users to define access control lists (ACL) for their own stored resources.

The ACL management operations and related standard rights are defined in IMAPv4 ACL extension [RFC4314].

In addition to that, the Message Storage Server also allows the use of the IMAP4 URLAUTH extension, as defined in [RFC4467] and [RFC5092]. This URLAUTH extension provides a means by which a Message Storage Client can use URLs carrying authorization to access limited data on the Message Storage Server.
NOTE: When the Message Storage Server and the entity requesting access to stored resource are not within the same trusted domain, the access-type for message/external-body MIME parts for URLs scheme of [RFC 2017] SHALL be used to give the requesting entity the access to the stored resources. 
Change 2:  CPM TS Message Storage Server Section 2.1 Normative References

2.1
Normative References
	[OMA-SEC-CF]
	“Security Common Functions Requirements”, Open Mobile Alliance, OMA-RD-SEC_CF-V1.0, URL:http//www.openmobilealliance.org/

	[RFC2017]
	“Definition of the URL MIME External-Body Access-Type”, N. Freed, October 1996, URL: http://www.ietf.org/rfc/rfc2017.txt  

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt
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