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1 Reason for Change

This Change Request closes the following CONRR comment:

	E005
	2017.03.28
	T
	5.2.1.
	Source: Vodafone

Form: CONRR Input

Comment: We see an issue on the proposed authentication mechanism (section 5.2.1). 

When it comes to authentication mechanisms we certainly need to allow more flexibility as this is something very much dependent on the requirements and existing deployments of each Service Provider.

In our view on top of the proposed authentication mechanism we need to add digest and basic authentication as alternative mechanisms.

Proposed Change: update as follows:

Authentication 

If a CPM client or server requires access to resources on the Network Message Storage Server using RESTful APIs, the CPM client shall support the authentication mechanisms listed below:

1. The CPM client or server MAY use OpenId Connect in conjunction with OAuth 2.0 [RFC6749] to authenticate the client and end user in case of a client and the group in case of the server. The outcome of the authentication SHALL be an ID Token presented to the client, (the JWT) token as specified by [RFC 7519]. The ID Token SHALL contain a set of claims about the user, client or group that MUST be sufficient for the Network Message Storage Server to allow or deny access to a particular resource on the Network Message Storage Server. The CPM client or server SHALL present the ID Token on every request to the Network Message Store.

2. Digest or Direct authentication mechanisms managed by the CPM service.

The Digest or Direct authentication mechanism and the required credentials may be pre-configured by the CPM system when the CPM user subscribes to the CPM service
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2 Impact on Backward Compatibility

The principles for the negotiation of Participant Information Notifications via the Group State Object are to be included in the procedures. The applicability of the Participant Information Notifications via the Conference Information Object is negotiated via a=accept-types attribute in SDP.
3 Impact on Other Specifications

none identified
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and Approve CR.
6 Detailed Change Proposal

Change 1:  Update in sect 5.2.1
5. Common Procedures
5.1. Restful Resources

5.2. Authentication and Authorization 
5.2.1 Authentication 

If a CPM client or server requires access to resources on the Network Message Storage Server using RESTful APIs, the CPM client or server MAY use:

1)  OpenId Connect in conjunction with OAuth 2.0 [RFC6749] to authenticate the client and end user in case of a client and the group in case of the server.  The outcome of the authentication SHALL be an ID Token presented to the client, (the JWT) token as specified by [RFC 7519].  The ID Token SHALL contain a set of claims about the user, client or group that MUST be sufficient for the Network Message Storage Servere to allow or deny access to a particular resource on the Network Message Storage Server.  The CPM client or server SHALL present the ID Token on every request to the Network Message Store.
2) Digest or Direct authentication mechanisms managed by the CPM service. The Digest or Direct authentication mechanism and the required credentials MAY be pre-configured by the CPM system when the CPM user subscribes to the CPM service. 
Change 2:  End of Changes
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