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1. Scope
This document provides a technical specification of how the CPM Message Storage functionality of the CPM Enabler [OMA-CPM_TS_MessageStorage] may be accessed using the RESTful interface defined in [OMA-RESTapi_MessageStore]. The goal of this document is to present an alternative protocol binding of the CPM-MSG interface as defined in [OMA-CPM-AD] specifying procedures for Clients and Servers that communicate with the CPM Message Store.

As such, these technical specifications provide an alternative formal definition of the CPM-MSG interface that has been identified in [OMA-CPM-AD]. Also, these technical specifications formally define the expected behaviour of the Message Storage Client and Message Storage Server functional components that have been identified in [OMA-CPM-AD] when using the RESTful interface defined in [OMA-RESTapi_MessageStore].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	For the purpose of this TS, all definitions from the OMA Dictionary apply [OMADICT].
Client-side Notification URL

See [REST_NetAPI_NotificationChannel].
CPM Address 

See [OMA-CPM-RD]. 

CPM Chat Message 

See [OMA-CPM-RD]. 

CPM Conversation 

See [OMA-CPM-RD]. 

CPM Conversation History 

See [OMA-CPM-RD]. 

CPM Conversation Identity 

See [OMA-CPM-SD]. 

CPM File Transfer 

See [OMA-CPM-RD]. 

CPM File Transfer History 

See [OMA-CPM-RD]. 

CPM Message 

See [OMA-CPM-RD]. 

CPM Participating Function 

See [OMA-CPM-AD]. 

CPM Pre-defined Group 

See [OMA-CPM-RD]. 

CPM Session 

See [OMA-CPM-RD]. 

CPM Session History 

See [OMA-CPM-RD]. 

CPM Session Invitation 

See [OMA-CPM-RD]. 

CPM Standalone Message 

See [OMA-CPM-RD]. 

CPM User 

See [OMA-CPM-RD]. 

Media Object 

See [OMA-CPM-AD]. 

Message Storage Client 

See [OMA-CPM-AD]. 

Message Storage Server 

See [OMA-CPM-AD]. 

Participant 

See [OMADICT]. 

Principal 

See [OMADICT]. 

Long Polling

See [REST_NetAPI_NotificationChannel].

Notification Channel

See [REST_NetAPI_NotificationChannel]. 

Notification Server

See [REST_NetAPI_NotificationChannel].

Server-side Notification URL

See [REST_NetAPI_NotificationChannel].

	


3.3 Abbreviations
	OMA
	Open Mobile Alliance

	ACL 
	See [OMADICT]

	CPIM 
	Common Presence and Instant Messaging 

	CPM 
	See [OMADICT] 

	GSO 
	Group State Object 

	IMAP 
	See [OMADICT] 

	MIME 
	See [OMADICT] 

	OMA 
	See [OMADICT] 

	PSK 
	Pre Shared Key 

	REST

SASL 
	Representational state transfer

Simple Authentication and Security Layer 

	SIO 
	session info object 

	TLS 
	See [OMADICT] 

	UID 
	Unique (Message) Identifier 

	URL 
	See [OMADICT] 


4. Introduction
The CPM Message Storage functionality allows the storage of both legacy SMS/MMS messages as well as CPM Messages, CPM File Transfer Histories, CPM Session Histories, CPM Conversation Histories, and any potential Media objects either stand-alone or attached to CPM Messages and CPM Session Histories in a network-based storage on behalf of CPM Users, as described in [OMA-CPM_TS_MessageStorage]. 

The CPM Message Storage functionality authenticates and authorizes CPM Users to being able to retrieve, organize, set permissions, receive event notifications, synchronize with CPM Users device’s local message storage and manage (e.g., copy, remove, move etc.,) the storage objects that are stored on it. It also allows CPM Users to search the storage objects with key words. 

This Specification provides users with an alternative RESTful interface and redefines the procedures and methods described in [OMA-CPM_TS_MessageStorage] which is optimized around the IMAP protocol. There are many benefits for selecting REST over IMAP (as an interface), but these are not to be discussed here, instead this specification defines how the RESTful API standards concepts [OMA-RESTapi_MessageStore] are used for both Storage Server and Clients. 
4.1 CPM Message Store using RESTful API Version 1.0 

5. Common Procedures
5.1 Restful Resources
5.2 Authentication and Authorzation 
5.2.1 Authentication 
5.2.2 Authorization
5.3 Storage Folder and Object resources
5.3.1 Message Object

5.3.1.1 Request URL and Response Codes

5.3.1.2 Flags associated with a Message Object

5.3.2 File Transfer History Object
5.3.2.1 Application/X-CPM-File-Transfer Content Type Definition
5.3.2.2 Request URL and Response Codes

5.3.2.3 Flags associated with a File Transfer Object
5.3.3 Session Info Object

5.3.3.1 Application/X-CPM-Session Content Type Definition

5.3.4 Group State Object

5.3.5 File Transfer Media Object

5.3.6 Stand-alone Media Object

5.3.7 Session History Folder

5.3.8 User <root> Folder

5.4 Identification of Objects

5.5 Subscriptions and Notifications

5.6 Metadata Structure

6. Procedures at Message Storage Client

6.1 General Operations 

6.1.1 Authenticate Operation
6.2 Set Active Folder Operation

6.3 Message and History Operations
6.3.1 Object Store Operation
6.3.2 Object PUT Operation 

6.3.3 Object GET Operation

6.3.4 Object Move Operation

6.3.5 Object DELETE Operation

6.4 Folder Operations

6.4.1 Folder Create Operation

6.4.2 List Folder Operation

6.4.3 Folder Move Operation

6.4.4 Folder Remove Operation

6.4.5 Folder Search Operation

6.5 Reference Operations

6.5.1 Generate Reference Operation

6.5.2 Fetch by Reference Operation

6.6 Metadata Management Operations

6.6.1 Metadata Update Operation

6.6.2 Metadata Fetch Operation

6.7 Subscriptions and Notification Operations

6.8 Synchronization Operations

6.8.1 Managing local storage mirror (cache) at the client
6.8.1.1 Strict Synchronization
6.8.1.2 Simplified Synchronization
6.8.2 Root folder(s) discovery
7. Procedures at Message Storage Server

7.1 General Operations 
7.1.1 Server 2 Server Authenticate Operation 
7.1.2 Set Active Folder Operation 
7.2 Access Control List Operations 
7.2.1 Set Access Control List 
7.2.2 Get Access Control List
7.2.3 Delete Access Control List

7.2.4 Access Rights Retrieval Operations

7.3 Objects Operations

7.3.1 Object Store Operation

7.3.1.1 Handling Deferred CPM Message Objects

7.3.2 Bulk Creation of Objects

7.3.3 Object PUT Operation 

7.3.4 Object GET Operation

7.3.5 Object MOVE Operation

7.3.6 Object DELETE Operation

7.4 Metadata Management Operations

7.4.1 Metadata Update Operation

7.4.2 Metadata Fetch Operation

7.5 Folder Operations

7.5.1 Folder Create Operation

7.5.2 List Folder Operation

7.5.3 Folder Move Operation

7.5.4 Folder Remove Operation

7.5.5 Folder Search Operation

7.6 Reference Operations
7.6.1 Generate Reference Operation

7.6.2 Fetch by Reference Operation

7.7 Message and History Synchronization Operations

7.8 Notifications Operations
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