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1 Reason for Change

The OMA PoC AD has still 8 open ENs, which should be closed before the follow up review and consistence review.

•8.7.1  SIP signaling security

•Editor’s note: If the mutual authentication shall be applied is FFS.
Proposal:  Separate contribution is needed to cover this issue. 

•8.7.2   User plane security

•Editor’s note: Talk burst arbitration signalling protection is FFS. 

Proposal:  Separate contribution is needed to cover this issue.
•8.7.3   Group and List Management security 

•Editor’s note:  The mechanism for securing the Ut/GM-3 interface is currently under discussion in 3GPP and 3GPP2.

Proposal:  This issue can be left to PAG and the EN can be cleaned from OMA PoC AD.
•8.12     Codecs 

•Editor Note: This section may be updated when 3GPP and 3GPP2 provide specific guidance on codec usage.

Proposal:  This sounds more a Note than an Editor’s Note.  Change it to a Note (or remove whole the sentence).
•8.14.3  Charging Architecture

•Editor’s note: GLMS charging  is FFS. 
Proposal:  This issue can be left to PAG and the EN can be cleaned from OMA PoC AD.
•8.22.3  One-to-Many-to-One Topology

•Editor’s Note:  this (one-to-many-to-one) should be added to the signaling sections.

Proposal:  Togabi might make a contribution.
•9.5.2    Leaving the PoC Session in the case of the pre-established session

•Editor’s Note:  It shall be studied whether REFER/BYE or RTCP/BYE could be used as PoC session bye.

Proposal:  Separate contribution covering (612) this issue.
•9.9       Handling of Simultaneous Sessions
•9.9.1    General

•Editor’s Note:  Shall be studied if registration can be used for negotiating the simultaneous sessions support. 
Proposal:  Separate contribution covering this issue (when 621 & 622 are agreed).
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To make the editorial corrections according to the chapter below:

6 Detailed Change Proposal

8.7  Security

The security mechanism provides the protection to the PoC service environment. There are three aspects: SIP signalling security, user plane security and GLMS accessing security. 

8.7.1  SIP signaling security

The PoC client SHALL be authenticated prior to accessing the PoC service. The PoC server SHOULD rely on the security mechanisms provided by the underlaying SIP/IP Core, for securing the service environments e.g. authentication of the service usage. It is assumed that the access level security is provided by the SIP/IP Core to support the integrity and confidentiality protection of SIP signalling. The SIP/IP Core needs to ensure during registration that  the registered PoC Address is allocated and authorised to be used by that user in order to prevent spoofing attacks as identified in Error! Reference source not found..  When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, and the user equipment contains USIM/ISIM or UIM/R-UIM, the mutual authentication SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0]. For further SIP signalling, the integrity protection mechanism SHALL be used as been specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0].   


8.7.2 User plane security

The PoC service user plane communication between PoC client and PoC server, and between PoC servers is protected with existing mechanisms being defined for radio access (3GPP GPRS or 3GPP2 PDN) and with secured connections between the network domains. 

User plane confidentiality is not specified in OMA PoC Release 1.

8.7.3  Group and List Management security 

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the mechanism for securing Ut interface SHALL be applied to the GM-3 interface.  Otherwise the PoC system SHALL provide authenticated connection between the PoC client and the GLMS server by utilizing HTTP Digest mechanism as specified in [RFC2617] in combination with Transport Layer Security (TLS) [RFC2246]. 


8.12  Codecs 

For optimum media quality, end-to-end media coding is recommended for the PoC media whenever feasible .  In case a common media codec is not utilized (e.g. in inter system communication), the PoC Server or some other network element may perform the transcoding function.  The network entity which performs the transcoding must also alter the RTCP reports sent to it so that the outgoing RTCP report packets reflects the changes in the media stream imposed by the transcoding.  To minimize delay and voice quality reduction, it is recommended only one transcoding function occurs between the talker and any listener in the PoC session
For the applicable codecs for PoC over GSM, GERAN and UTRAN access networks see [3GPP TS 26.071], [3GPP TS 26.075], and [3GPP TS 26.235]. 
For the applicable codecs for PoC over CDMA access networks see [3GPP2 S.R0100].

Note: This section may be updated when 3GPP and 3GPP2 provide specific guidance on codec usage.
8.14.3  Charging Architecture

A simplified diagram showing the online and charging collection functions and the PoC related interfaces, is shown in  Figure 1. Charging information, relating to PoC usage, may also be gathered from other access network entities using existing interfaces.
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Figure 1.  Architecture for PoC specific charging.

The Charging Collection Function (CCF) is used for offline charging. It SHALL be possible for the PoC server to send offline accounting information about PoC-service events to the CCF using the C-5 interface. For 3GPP/3GPP2 IMS/MMD compliant core networks the C-5 interface SHALL conform  to  the Rf interface as specified in [3GPP TS 32.260]. Possible additional accounting information to cover PoC charging requirements shall be fulfilled by extending the C5 interface, if needed. 

SIP IP core entities, may also use the C-5 interface to send offline accounting information pertaining to individual PoC sessions.  The address of the CCF to be used for one side of the PoC session (either originating or terminating) is distributed in IMS/MMD based systems via SIP signaling, for IMS / MMD core networks this is as described in 3GPP TS 24.229. 

The Event Charging Function (ECF) within the Online Charging System is used for online charging PoC service-related events. It SHALL be possible for the PoC server to perform credit control interactions using the C-5 interface to the online charging system. For 3GPP/3GPP2 IMS/MMD compliant core networks the C-5 interface SHALL conform  to  the Ro interface as specified in [3GPP TS 32.260]. The address of the ECF to be used for one side of the PoC session (either originating or terminating) is distributed in IMS/MMD based systems via SIP signalling.
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