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1 Reason for Change

Addition of text to section 4.2 Security Considerations of PoC version 2.0 AD.
R01 is based on review from F2F:

· move section 8.7 Security section to 4.2 Security Considerations section. The original section 8.7 text is accepted and the track changes represent the changes made to the original text in 8.7.
R01 incorporates comments from R&A
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to include the proposed modifications to the PoC version 2.0 AD.
6 Detailed Change Proposal
Change 1:  4.2 Security Considerations (move section 8.7 here)

The security mechanism provides the protection to the PoC service environment. The following aspects of security are considered:  Control Plane security, User Plane security, XDM security, and interworking function security. 

4.2.1 SIP signalling security

The PoC Client SHALL be authenticated prior to accessing the PoC service. The PoC Server SHOULD rely on the security mechanisms provided by the underlying SIP/IP Core, for securing the service environments e.g. authentication of the service usage. It is assumed that the access level security is provided by the SIP/IP Core as defined in [RFC3261] to support the integrity and confidentiality protection of SIP signalling. The SIP/IP Core needs to ensure during registration that the registered PoC Address is allocated and authorised to be used by that PoC User in order to prevent spoofing attacks as identified in Appendix C. When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, and the User Equipment contains USIM/ISIM or UIM/R-UIM, the mutual authentication SHALL be applied as specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0]. For further SIP signalling, the integrity protection mechanism SHALL be used as been specified in [3GPP TS 33.203]/[3GPP2 S.R0086-0].

NOTE:  [RFC3261] mandates the support for HTTP digest authentication [RFC2617], if authentication is performed.

4.2.2 User Plane security

The PoC service User Plane communication between PoC Client and PoC Server, and between PoC Servers is protected with existing mechanisms being defined for radio access (3GPP GPRS or 3GPP2 PDN) and with secured connections between the network domains. 

User Plane confidentiality is not specified in OMA PoC.
4.2.3 XDM security
The XDM Client SHALL be authenticated prior to accessing XDMS as specified in [XDM AD], “Security”.
4.2.4 Interworking function security

The PoC network SHALL apply the same security measures to the signalling received from non-PoC networks as it would to the signalling received from PoC networks. Subclause 4.2.1 “Control Plane security”, 4.2.2 “User Plane security” and 4.2.3 “XDM security” apply.



Change 2:  8.7 Security (delete section)
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