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1. Scope

The PoC enabler specific data formats and XCAP application usages are described in this specification.

2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC3261]
	“SIP: Session Initiation Protocol”, J. Rosenberg, H. Schulzrinne, G. Camarillo, A. Johnston, J. Peterson, R. Sparks, M. Handley, E. Schooler, June 2002, URL:http://www.ietf.org/rfc/rfc3261.txt

	[RFC3966]
	“The tel URI for Telephone Numbers”, H. Schulzrinne, December 2004, URL:http://www.ietf.org/rfc/rfc3966.txt

	[XCAP]
	“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg, March 2006, http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-09.txt
Note: IETF Draft work in progress.

	[COMMONPOL]
	“A Document Format for Expressing Privacy Preferences”, H. Schulzrinne, J. Morris, H. Tschofenig, J. Cuellar, J. Polk, J. Rosenberg, Mar. 2006,
URL:http://www.ietf.org/internet-drafts/draft-ietf-geopriv-common-policy-08.txt 

Note: IETF Draft work in progress.

	[XDMSPEC]
	“XML Document Management (XDM) Specification”, Version 2.0, Open Mobile Alliance™, OMA-TS-XDM_CORE-V2_0, URL:http://www.openmobilealliance.org/

	[XCAP_List]
	“The Extensible Markup Language (XML) Formats for Representing Resource Lists”, J. Rosenberg, February 7 2005, URL: http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-list-usage-05.txt
Note: IETF Draft work in progress.

	
	

	[SHAREDGROUPXDM]
	“Shared Group XDM Specification”, Version 2.0, Open Mobile Alliance™, OMA-TS-XDM_Shared_Group-V2_0, URL:http://www.openmobilealliance.org/

	[SHAREDLISTXDM]
	“Shared List XDM Specification”, Version 2.0, Open Mobile Alliance™, OMA-TS-XDM_Shared_List-V2_0, URL:http://www.openmobilealliance.org/

	[XSD_LISTSERV]
	“PoC – List Service”, Candidate Version 2.0, Open Mobile Alliance(, OMA-SUP-XSD_poc_listService-V2_0, URL: http://www.openmobilealliance.org/

	[XSD_POCRULES]
	“PoC – PoC Rules”, Candidate Version 2.0, Open Mobile Alliance(, OMA-SUP-XSD_poc_pocRules-V2_0, URL: http://www.openmobilealliance.org/

	[XSD_POCUSAGE]
	“PoC – PoC usage”, Candidate Version 2.0, Open Mobile Alliance(, OMA-SUP-XSD_poc_pocusage-V2_0, URL: http://www.openmobilealliance.org/


2.2 Informative References

	[XDMAD]
	“XML Document Management Architecture”, Version 2.0. Open Mobile Alliance(. OMA-AD-XDM-V2_0

	[OMA-PoC-AD]
	“Push to talk over Cellular (PoC) - Architecture”, Version 2.0, Open Mobile Alliance™, OMA-AD-PoC-V2_0, URL:http://www.openmobilealliance.org/

	[OMA-PoC-CP]
	“OMA PoC Control Plane”, Version 2.0, Open Mobile Alliance™, OMA-TS-PoC_ControlPlane-V2_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Application Unique ID

(AUID)
	A unique identifier that differentiates XCAP resources accessed by one application from XCAP resources accessed by another application.  (Source: [XCAP])

	Chat PoC Group
	A Chat PoC Group is a persistent Group in which a PoC User individually joins to have a PoC Session with other joined PoC Users, i.e., the establishment of a PoC Session to a Chat PoC Group does not result in other members of the Chat PoC Group being invited.   (Source: [PoC-CP])

	Chat PoC Group Session
	A Chat PoC Group Session is a PoC Session established to a Chat PoC Group.  (Source: [PoC-CP])

	Controlling PoC Function
	The Controlling PoC Function is implemented in a PoC Server and provides centralized PoC Session handling, which includes RTP Media distribution, Talk Burst Control, policy enforcement for participation in Group Sessions, and the Participant information. (Source: [PoC-CP])

	Global Document
	A document placed under the XCAP Global Tree that applies to all users of that application usage.

	Global Tree
	A URL that represents the parent for all Global Documents for a particular application usage within a particular XCAP Root. (Source: [XCAP])

	Group Usage List
	A list of group names or service URIs that are known by the XDM Client

	Participant
	A Participant is a PoC User in a PoC Session.  (Source: [PoC-CP])

	PoC Address
	A PoC Address identifies a PoC User. The PoC Address can be used by one PoC User to request communication with other PoC Users.  (Source: [PoC-CP])

	PoC Group
	A PoC Group is a predefined set of PoC Users together with its attributes. A PoC Group is identified by a SIP URI. (Source: [PoC-CP])

	PoC Group Session
	A PoC Group Session is a Pre-arranged PoC Group, Ad-hoc PoC Group or Chat PoC Group Session.  (Source: [PoC-CP])

	PoC Group Identity
	SIP URI of the Pre-arranged PoC Group or Chat PoC Group. (Source: [PoC-CP]) 

	PoC Group Member
	A PoC User on the predefined list of those who are to be invited during initial PoC Session establishment (in the case of Pre-arranged PoC Group), or allowed to join the PoC Session (in the case of Restricted Chat PoC Group). (Source: [PoC-CP])

	PoC Server
	The PoC Server implements the 3GPP IMS and 3GPP2 MMD application level network functionality for the PoC service. A PoC Server may perform the role of the Controlling PoC Function or Participating PoC Function, or both at the same time.  (Source: [PoC-CP])

	Pre-arranged PoC Group
	A Pre-arranged PoC Group is a persistent PoC Session Identity that has an associated set of PoC members.  The establishment of a PoC Session to a Pre-arranged PoC Group results in all members being invited.  (Source: [PoC-CP])

	User
	A User is any entity that uses the described features through the User Equipment.

	XCAP Application Usage
	Detailed information on the interaction of an XCAP Client with an XCAP server. (Source: [XCAP])

	XCAP Client
	An HTTP client that understands how to follow the naming and validation constraints defined in this specification. (Source: [XCAP])

	XCAP Root
	A context that includes all of the documents across all application usages and users that are managed by a server. [Source: XCAP]

	XCAP Root URI
	An HTTP URI that represents the XCAP Root. Although a valid URI, the XCAP Root URI does not correspond to an actual resource. [Source: XCAP]

	XCAP Server
	An HTTP server that understands how to follow the naming and validation constraints defined in this specification. (Source: [XCAP])

	XCAP User Identifier (XUI)
	The XUI is a string, valid as a path element in an HTTP URI, that is associated with each user served by the XCAP server. [Source: XCAP]


3.3 Abbreviations

	AUID
	Application Unique ID

	HTTP
	Hypertext Transfer Protocol

	OMA
	Open Mobile Alliance

	PoC
	Push‑to‑Talk Over Cellular

	URI
	Uniform Resource Identifier

	XCAP
	XML Configuration Access Protocol

	XDM
	XML Document Management

	XDMC
	XDM Client

	XDMS
	XDM Server

	XML
	Extensible Markup Language

	XUI
	XCAP User Identifier


4. Introduction

This specification provides the data schema and application usages for PoC‑specific documents. PoC XDM Application Usages include that for PoC User Acess Policy.

5. PoC XDM Application Usages

5.1 PoC Group

5.2 NOTE:  Since PoC 2.0 the Group definitions are described in the [SHAREDGROUPXDM]. PoC Groups are still available for network elements that are compliant with earlier versions of PoC Enabler Release by using the AUID specified in the earlier version. 
5.3 PoC Group is described in  the [SHAREDGROUPXDM] "Group".   The use of the elements of PoC Groups is described in [OMA-PoC-CP]. 
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5.4 PoC User Access Policy

5.4.1 Structure

The PoC User Access Policy document SHALL conform to the structure of the “ruleset” document described in [COMMONPOL] and extended in sub-clause 5.2.3, with the extensions and constraints given in this sub‑clause.

The PoC User Access Policy document makes use of the following two elements defined for the <rules> element in [COMMONPOL]: 

· <conditions>

· <actions>

NOTE 1: This specification does not define any value for the <transformations> element defined as a child of the <rules> element in [COMMONPOL]. This means that, if present, the PoC Server ignores this element.

The <conditions> element supports the following elements

a) the <identity> element, as defined in [COMMONPOL], except the sub-elements that are prohibited in [XDMSPEC];
b) the <external-list> element, as defined in [XDMSPEC], sub-clause 6.6  “Common Extensions”;
c) the <other-identity> element, as defined in [XDMSPEC], sub-clause 6.6   “Common Extensions”;
NOTE 2: This specification does not define any value for those elements defined as a part of the <conditions> element in [COMMONPOL] (e.g., <sphere>, <validity>) but which are not explicitly identified in the list above. This means that, if present, the PoC Server ignores such elements.
d) the <anonymous-request> element, as defined in [XDMSPEC], sub-clause 6.6 “Common Extensions”.
The <actions> element supports the <allow-invite> element, as defined in sub-clause 5.2.3 “XML Schema” and 5.2.6 “Data Semantics”.

5.4.2 Application Unique ID

The AUID SHALL be “org.openmobilealliance.poc-rules”.

5.4.3 XML Schema

The PoC User Access Policy document SHALL conform to the XML schema described in [COMMONPOL] and extended in [XDMSPEC] “Subscriptions to changes in the XML documents”, with the extensions described in [XSD_POCRULES].

5.4.4 Default Namespace

The default namespace used in expanding URIs SHALL be “urn:ietf:params:xml:ns:common-policy” defined in [COMMONPOL].
5.4.5 MIME Type

The MIME type for PoC User Access Policy documents SHALL be “application/auth-policy+xml” defined in [COMMONPOL].

5.4.6 Validation constraints

The PoC User Access Policy document SHALL conform to the XML Schema described in [COMMONPOL] and extended in subclause 5.2.3 “XML Schema”, with the additional validation constraints described in this sub-clause.

The “id” attribute of the <one> child element of <identity>, if present, SHALL contain a SIP URI or a TEL URI. 

For a given <ruleset>, the same value of an <one> element SHALL NOT occur in two “rules” which have different values for <allow-invite>. If this constraint is violated, the PoC XDMS SHALL return an HTTP “409 Conflict” including the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Same user in contradictory rules”.

For a given <ruleset>, the same value of an <external-list> element SHALL NOT occur in two “rules” which have different values for <allow-invite>. If this constraint is violated, the PoC XDMS SHALL return an HTTP “409 Conflict” including the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Same users in contradictory rules”.

NOTE: These validation constraints ensure that the User is alerted to a contradictory choice, and also ensures that the PoC Server has an unambiguous way of evaluating the rules.

Any AUID value other than “resource-lists” in the Document URL contained in an <external-list> element SHALL be a validation error. If so, the <external-list> insertion SHALL fail with an HTTP “409 Conflict” response which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Wrong type of shared list”.

If the XUI value of the Document URL proposed in an <external-list> element does not match the XUI of the PoC User Access Document URI, this SHALL be a validation error. If so, the <external-list> element insertion SHALL fail with an HTTP “409 Conflict” response, which includes the XCAP error element <constraint-failure>. If included, the “phrase” attribute SHOULD be set to “Access denied to shared list”.

5.4.7 Data Semantics

The PoC User Access Policy document SHALL conform to the semantics for the “conditions” and “actions” described in [COMMONPOL] and extended in [XDMSPEC] “Subscriptions to changes in the XML documents”, together with the clarifications required for the PoC service as given in this subclause.

When evaluating a “rule” against an identity, the value of the “entity” attribute of the  <one> element, if present, is compared against that identity to see if the “rule” is applicable.

The PoC User Access Policy document can contain references to URI Lists stored in Shared List XDMS (as defined in [SHAREDLISTXDM]).

The <allow-invite> element defines the action the PoC Server is to take when processing a PoC session invitation for a particular user. This element has one of the following three values, whose use is described in [OMA-PoC-CP “PoC Session invitation request”. The value is of an enumerated integer type:

 “pass”
instructing the PoC Server to process the PoC Session invitation using manual answer procedure (i.e. leave it for PoC User to decide the acceptance). This is the lowest value for this action, and also the value used when no match happens, according to [COMMONPOL]. This value is assigned the numeric value of 0.
“reject”
instructing the PoC Server to reject the invitation. This value is assigned the numeric value of 1.

“accept”
instructing the PoC Server to accept the invitation according to the User's Answer Mode setting. This value is assigned the numeric value of 2.

5.4.8 Naming conventions

The name of the PoC User Access Policy document SHALL be “pocrules”.

5.4.9 Global Documents

This application usage defines no Global Documents.

5.4.10 Resource interdependencies

This application usage defines no additional resource interdependencies.

5.4.11 Authorization policies

The authorization policies SHALL be defined according to [XDMSPEC].

6. PoC Extensions to Shared XDM Application Usages

6.1 Group Usage List

6.1.1 Structure

A PoC-specific URI usage shall be used in a Group Usage List stored in the Shared List XDMS.  

The PoC URI usage, <pocusage>, is defined for the <uriusage> element in [SHAREDLISTXDM].  The <pocusage> element has two values:

· chat 

· prearranged.

If present in any <uriusage> element, the <pocusage> element indicates the type of the group URI.

6.1.2 XML Schema

The <pocusage> element SHALL conform to the XML schema described in [XSD_POCUSAGE].
Appendix A. Static Conformance Requirements
(Normative)

The SCR’s defined in the following tables include SCR for:

· PoC XDM Application Usages

Each SCR table identifies a list of supported features as:

Item: Identifier for a feature. 

Function: Short description of the feature. 

Reference: Section(s) of this specification with more details on the feature. 

Status: Whether support for the feature is mandatory or optional. MUST use “M” for mandatory support and “O” for optional support in this column. 

Requirement: This column identifies other features required by this feature. If no other features are required, this column is left empty. 

This section describes the dependency grammar notation to be used in the Requirement column of the SCR and CCR tables using ABNF [RFC2234]. 

TerminalExpression = ScrReference / NOT TerminalExpression / TerminalExpression LogicalOperator TerminalExpression / “(“ TerminalExpression “)” 

ScrReference = ScrItem / ScrGroup 

ScrItem = SpecScrName “–“ GroupType “–“ DeviceType “–“ NumericId / SpecScrName “–“ DeviceType “–“ NumericId 

ScrGroup = SpecScrName “:” FeatureType / SpecScrName “– “ GroupType “–“ DeviceType “–” FeatureType 

SpecScrName = 1*Character; 

GroupType = 1*Character; 

DeviceType = “C” / “S”; C – client, S – server 

NumericId = Number Number Number 

LogicalOperator = “AND” / “OR”; AND has higher precedence than OR and OR is inclusive 

FeatureType = “MCF” / “OCF” / “MSF” / “OSF”; See Section A.1.6 

Character = %x41-5A ; A-Z 

Number = %x30-39 ; 0-9 

A.1 PoC XDM Application Usages of XDM Server
	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	
	

	PoC_XDM-AU-S-001
	Application Unique ID of PoC document
	
5.2.2 
	M
	

	
	
	


	
	

	PoC_XDM-AU-S-002
	MIME type of PoC User Access policy documents
	
5.2.5

	M
	

	
	
	
	
	

	PoC_XDM-AU-S-003
	Naming conventions for PoC User Access policy documents
	
5.2.8 
	M
	

	PoC_XDM-AU-S-004
	Authorization policies for manipulating PoC User Access policy documents
	
5.2.11
	M
	

	PoC_XDM-AU-S-005
	PoC User Access Policy document structure and elements supported
	5.2.1 
	M
	

	PoC_XDM-AU-S-006
	XML schema and validation constraints of PoC User Access Policy document
	5.2.3 

5.2.6 
	M
	

	PoC_XDM-AU-S-007
	Data semantics of PoC User Access Policy document
	5.2.7 
	M
	


A.2 PoC Application Usages of XDM Client

	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	
	

	PoC_XDM-CAU-C-001
	XDM Client handling of HTTP “409 Conflict” response from the PoC XDMS
	5.1.6
	M
	


Appendix B. Examples
(Informative)

B.1 Manipulating PoC Group Documents

NOTE:  Since PoC 2.0 the Group definitions are described in the [SHAREDGROUPXDM]. 
B.1.1 
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4) 
B.1.2 PoC Conference URI negotiation

B.1.3 NOTE:  Since PoC 2.0 the Conference URI negotiation is described in the [SHAREDGROUPXDM].
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8) 
B.2 Manipulating PoC User Access Policy

B.2.1 Obtaining PoC User Access Policy rules

Figure B.3 describes how XDM client obtains PoC User Access Policy rules.
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Figure B.3- XDM Client obtains PoC User Access Policy rules

The details of the flows are as follows:

1) The user “sip:ronald.underwood@example.com” wants to obtain the document describing his PoC User Access Policy rules. For this purpose the XDMC sends an HTTP GET request to the Aggregation Proxy.

GET http://xcap.example.com
/services/org.openmobilealliance.poc-rules/users/sip:ronald.underwood@example.com/pocrules HTTP/1.1

...

Content-Length: 0

where the filename “pocrules” is a standardized naming convention (see section 5.2.7).

2) Based on the AUID the Aggregation Proxy forwards the request to PoC XDMS.

3) After the PoC XDMS has performed the necessary authorisation checks on the request originator, the PoC XDMS sends an HTTP “200 OK” response including the requested document in the body.

HTTP/1.1 200 OK

Etag: "etu15"

...

Content-Type: application/auth-policy+xml

<?xml version="1.0" encoding="UTF-8"?>

<ruleset xmlns="urn:ietf:params:xml:ns:common-policy"
xmlns:poc="urn:oma:xml:poc:poc-rules"

 xmlns:ocp="urn:oma:xml:xdm:common-policy"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
  <rule id="f3g44r1">

    <conditions>

      <identity>

        <one id="tel:5678;phone-context=+43012349999" />

        <one id="sip:percy.underwood@example.com" />

      </identity>

    </conditions>

    <actions>

      <poc:allow-invite>accept</poc:allow-invite>

    </actions>
  </rule>


<rule id="ythk764">

    <conditions>

      <ocp:anonymous-request/>

    </conditions>

    <actions>




<poc:allow-invite>reject</poc:allow-invite>

    </actions>

</rule>

</ruleset>

4) The Aggregation Proxy routes the response to the XDM Client.
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