Doc# OMA-Template-InputContribution-20060101-I.doc[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-Template-InputContribution-20060101-I.doc
Input Contribution



Input Contribution

	Title:
	draft-hautakorpi-sipping-uri-list-handling-refused-00
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	PoC WG

	Submission Date:
	2006-06-07

	Source:
	Jan Holm, Ericsson AB
Jan.Holm@ericsson.com

	Attachments:
	n/a
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Summary of Contribution

The Multiple Group needs the possibility to return list of members in a Pre-arranged PoC Group. This list of users requires some IETF work. This contribution contains information about the ongoing work in IETF.
2 Detailed Proposal

The following IETF draft solves the issues that we need for Multiple PoC Groups:
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3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Just for information.
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Status of this Memo



   By submitting this Internet-Draft, each author represents that any

   applicable patent or other IPR claims of which he or she is aware

   have been or will be disclosed, and any of which he or she becomes

   aware will be disclosed, in accordance with Section 6 of BCP 79.



   Internet-Drafts are working documents of the Internet Engineering

   Task Force (IETF), its areas, and its working groups.  Note that

   other groups may also distribute working documents as Internet-

   Drafts.



   Internet-Drafts are draft documents valid for a maximum of six months

   and may be updated, replaced, or obsoleted by other documents at any

   time.  It is inappropriate to use Internet-Drafts as reference

   material or to cite them other than as "work in progress."



   The list of current Internet-Drafts can be accessed at

   http://www.ietf.org/ietf/1id-abstracts.txt.



   The list of Internet-Draft Shadow Directories can be accessed at

   http://www.ietf.org/shadow.html.



   This Internet-Draft will expire on December 1, 2006.



Copyright Notice



   Copyright (C) The Internet Society (2006).



Abstract



   This documents defines a new response code, namely 495 (URI-List

   Handling Refused), for the Session Initiation Protocol (SIP).  This

   new response code can used by URI-list servers that do not want to

   handle an incoming URI-list (e.g., due to local policy).  For

   example, a URI-list server may not want to handle a URI-list when an

   incoming SIP request carries a URI-list inside a URI-list.  The URI-

   list server may not want to handle that particular embedded URI-list.









Hautakorpi & Camarillo  Expires December 1, 2006                [Page 1]

�

Internet-Draft          URI-List Handling Refused               May 2006





Table of Contents



   1.  Introduction . . . . . . . . . . . . . . . . . . . . . . . . .  3

   2.  Terminology  . . . . . . . . . . . . . . . . . . . . . . . . .  3

   3.  Syntax of 495 URI-List Handling Refused  . . . . . . . . . . .  4

   4.  Example Scenario . . . . . . . . . . . . . . . . . . . . . . .  4

   5.  Security Considerations  . . . . . . . . . . . . . . . . . . .  7

   6.  IANA Considerations  . . . . . . . . . . . . . . . . . . . . .  7

   7.  References . . . . . . . . . . . . . . . . . . . . . . . . . .  8

     7.1.  Normative References . . . . . . . . . . . . . . . . . . .  8

     7.2.  Informative References . . . . . . . . . . . . . . . . . .  8

   Authors' Addresses . . . . . . . . . . . . . . . . . . . . . . . .  9

   Intellectual Property and Copyright Statements . . . . . . . . . . 10













































































Hautakorpi & Camarillo  Expires December 1, 2006                [Page 2]

�

Internet-Draft          URI-List Handling Refused               May 2006





1.  Introduction



   This document defines a new response code for Session Initiation

   Protocol (SIP) [2].  This new response code is 495 (URI-List Handling

   Refused) and can be used by the servers providing SIP Uniform

   Resource List (URI)-list services [3] that do not want to handle a

   incoming request.  For example, a URI-list server might not want to

   handle an incoming SIP request carrying a URI-list inside a URI-list.



   Responses using the 495 (URI-List Handling Refused) response code can

   carry a URI-List-Entry header field, which is also specified in this

   document.



           +---------+         SIP request           +----------+

           |         |------------------------------>|          |

           |         |   [URI-list in a URI-list]    | URI-list |

           |   UAC   |                               |  server  |

           |         | 495 URI-List Handling Refused |          |

           |         |<------------------------------|          |

           +---------+                               +----------+



   Figure 1: General overview



   Figure 1 illustrates the usage of the 495 (URI-List Handling Refused)

   response code.  When a URI-list server receives a SIP request (e.g.,

   INVITE), it can return a 495 (URI-List Handling Refused) response

   back to the UA, if it does not want to fan out the received request.

   The reason for not processing an incoming request might be, for

   example, due to local policies.  Proxies do not have to perform any

   special processing for 495 responses, they just forward them to the

   User Agent Client (UAC) as usual.  When an UAC receives a 495

   response, it knows that the URI-list server has not sent any outbound

   request.



   The 495 URI-List Handling Refused response code is useful in the Open

   Mobile Alliance's (OMA) Push to talk over Cellular (PoC) system [7].

   In a given PoC session, one of the PoC servers act as the controlling

   PoC server while the rest act as participating PoC servers.  The only

   server allowed to handle URI-lists for the session is the controlling

   PoC server.  PoC servers can use the 495 response code to inform the

   controlling PoC server that they cannot handle a particular URI-list.





2.  Terminology



   In this document, the key words "MUST", "MUST NOT", "REQUIRED",

   "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT

   RECOMMENDED", "MAY", and "OPTIONAL" are to be interpreted as
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   described in BCP 14, RFC 2119 [1] and indicate requirement levels for

   compliant implementations.





3.  Syntax of 495 URI-List Handling Refused



   Responses using the 495 (URI-List Handling Refused) response code

   SHOULD contain one or more URI-List-Entry entries.  The URI-List-

   Entry header field contains one or more URIs, which map to URI-lists.

   The URI-List-Entry header field has two purposes.  The first purpose

   is to inform the UAC which URIs are actually URI-lists that cannot be

   handled.  The second purpose is to optionally give information about

   the members of the associated URI-list.  The Augmented Backus-Naur

   Form (ABNF) [4] syntax of URI-List-Entry header field is the

   following:



      URI-List-Entry      = "URI-List-Entry" HCOLON uri-list-entry-parm

                            *(COMMA uri-list-entry-parm)

      uri-list-entry-parm = ( name-addr / addr-spec ) [ SEMI "members"

                            EQUAL "<" cid-url ">" ]

                            [ *( SEMI generic-param ) ]



   The HCOLON, SEMI, EQUAL, and generic-param are defined in [2].  The

   cid-url is defined in [5].



   The 495 (URI-List Handling Refused) response MAY contain body parts

   which have URI-lists.  Those body parts are referenced from the URI-

   List-Entry entries through their Content-IDs [5].  If there is a

   Content-ID defined in the URI-List-Entry, then one of the body parts

   MUST have an equivalent Content-ID.  The syntax of a URI-list is

   service specific.  This kind of message structure enables UACs to

   determine which SIP URI relates to which URI-list, if the URI-list

   server is willing to disclose that information.





4.  Example Scenario



   In the following example scenario a UAC sends an INVITE request to a

   URI-list server.  The URI-list server refuses to process the INVITE

   request and replies with 495 (URI-List Handling Refused).
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                  Alice                         URI-list server

                    |                                 |

                    |             INVITE              |

                    |-------------------------------->|

                    |                                 |

                    |  495 URI-List Handling Refused  |

                    |<--------------------------------|

                    |                                 |



   Figure 2: Example flow chart



   Alice is trying to establish a conference with the INVITE request.

   The content of INVITE request shown in Figure 2 is the following (Via

   header fields are not shown for simplicity):



      INVITE sip:urilist-a@example.com SIP/2.0

      Max-Forwards: 70

      From: Alice <sip:alice@example.com>;tag=4fxaed73sl

      To: URI-list server A <sip:urilist-a@example.com>

      Call-ID: 7xTn9vxNit65XU7p4@example.com

      CSeq: 1 INVITE

      Contact: <sip:alice@machine1.example.com>

      Require: recipient-list-invite

      Content-Type: multipart/mixed;boundary="boundary1"

      Content-Length: 538



      --boundary1

      Content-Type: application/sdp



      (SDP not shown)



      --boundary1

      Content-Type: application/resource-lists+xml

      Content-Disposition: recipient-list



      <?xml version="1.0" encoding="UTF-8"?>

      <resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists">

        <list>

          <entry uri="sip:bob@example.com"/>

          <entry uri="sip:friends-list@example.com"/>

          <entry uri="sip:colleagues-list@example.com"/>

        </list>

      </resource-lists>

      --boundary1--





   The sip:friends-list@example.com and sip:colleagues-list@example.com

   in the above example SIP request are actually references to URI-lists
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   on the URI-list server.  In this example message the URI-lists are in

   XML resource list format [6].



   The content of 495 reply in Figure 2 is the following (Via header

   fields are not shown for simplicity):



      SIP/2.0 495 URI-List Handling Refused

      From: Alice <sip:alice@example.com>;tag=4fxaed73sl

      To: URI-list server A <sip:urilist-a@example.com>;tag=814254

      Call-ID: 7xTn9vxNit65XU7p4@example.com

      CSeq: 1 INVITE

      URI-List-Entry: sip:friends-list@example.com;

        members=<cid:an3bt8jf03@example.com>

      URI-List-Entry: sip:colleagues-list@example.com;

        members=<cid:bn35n8jf04@example.com>

      Conten-Type: multipart/mixed;boundary="boundary1"

      Content-Length: 745



      --boundary1

      Content-Type: application/resource-lists+xml

      Content-Disposition: uri-list

      Content-ID: <an3bt8jf03@example.com>



      <?xml version="1.0" encoding="UTF-8"?>

      <resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists">

        <list>

          <entry uri="sip:bill@example.com"/>

          <entry uri="sip:randy@example.net"/>

          <entry uri="sip:eddy@example.com"/>

        </list>

      </resource-lists>



      --boundary1

      Content-Type: application/resource-lists+xml

      Content-Disposition: uri-list

      Content-ID: <bn35n8jf04@example.com>



      <?xml version="1.0" encoding="UTF-8"?>

      <resource-lists xmlns="urn:ietf:params:xml:ns:resource-lists">

        <list>

          <entry uri="sip:joe@example.org"/>

          <entry uri="sip:carol@example.net"/>

        </list>

      </resource-lists>

      --boundary1--



   From the above message an UAC can determine that

   friend-list@example.com and colleagues-list@example.com are
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   references to URI-lists, and their members are enumerated in the

   first and second body part respectively.





5.  Security Considerations



   Because 495 (URI-List Handling Refused) is just an additional

   response code to SIP [2], all the general security consideration of

   SIP also apply to it.  Implementors and administrators should also be

   aware of two special security consideration related to 495 (URI-List

   Handling Refused):

   495 response is eavesdropped: 495 response code may contain

      information about the members of a given URI-list (e.g.,

      'buddylist').  Eavesdroppers can acquire this information if the

      495 response is not encrypted.  Therefore it is RECOMMENDED that

      either hop-by-hop or end-to-end encryption is used.

   URI-lists disclosed to rogue entity: A rogue entity may be able to

      acquire information about the members of a given URI-list (e.g.,

      'buddylist'), if the URI-list server sends information about those

      URI-lists also to unauthorized users.  Therefore it is RECOMMENDED

      that URI-list server discloses the content of URI-list only to

      authorized UACs.





6.  IANA Considerations



   The IANA is requested to make three additions to the Session

   Initiation Protocol (SIP) Parameters registry.  The first addition is

   to add the following header field to the already existing Header

   Fields sub-registry



     Header Name        compact    Reference

     -----------------  -------    ---------

     URI-List-Entry                [RFCxxxx]



   The second addition is to add the following header field parameter to

   the already existing Header Field Parameters and Parameter Values

   sub-registry.



                                                  Predefined

   Header Field                  Parameter Name     Values     Reference

   ----------------------------  ---------------   ---------   ---------

   URI-List-Entry                members              No       [RFCxxxx]



   The third addition is to add the following response code to the

   already existing Methods and Response-Codes sub-registry.



     Request Failure 4xx
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       495 URI-List Handling Refused             [RFCxxxx]



   Note for the RFC Editor: The three occurrences of 'RFCxxxx' in the

   above should be a reference to the coming RFC number of this draft.
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