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1 Reason for Change

Justification
To fulfil the PoC 2.0 requirement (Section 6.1.15.4) for Lawful Interception, this contribution introduces text to the SD. 
Scope of change
This CR adds new subclauses with signalling flows in the clause 5.
Impacted subclauses

A new subclause 4.45 is added.

This provides a listing of PoC events and informational elements that are of interest to Law Enforcement for Lawful Interception.
Consequence if not accepted
 The Lawful Interception requirement is not satisfied and the PoC 2.0 technical documents won’t be complete in time for scheduled release date.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the proposed changes shall be included in the next version of the SD.
6 Detailed Change Proposal

Change 1:  (New text) 
4.45       Lawful Interception (LI)
The following sub-clauses describe the events and information elements that SHALL be delivered to Law Enforcement, subject to regional and national laws.  The PoC Service SHALL be able to provide the required information to Law Enforcement, if the available and underlying network (e.g., SIP/IP Core) cannot provide the required information.
When privacy or anonymity is invoked, the PoC Service SHALL be able to provide Law Enforcement with the available PoC Address information of all participants in a PoC Session.

4.45.1       Registration LI Events and Informational Elements
This sub-clause describes the PoC events that are of interest to Law Enforcement concerning registration, authentication, and authorization for an identified PoC User.  The PoC Service SHALL be able to provide to Law Enforcement the required information for the following Registration Events:
1. When the identified PoC User requests to register for PoC service and when the PoC Service responds to a registration request.
2. When the identified PoC User or the PoC Service, on behalf of the PoC User, makes a request to re-register for PoC Service and when the PoC Service responds to the re-registration request.

3. When the identified PoC User requests to deregister from PoC Service or the PoC Service deregisters the PoC User (e.g., based on registration timeout) and when the PoC Service responds to the deregister request.
4. When the PoC Service authenticates the identified PoC User’s identity and when the PoC Service authorizes the identified PoC User for PoC service, if this is separate from Registration.

5. When there is a change or an attempted change to the PoC Service or the identified PoC User’s address information due to mobility.

Informational elements for these events MAY include, but are not limited to the following:
1. Identities of the identified PoC User (e.g., PoC Addresses).

2. Location of the identified PoC User.
3. Event type (e.g., registration, deregistration).

4. Identity of the PoC Service of the identified PoC User.

5. Timestamp of the Event.

4.45.2       PoC Session LI Events and Informational Elements
This sub-clause describes the PoC events that are of interest to Law Enforcement concerning origination and termination attempts, establishment, control, and release of PoC Sessions, including Alerts, for an identified PoC User.  The PoC Service SHALL be able to provide to Law Enforcement the required information for the following Session Events:

1. When the identified PoC User attempts to initiate or receives an invitation to any type of PoC Session, to include an Alert.

2. When the identified PoC User answers an invitation to a PoC Session or if another PoC User answers an invitation from the identified PoC User. 
3. When the identified PoC User’s invitation is redirected to another service or PoC User (e.g., voice mail, PoC Box).
4. When any PoC Session in which the identified PoC User is involved is established.

5. When any PoC Session in which the identified PoC User is involved is completed or when an initiation is abandoned or unsuccessful.

6. When the PoC Service/Network performs an address resolution on behalf of the identified PoC User or receives the results of an address resolution for the identified PoC User.

7. When any Participant in a PoC Session involving the identified PoC User is removed from a session (e.g., is on “Hold” or “Drop”) and when the Participant rejoins.
8. When a new PoC User is added to a PoC Session involving the identified PoC User.

9. When the identified PoC User joins and/or leaves any Chat Group.

10. When the media characteristics (e.g., media format) of any PoC Session in which the identified PoC User is involved changes.

11. When there is a request for an addition or removal of a media stream for any PoC Session involving the identified PoC User.
12. When the identified PoC User sends a signals to control (e.g., invocation or use) a PoC Service features provided by the PoC Service that is not reportable via other means.

13. When the PoC Service/Network  sends a signal (e.g., tone, messages) to the identified PoC user that is not reportable via other means.

Informational elements for these events MAY include, but are not limited to the following:

1. Identities of the identified PoC User (e.g., PoC Addresses).

2. Location of the identified PoC User (at the beginning and end of PoC Sessions).

3. Event type (e.g., origination, termination, Alert).

4. Identities of other PoC Users and/or PoC Groups involved in the PoC Session.

5. PoC Session Identities

6. PoC Host Identity
7. Media type
8. Timestamp of the Event.
4.45.3       PoC Talk and Media Burst Control LI Events and Informational Elements

This sub-clause describes the PoC events that are of interest to Law Enforcement Floor Control events of any sessions involving the identified PoC.  The PoC Service SHALL be able to provide to Law Enforcement the required information for the following events:

1. When the identified PoC User requests to have the floor.
2. When the identified PoC User is granted permission to have the floor and/or that permission is revoked.

3. When there is a change in “ownership” of the floor.

4. If queuing is supported, when the identified PoC User is queued, when any pre-emption of the identified PoC User occurs, and when the identified PoC User cancels his/her queued request.
Informational elements for these events MAY include, but are not limited to the following:

1. Identities of the identified PoC User (e.g., PoC Address)
2. Identity of the “owner” of the floor.

3. Event type (e.g., Request, Revocation, Floor Owner, Queue Query)

4. PoC Session Identities.

5. Timestamp of the Event.

4.45.4       PoC Group/Contact List Management and Presence LI Events and Informational Elements
This sub-clause describes the PoC events that are of interest to Law Enforcement concerning the group and list management activities of an identified PoC User as well as Presence information received and sent to the identified PoC User.  The PoC Service SHALL be able to provide to Law Enforcement the required information for the following events:

1. When the identified PoC User attempts to update his/her own Contact List (e.g., add, delete, or modify an entry) and when the contact list is updated.
2. When the identified PoC User attempts to update a Group List (e.g., add, delete, or rename a Group, or add or delete a PoC User from a Group) and when the Group List is updated.
3. When the identified PoC User attempts to update his/her own access control lists (e.g., add, delete or modify an entry) and when the list(s) are updated.

4. When the identified PoC User attempts to update his/her own Presence Status and when the Presence Status is updated.

5. When the identified PoC User receives Presence Status updates for entries in his/her own Contact List.
Informational elements for these events MAY include, but are not limited to the following:

1. Identities of the identified PoC User (e.g., PoC Addresses).

2. Event type (e.g., List Modify, Add Entry, Presence Update).
3. Identities of the updated PoC User(s) or PoC Group(s).
4. Presence Status.

5. Timestamp of the Event.
4.45.5       PoC Content
When required, the PoC Service SHALL be able to provide to Law Enforcement the media burst (i.e., content) of the PoC sessions in which the identified PoC User is involved.
Informational elements for these events MAY include, but are not limited to the following:

1. Identities of the identified PoC User (e.g., PoC Addresses).
2. Media Type.

3. Timestamp of the Media Burst.
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