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1 Reason for Change

A detailed description is expected regarding Web server handling of PoC Group information obtained from the Shared Group XDMS.

· The description of Web server behaviour should be added to the Use case Normal Flow in Section 5.1.1

· The additional notes about the PoC Group handling should be added to Security section in Appendix C.2.2

2 Impact on Backward Compatibility

There is no impact on backward compatibility.
3 Impact on Other Specifications

There is no impact on other specifications.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to include the proposed modification to the PoC Invocation Descriptor TS.

6 Detailed Change Proposal
Change 1:  2.1 Normative References
2. References

2.1 Normative References
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3.2 Definitions, 3.3 Abbreviations
3.2  Definitions
	1-1 PoC Session
	A feature enabling a PoC User to establish a PoC Session with one other PoC User

	Ad-hoc PoC Group Session
	An Ad-hoc PoC Group Session is a PoC Session for multiple PoC Users that does not involve the use or definition of a Pre-arranged or Chat PoC Group

	Browser
	A piece of software in the device that accesses and displays files and other media data available on the Web server. When the HTTP is used for transport, the Browser is supposed to include the HTTP User Agent.

	Chat PoC Group
	A Chat PoC Group is a persistent PoC Group where the <invite-members> element is set to “false” as specified in the [OMA-POC-XDM] “PoC Group” and in which a PoC User individually joins to have a PoC Session with other joined PoC Users, i.e., the establishment of a PoC Session to a Chat PoC Group does not result in other members of the Chat PoC Group being invited.

	Conference-Factory-URI
	A provisioned SIP URI that identifies the PoC service in the Home PoC Network, typically used for setting up an Ad-hoc PoC Group or 1-1 PoC Session. The provisioning procedures of Conference-Factory-URI is specified in [OMA-PoC-CP] Appendix “”

	Content-Encoding
	HTTP header field indicates what additional content codings have been applied to the data, and thus what decoding mechanisms must be applied in order to obtain the Media type

	Content-Type
	HTTP header field specify the Media type of the underlying data 

	HTTP User Agent
	A piece of software in the device that processes the HTTP transport level protocol and manages the HTTP state. HTTP User Agent is often implemented as a part of the Browser.

	Media type
	A MIME media type [RFC2046]

	PoC Address
	A PoC Address identifies a PoC User. The PoC Address can be used by one PoC User to request communication with other PoC Users. 

	PoC Client
	A PoC Client is a PoC functional entity that resides on the PoC User Equipment that supports the PoC service.

	PoC Group
	A PoC Group is a predefined set of PoC Users together with its attributes. A PoC Group is identified by a SIP URI.

	PoC Server
	The PoC Server implements the 3GPP IMS and 3GPP2 MMD application level network functionality for the PoC service. A PoC Server may perform the role of the Controlling PoC Function or Participating PoC Function, or both at the same time.

	PoC Session
	A PoC Session is a SIP Session established by the procedures in [OMA-POC-CP]. The following types of PoC Sessions are supported:  1-1 PoC, Ad-hoc PoC Group, Pre-arranged PoC Group, or Chat PoC Group Session.

	PoC User
	A PoC User is a user of the PoC service.

	Pre-arranged PoC Group 
	A Pre-arranged PoC Group is a persistent PoC Group, where the <invite-members> element is set to “true” as specified in the [OMA-POC-XDM] “PoC Group”. The establishment of a PoC Session to a Pre-arranged PoC Group results in all members being invited.

	PoC Group Identity
	The PoC Group Identity is a SIP URI of the Pre-arranged PoC Group or Chat PoC Group

	Shared Group XDMS
	The Shared Group XDMS is an XCAP Server that manages XML documents (e.g. PoC Groups), which are common to several enablers

	SIP URI
	From RFC 3261: "A SIP or SIPS URI identifies a communications resource" and "follows the guidelines in [RFC 2396]". PoC uses SIP URIs to identify PoC Clients, PoC Servers, and PoC Sessions, resource lists that point to URI lists, etc.

	Status Report
	A message sent from the mobile device to a server to indicate the positive or negative outcome of a PoC Invocation. 

	User Equipment
	User Equipment is a hardware device that supports a Browser and PoC Client e.g., a wireless phone.

	XCAP User Identifier (XUI)
	The XUI is a string, valid as a path element in an HTTP URI, that is associated with each user served by the XCAP server. [Source: XCAP]


3.3 Abbreviations

	3GPP
	3rd Generation Partnership Project

	OMA
	Open Mobile Alliance

	HTTP
	Hypertext Transfer Protocol

	GAA
	General Authentication Architecture

	MIME
	Multipurpose Internet Mail Extensions

	PoC
	Push-to-Talk Over Cellular

	SIP
	Session Initiation Protocol

	SSL
	Secure Socket Layer

	TLS
	Transport Layer Security

	UE
	User Equipment

	URI
	Uniform Resource Identifier

	XDM
	XML Document Management

	XDMC
	XDM Client

	XDMS
	XDM Server

	XML
	Extensible Markup Language

	XUI
	XCAP User Identifier


Change 2:  5.1.1 Usage Examplet
5.1.1        Usage Example

Fig. 1 shows an example of a configuration where the browser is used to;

•Retrieve group information, 

•Present some information associated with the group (information on a ski resort in this example), 

•Allow the PoC User to select the member(s) to call, and

•Invoke the PoC Client to initiate a session.
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Fig.  1 an Example of browser invocation of the PoC Client
Assuming Alice, Bob, Carol, David and Edward are the PoC Users, the normal and alternative flows are as follows:

(1) Normal Flow

•Alice connects to the Web server using the browser in her UE.

•The Web server is provided by the PoC Service Provider.

•The Web server authenticates Alice and presents Alice’s home page on her browser.

•The home page presents a list of the groups which Alice is a member of, along with other information such as news, offers, etc.

•Alice selects one of her groups, Ski_Buddies, on her browser.
•The Web Server may access the Shared Group XDMS using Alice’s XUI[XCAP] and obtain her Ski Buddies PoC Group document using her access rights.
•The browser presents a list of members of Ski_Buddies as well as updates of certain ski resort. The updates contain such information as dates, time, current weather, forecast, wind, temperature, near real time pictures of the resort, etc.

•Since the conditions look perfect, using PoC, Alice decides to call Bob, Carol and David to discuss their trip to the ski resort tomorrow. Alice knows that Edward is not available due to his trip abroad and she does not attempt to call him.

•Alice selects Bob, Carol and David and clicks the “CALL” button on the browser.

•The PoC Client is automatically invoked by clicking the “CALL” button and the invitation is sent to Bob, Carol and David. The four talk in the Ad-hoc PoC Group Session and discuss their ski trip tomorrow.

Note: If Alice selects only one person, it becomes a 1-1 PoC Session.

(2) Alternative Flow 

•Instead of selecting each member whom Alice wants to talk to, Alice selects the “CALL ENTIRE GROUP” button on the browser. In this case, Alice knows that everyone should be available.

•PoC Client is automatically invoked by clicking the “CALL Entire Group” button and invitation is sent to everyone in the group. The participants talk in the Pre-Arranged PoC Group Session and discuss their ski trip tomorrow.
Change 3:  Appendix B B.2 Example
B.2 Pre-arranged PoC Group Session / Chat PoC Group Session Invocation

Figure B.2 describes how a Pre-arranged PoC Group Session or Chat PoC Group Session is invoked using the PoC Invocation Descriptor.
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Fig B. 2 Pre-arranged PoC Group Session / Chat PoC Group Session Invocation Signalling Flow.
The details of the flows are as follows:
1) Alice decides to access to her group list on the Web server. The Browser (HTTP UA) sends an HTTP GET request to the Web server. At this time, the Web server must authenticate the UE, (the details of authentication are omitted here.)

2) In response to the HTTP GET request, the Web server generates a Web page. (At this time the Web server may retrieve some resources relating to the Web page from external entities, however this is completely implementation specific.)
3) The Web server may attempt to access the Shared Group XDMS to retrieve information about Alice’s directory using her XUI to prepare a list of XML documents belonging to her. Then the Web server sends an HTTP GET request to the Aggregation Proxy according to [XDMSPEC].

GET http://xcap.example.com/services/org.openmobilealliance.xcap-directory/users/sip:alice@example.com/directory.xml/~~/xcap-directory/folder[@auid="org.openmobilealliance.poc-groups"] HTTP/1.1

HOST: xcap.example.com

...

Content-Length: 0
4) The Aggregation Proxy forwards the HTTP GET request to the Shared Group XDMS based on the AUID included in the request.
5) The Shared Group XDMS responds with an HTTP 200 OK response together with information from Alice’s directory.
HTTP/1.1 200 OK

...

Content-Type: application/xcap-el+xml

<folder auid="org.openmobilealliance.poc-groups">

  <entry uri="http://xcap.example.com/services/org.openmobilealliance.poc-groups/users/sip:alice@example.com/chatting.xml tag="qwe123" />

  <entry uri="http://xcap.example.com/services/org.openmobilealliance.poc-groups/users/sip:alice@example.com/sports.xml tag="asd456" />

  <entry uri="http://xcap.example.com/services/org.openmobilealliance.poc-groups/users/sip:alice@example.com/movies.xml tag="zxc789" />

</folder> 

6) The Aggregation Proxy routes the HTTP 200 OK response to the Web server.
7) The Web server generates a Web page according to Alice’s directory information in the HTTP 200 OK response received from the Aggregation Proxy. After generating the Web page, the Web server returns an HTTP 200 OK response together with the generated Web page to the Browser (HTTP UA). This Web page is rendered on the Browser and then Alice is able to make use of her group list.
8) Alice selects her group to initiate a Pre-arranged PoC Group Session or Chat PoC Group Session from her group list, and submits a PoC Session invocation. The Browser (HTTP UA) sends an HTTP request to the Web server to get a PoC Invocation Descriptor.
In this example, it is assumed that Alice now selects “chatting.xml” as the group to be invoked from her group list.
9) In response to the HTTP request, the Web server attempts to retrieve the XML document specified by Alice using her XUI. The Web server sends an HTTP GET request to the Aggregation Proxy according to [PoCXDM].
GET http://xcap.example.com/services/org.openmobilealliance.poc-groups/users/sip:alice@example.com/chatting.xml HTTP/1.1

...

Content-Length: 0

10) The Aggregation Proxy forwards the HTTP GET request to the Shared Group XDMS. 

11) The Shared Group XDMS responds with an HTTP 200 OK response together with the content of the XML document specified by Alice.
HTTP/1.1 200 OK

...

Content-Type: application/vnd.oma.poc.groups+xml

<?xml version="1.0" encoding="UTF-8"?>

<group xmlns="urn:oma:xml:poc:list-service"

  xmlns:rl="urn:ietf:params:xml:ns:resource-lists"

  xmlns:cr="urn:ietf:params:xml:ns:common-policy"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <list-service uri="sip:myconference@example.com">

    <display-name xml:lang="en">Chatting</display-name>

    <list>

      <entry uri="sip:bob@example.com" />

      <entry uri="sip:carol@example.com" />

      <entry uri="sip:dave@example.com" />

      <entry uri="sip:ellen@example.com" />

      <entry uri="sip:frank@example.com" />

    </list>

    <max-participant-count>10</max-participant-count>

    <cr:ruleset>

      <cr:rule id="a7c">

        <cr:conditions>

          <is-list-member />

        </cr:conditions>

        <cr:actions>

          <join-handling>true</join-handling>

          <allow-anonymity>true</allow-anonymity>

        </cr:actions>

      </cr:rule>

    </cr:ruleset>

  </list-service>

</group> 

12) The Aggregation Proxy routes the HTTP 200 OK response to the Web server.
13) Based on the HTTP 200 OK response from the Aggregation Proxy, the Web server must generate a PoC Invocation Descriptor according to section 6.4 and return an HTTP 200 OK response to the Browser (HTTP UA) together with the PoC Invocation Descriptor in its body.
In this example, the PoC Invocation Descriptor is for a Pre-arranged PoC Group Session or Chat PoC Group Session, because it contains a PoC Group Identity.
HTTP/1.1 200 OK

...

Content-Type: application/vnd.oma.poc.invocation-descriptor+xml

<?xml version="1.0" encoding="UTF-8" ?>

<group xmlns="urn:oma:xml:poc:session-invocation-descriptor"

  xmlns:rl="urn:ietf:params:xml:ns:resource-lists"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

  <list-service uri="sip:myconference@example.com">

    <display-name xml:lang="en">Chatting</display-name>

    <list>

      <entry uri="sip:bob@example.com" />

      <entry uri="sip:carol@example.com" />

      <entry uri="sip:dave@example.com" />

      <entry uri="sip:ellen@example.com" />

      <entry uri="sip:frank@example.com" />

    </list>

  </list-service>

</group>
14) When the Browser (HTTP UA) receives the PoC Invocation Descriptor from the Web server, the PoC Invocation Descriptor must be passed from the Browser (HTTP UA) to the PoC Client.
15) When the PoC Client receives the PoC Invocation Descriptor, the PoC Client should send a SIP INVITE request to initiate a PoC Session. In this case, the SIP INVITE request is for Pre-arranged PoC Group Session or Chat PoC Group Session because the value of the “uri” attribute of the “list-service” element is PoC Group Identity. Then the SIP INVITE request is generated and sent as specified in [OMA-PoC CP] ”PoC Client initiates a Pre-arranged PoC Group Session or joins a Chat PoC Group Session”.
Change 4:  C.2.2 Proposed Solutions for PoC Group Information Protection
C.2.2  Proposed Solutions for PoC Group Information Protection

The access to the PoC Group information is processed via the Aggregation Proxy using XDM-3 reference point as specified in [XDMAD]”Reference Point XDM-3: XDM Client – Aggregation Proxy”. For the PoC Group information protection, the Web server supports the security procedure specified in  [XDMSPEC]“Security Procedures”
The Web server should not expose PoC Users’ private information such as a PoC Invocation Descriptor generated for the PoC user or PoC Group document obtained from the Shared Group XDMS to other users unauthorized to see this information.
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