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1 Reason for Change

Justification
The privacy on the User Plane shall be implemented in the terminating PF (the last server before the receiving PoC Client).  This is important in the case that the controlling PoC server locates in another country and the authorities in the country where the PF locates are interested in the talking party information for lawful interception purposes.   

Scope of change
Participating PoC Function sends information in the initial request that it does not stay on the media path. The Controlling PoC Function stores the information. This is not yet covered in the CP document.
Impacted subclauses
Subclauses  7.3.1.1 and 7.3.2.1
Consequence if not accepted
Some PoC 2.0 functionality is not covered.
2 Impact on Backward Compatibility

None identified 

3 Impact on Other Specifications

None identified 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt

6 Detailed Change Proposal

7.3.1.1 General

Upon receiving from the served PoC Client an initial SIP INVITE request or SIP REFER request that requires an initial SIP INVITE request to be sent, the PoC Server:

1. SHALL generate an initial SIP INVITE request according to rules and procedures of [RFC3261];

2. SHALL, if the incoming SIP INVITE or SIP REFER request contained a Privacy header, include in the SIP INVITE request the Privacy header unmodified according to rules and procedures of [RFC3325];

3. SHALL set the Nick Name in the Authenticated Originator’s PoC Address to the one defined for the PoC User in the PoC Server, if configured; otherwise set the Nick Name in the Authenticated Originator’s PoC Address to the one in the incoming SIP request;

4. SHALL include an Accept-Contact header with the PoC feature tag '+g.poc.talkburst' with "require" and "explicit" parameters according to rules and procedures of [RFC3841];

5. SHALL include a User-Agent header to indicate the PoC release version as specified in subclause E.4.1 "Release version in User-agent and Server headers";

NOTE 1: 
The use of the option tag 'precondition', as specified in [RFC3312], is not defined for the POC-1 or POC-2 reference points.

NOTE 2:
The use of the option tag'100rel', as specified in [RFC3262] is not defined for the POC-1 reference point.

6. SHOULD include the Session-Expires header according to rules and procedures of [RFC4028], "Generating an Initial Session Refresh Request".  It is RECOMMENDED that the refresher parameter is omitted. If included, the refresher parameter SHALL be set to 'uac'.

7. SHALL include the option tag 'timer' in a Supported header ;

8. SHALL cache the allowed SIP methods if received in the Allow header;

9. SHOULD include an Allow header with the SIP methods supported in this SIP dialog according to rules and procedures of [RFC3261];

10. SHALL include the Authenticated Originator's PoC Address received in the incoming SIP INVITE request in the outgoing SIP INVITE request;

11. SHALL, if the incoming SIP INVITE request contained an Answer-Mode header, or the incoming SIP REFER request contained a Refer-To URI with an Answer-Mode header:

a) include an Answer-Mode header unmodified if the received value is set to 'Manual;Require';

b) discard the Answer-Mode header if the received value is set to 'Auto' or 'Manual'; or

c) return a SIP 403 "Forbidden" response and not continue with the rest of the steps if the received value is set to 'Auto;Require';
12. SHALL, if the incoming SIP INVITE request contained a Priv-Answer-Mode header, or the incoming SIP REFER request contained a Refer-To URI with a Priv-Answer-Mode header:

a) include a Priv-Answer-Mode header unmodified if the received value is set to 'Auto';

b) return a SIP 403 "Forbidden" response and not continue with the rest of the steps if the received value is set to anything other than 'Auto';
13. SHALL include in the Contact header the PoC feature tag'+g.poc.talkburst'; and,

14. SHALL insert the URI parameter "stay-on-media-path" to the URI of the PoC Server in the Contact header of the initial SIP request if the PoC Server performing Participating PoC Function stays on the Media path.

Editor's Note.  The URI parameter shall be defined.
When sending SIP provisional responses, other than the SIP 100 "Trying" response, to the SIP INVITE request and if the PoC Server is acting as a B2BUA, the PoC Server:

1. SHALL generate the SIP provisional response according to rules and procedures of [RFC3261];

2. SHALL include a Server header with the PoC release version as specified in subclause E.4.1 "Release version in User-agent and Server headers" if has not already been sent in a provisional response for this dialog;

3. SHALL include the Authenticated Originator’s PoC Address if received in the incoming SIP response in the outgoing SIP provisional respond; and,

4. SHALL if not already sent in a provisional response for this dialog, include a SIP URI for the Contact header as follows:

a) constructed such that the PoC Server can also resolve it back to the original SIP URI provided in the Contact header of the provisional response by the Controlling PoC Function; 

b) include the PoC feature tag'+g.poc.talkburst';

c) include the feature tag 'isfocus';

d) include the Session Type uri-parameter provided in the Contact header of the provisional response received from the Controlling PoC Function.

5. SHALL include value 'id' in the Privacy header according to rules and procedures of [RFC3325], if the privacy is requested.

When sending a SIP 200 "OK" response to the SIP INVITE request and if the PoC Server is acting as a B2BUA the PoC Server

1. SHALL generate a SIP 200 "OK" response according to rules and procedures of [RFC3261];

2. SHALL include a Server header to indicate the PoC release version as specified in subclause E.4.1 "Release version in User-agent and Server headers" if has not already been sent in a provisional response for this dialog;

3. SHALL include the option tag 'timer' in a Require header;
4. SHALL include the Session-Expires header according to rules and procedures of [RFC4028], "UAS Behavior". The 'refresher' parameter in the Session-Expires header SHALL be set to 'uac'. 
5. SHALL start the SIP Session timer according to rules and procedures of [RFC4028]; 
6. SHOULD include an Allow header with the SIP methods supported in this SIP dialog according to rules and procedures of  [RFC3261];

7. SHALL include a SIP URI for the Contact header as follows:

a) constructed such that the PoC Server can also resolve it back to the original SIP URI provided in the Contact header of the SIP 200 "OK" response by the Controlling PoC Function;

b) include the PoC feature tag '+g.poc.talkburst';

c) include the feature tag 'isfocus'; and,

d) include the Session Type uri-parameter provided in the Contact header of the SIP 200 "OK" response received from the Controlling PoC Function.

8. SHALL include the Authenticated Originator’s PoC Address if received in the incoming SIP 200 "OK" response in outgoing SIP 200 "OK" response.

9. SHALL include value 'id' in the Privacy header according to rules and procedures of [RFC3325], if the privacy is requested;

10. SHALL include the option tag 'norefersub' in a Supported header according to rules and procedures of [RFC4488];
When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS Session mechanisms according to rules and procedures of [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
7.3.2.1 General

The PoC Server SHALL generate an initial SIP INVITE request according to rules and procedures of [RFC3261] with the clarifications in this subclause.

The PoC Server

1. SHALL include value 'id' in a Privacy header according to rules and procedures of [RFC3325] if anonymity is requested with the Privacy header containing the tag'id';
2. SHALL set the Request-URI to the PoC Address of the PoC User to be invited;

3. SHALL include an Accept-Contact header with the PoC feature tag '+g.poc.talkburst' with "require" and "explicit" parameters according to rules and procedures of [RFC3841]; 
4. SHALL include a User-Agent header to indicate the PoC release version as specified in subclause E.4.1 "Release version in User-agent and Server headers";

5. SHOULD include the Session-Expires header in the INVITE according to rules and procedures of [RFC4028], "Generating an Initial Session Refresh Request". The "refresher" parameter SHALL be omitted.
6. SHALL include the option tag 'timer' in the Supported header;
7. SHALL include the option tag 'norefersub' in a Supported header;
8. SHOULD include the Allow header with the SIP methods supported in this SIP dialog according to rules and procedures of  [RFC3261];

9. SHALL include a Contact header as follows:

a) a SIP URI constructed such that the PoC Server can also resolve it back to the original SIP URI provided in the SIP INVITE request by the Controlling PoC Function; 
b) include the PoC feature tag '+g.poc.talkburst';

c) include the feature tag 'isfocus'; and,

d) include the Session Type uri-parameter provided in the SIP INVITE request by the Controlling PoC Function.

10. SHALL include the Authenticated Originator's PoC Address if received in the incoming SIP INVITE request in the outgoing SIP INVITE request; and,

11. SHALL include the Nick Name received in incoming SIP INVITE request in the outgoing SIP INVITE request.

NOTE:
The use of the option tag 'precondition', as specified in [RFC3312] and the option tag'100rel', as specified in [RFC3262] is not defined in the POC-1 reference point.

12. SHALL, if Included Media Content is supported by the PoC Server and if one or more MIME body containing media are included in the incoming SIP INVITE request and if at least one MIME body containing media was not removed as specified in subclause 7.3.2.2 "PoC Session invitation request" include MIME bodies containing media in the outgoing SIP INVITE request.

When sending a SIP provisional responses other than the SIP 100 "Trying" response to the SIP INVITE request, the PoC Server:
1. SHALL generate the SIP provisional response according to rules and procedures of [RFC3261];

2. SHALL include a Server header with the PoC release version as specified in subclause E.4.1 "Release version in User-agent and Server headers". 

3. SHOULD include the Allow header with the SIP methods supported in this SIP dialog according to rules and procedures of  [RFC3261], if not previously sent in a provisional response for this dialog;

4. SHALL include a Contact header with a SIP URI identifying this PoC Server and the PoC feature tag '+g.poc.talkburst' if not previously sent in a provisional response for this dialog; and,

5. SHALL include as the URI in the Authenticated Originator’s PoC Address in the outgoing SIP provisional response either
a) the URI contained in the Authenticated Originator’s PoC Address received in the incoming SIP provisional response in the case of an On-demand Session establishment; or

b) the URI stored from the Request-URI  received in the incoming SIP INVITE request in the case of a Pre-established Session establishment;

6. SHALL set the Nick Name in the Authenticated Originator’s PoC Address to either
a) the one defined for the PoC User in the PoC Server, if configured; otherwise the one in the incoming SIP provisional response if received, in the case of an On-demand Session establishment; or

b) the one defined for the PoC User in the PoC Server, if configured; otherwise the one stored from the Authenticated Originator’s PoC Address contained in the SIP INVITE request if received during the Pre-established Session establishment for the PoC User in the case of a Pre-established Session; received in the incoming SIP provisional response in the outgoing SIP provisional response.
7. SHALL include value 'id' in the Privacy header according to rules and procedures of [RFC3325], if the privacy is requested either through a Privacy header with the value 'id' in the incoming SIP provisional response in the case of an On-demand Session establishment, or in the SIP INVITE request received during the Pre-established Session establishment for the PoC User in the case of a Pre-established Session.
8. SHALL include a Warning header as specified in [RFC3261] with the warning code 399 and the warning text set to 'xxx Media in INVITE discarded' if at least one MIME body containing media was removed as specified in subclause 7.3.2.2 "PoC Session invitation request".
Editor’s note:  If one Warning header per removed MIME body is used or not if FFS.
When sending a SIP 200 "OK" response to the SIP INVITE request the PoC Server

1. SHALL generate the SIP 200 "OK" response according to rules and procedures of [RFC3261] and [RFC3262];

2. SHALL include as the URI in the Authenticated Originator’s PoC Address in the outgoing SIP 200 "OK" response either
a) the URI contained in the Authenticated Originator’s PoC Address received in the incoming SIP 200 "OK" response in the case of an On-demand Session establishment; or
b) the URI stored from the Request-URI  received in the incoming SIP INVITE request in the case of a Pre-established Session establishment;
3. SHALL set the Nick Name in the Authenticated Originator’s PoC Address to either
a) the one defined for the PoC User in the PoC Server, if configured; otherwise the one in the incoming SIP 200 "OK" response if received, in the case of an On-demand Session establishment; or

b) the one defined for the PoC User in the PoC Server, if configured; otherwise the one stored from the Authenticated Originator’s PoC Address contained in the SIP INVITE request if received during the Pre-established Session establishment for the PoC User in the case of a Pre-established Session;

4. SHALL include value 'id' in the Privacy header according to rules and procedures of [RFC3325], if the privacy is requested either through a Privacy header with the value 'id' in the incoming SIP provisional response in the case of an On-demand Session establishment, or in the SIP INVITE request received during the Pre-established Session establishment for the PoC User in the case of a Pre-established Session;

5. SHALL include the option tag 'timer' in the Require header;

6. SHALL include the Session-Expires header in the SIP 200 "OK" before sending the response towards the PoC Server performing the Controlling PoC Function according to rules and procedures of [RFC4028], "UAS Behavior". The 'refresher' parameter in the Session-Expires header SHALL be set to 'uas'.
7. SHALL start the SIP Session timer according to rules and procedures of [RFC4028];

8. SHOULD include the Allow header with the SIP methods supported in this dialog according to rules and procedures of  [RFC3261], if not previously sent in a provisional response for this dialog;

9. SHALL include the Server header with the PoC release version as specified in subclause E.4.1 "Release version in User-agent and Server headers" if not previously sent in a provisional response for this dialog; and,
10. SHALL include a Contact header with a SIP URI identifying this PoC Server and the PoC feature tag '+g.poc.talkburst'.

11. SHALL include a Warning header as specified in [RFC3261] with the warning code 399 and the warning text set to 'xxx Media in INVITE discarded' if at least one MIME body containing media was removed as specified in subclause 7.3.2.2 "PoC Session invitation request".
Editor’s note:  If one Warning header per removed MIME body is used or not if FFS.
12. SHALL insert the URI parameter "stay-on-media-path" to the URI of the PoC Server in the Contact header of the initial SIP request if the PoC Server performing Participating PoC Function stays on the Media path.

Editor's Note.  The URI parameter shall be defined.

When the SIP/IP Core corresponds with 3GPP/3GPP2 IMS, the PoC Server SHALL use 3GPP/3GPP2 IMS Session mechanisms according to rules and procedures of [TS24.229] / [3GPP2 X.S0013.4] with the clarifications given in this subclause.
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