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1 Reason for Contribution

The PoCv2 RD contains the following requirements related to PoCv2.0 lawful interception:

5.2.1.1 Lawful Interception

This section specifies PoC Service Enabler requirements for lawful interception.  The capability to intercept telecommunications traffic and related information in the PoC Service Infrastructure is always implemented in accordance with national or regional (e.g. European Union) laws or technical regulations applicable to the Service Provider. Nothing in this specification, including the definitions, is intended to supplant such applicable laws or regulations.
	Label
	Description
	Enabler Release

	Conditionality 

	FUNC-ADD-LI-001
	The PoC Service Infrastructure SHALL provide support for lawful interception.
	PoC V2.0

	Functionality 

	FUNC-ADD-LI-002
	The PoC Service Enabler SHALL be able to provide information available in the PoC Network for support of lawful interception by regional law enforcement authorities of PoC Sessions of an identified PoC User.
	PoC V2.0

	FUNC-ADD-LI-003
	The PoC Service Enabler SHALL be able to provide the available PoC Address information of all Participants of particular PoC Sessions when supporting a lawful interception request regardless of anonymity or privacy settings.
	PoC V2.0

	FUNC-ADD-LI-004
	The PoC Service Enabler SHALL be able to ensure that the Media burst content is available to law enforcement in support of a lawful interception request (e.g., by providing decryption information or decrypting any encrypted content, or providing decompression information or decompressing any compressed content) when the PoC Service Provider furnishes the encryption or uses compression.
	PoC V2.0

	FUNC-ADD-LI-005
	Available and applicable underlying network (e.g., SIP/IP Core) capabilities SHOULD be used to support lawful interception requirements as much as possible. 

Note:  Specific references (e.g., 3GPP) may be added to the reference section at a later date.
	PoC V2.0


Table 55: Lawful Interception 
POC WG owns only the PoC part of the complete UE implementation. There may be further implications of the PoCv2.0 RD requirements on other OMA Enablers.

2 Summary of Contribution

Since the POC WG owns only the PoC part of the complete UE implementation, the POC WG would like to ask the PAG WG to check whether the PoCv2.0 RD requirements can have any effect on any PAG enabler and if so, to ensure that the PoCv2.0 RD requirements implications are covered in the PAG enablers.


3 Detailed Proposal

The following text was discussed in the POC WG and the PAG WG can consider it as start point for the discussion:




The following XDM and presence events that can be of interest to a Law Enforcement Agency concerning the group and list management activities of an identified PoC User as well as presence information received and sent to the identified PoC User.  

1. When the identified PoC User attempts to update his/her own Contact List (e.g., add, delete, or modify an entry) and when the contact list is updated.

2. When the identified PoC User attempts to update a Group List (e.g., add, delete, or rename a Group, or add or delete a PoC User from a Group) and when the Group List is updated.

3. When the identified PoC User attempts to update his/her own presence status and when the presence status is updated.

4. When the identified PoC User receives presence status updates for entries in his/her own Contact List.

Informational elements for these events MAY include, but are not limited to the following:

1. Identities of the identified PoC User (e.g., PoC Addresses).

2. Event type (e.g., list, modify, add entry, presence update).

3. Identities of the updated PoC User(s) or PoC Group(s).

4. Presence status.

5. Timestamp of the event.

Recommendation to PAG WG:  It is recommended that PAG WG discusses the PoCv2.0 RD requirements and ensures that any implications of PoCv2.0 RD requirements on any PAG Enabler are covered.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that PAG WG discusses the PoCv2.0 RD requirements and ensures that any implications of PoCv2.0 RD requirements on any PAG Enabler are covered.
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