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1 Reason for Change

· In accordance with the suggestion from MAE reported in “OMA-POC-POCV2-2006-1148-Invocation-Descriptor-Security-Discussion-Summary.ppt”, new informative text is proposed to explain that the OMA Client Side Content Screening Framework is one possible solution for White Listing in the UE.
2 Impact on Backward Compatibility

There is no impact on backward compatibility.
3 Impact on Other Specifications

There is no impact on other specifications.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to include the proposed modification to the PoC Invocation Descriptor TS.

6 Detailed Change Proposal

Change 1:  2. Reference
2
References

2.1  Normative References

	[CSCSF]
	OMA: “Client Side Content Screening Framework Specification”, V1.0. Open Mobile Alliance, OMA-TS-Client_Side_CS_FW-V1_0, URL: http://www.openmobilealliance.com/

	[GAA]
	“Generic Authentication Function; Access to Network Application Functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS); (Release 6)”, 3GPP TS 33.222 v6.4.0.  URL:http://www.3gpp.org/ftp/Specs/html-info/33222.htm

	[RFC2046]
	N. Freed and N. Borenstein , “Multipurpose  Internet Mail Extensions (MIME) Part Two: Media Types”, IETF RFC 2046, November 1996. URL:http://www.ietf.org/rfc/rfc2046.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC2246]
	T. Dierks and C. Allen, “Transport Layer Security (TLS) Version 1.0”, IETF RFC 2246, Jan 1999.  URL:http://www.ietf.org/rfc/rfc2246.txt

	[RFC2617]
	J. Franks, P. Hallam-Baker, J. Hostetler, S. Lawrence, P. Leach, A. Luotonen and L. Stewart, “HTTP Authentication: Basic and Digest Access Authentication”, IETF RFC 2617, June 1999.  URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC2818]
	E. Rescorla, “HTTP Over TLS”, IETF RFC 2818, May 2000. URL:http://www.ietf.org/rfc/rfc2818.txt

	[RFC3261]
	J. Rosenberg, H. Schulzrinne, G. Camarillo, A. Johnston, J. Peterson, R. Sparks, M. Handley and E. Schooler, “SIP: Session Initiation Protocol”, IETF RFC3261, June 2002. URL:http://www.ietf.org/rfc/rfc3261.txt

	[RFC3966]
	H. Schulzrinne, “The tel URI for Telephone Numbers”, IETF RFC3966, December 2004, URL:http://www.ietf.org/rfc/rfc3966.txt

	[SHARED_GROUP_XDM]
	OMA: “Shared Group XDM Specification”, V2.0. Open Mobile Alliance, OMA-TS-XDM_Shared_Group-V2_0, URL: http://www.openmobilealliance.com/

	[SSL3.0]
	The SSL Protocol, Version 3.0, <draft-freier-ssl-version3-02.txt>, Transport Layer Security Working Group, Alan O. Freier et al, November 18, 1996.

URL:http://www.netscape.com/eng/ssl3/draft302.txt

	 [XCAP]
	“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg, May 2006, URL:http://www.ietf.org/internet-drafts/draft-ietf-simple-xcap-11.txt

Note: IETF Draft work in progress.

	[XCAP_List]
	“Extensible Markup Language (XML) Formats for Representing Resource Lists”, J.Rosenberg, February 7 2005, URL:http://www.ietf.org/internet-drafts/draft-ietf-simple-xcaplist-usage-05.txt

Note: IETF Draft work in progress.

	[XDMAD]
	“XML Document Management Architecture”, Version 2.0. Open Mobile Alliance(. OMA-AD-XDM-V1_0, URL:http://www.openmobilealliance.org/

	[XDMSPEC]
	“XML Document Management (XDM) Specification”, Version 2.0, Open Mobile Alliance™,

OMA-TS-XDM_CORE-V2_0, URL:http://www.openmobilealliance.org/


2.2
Informative References

	[OMA-PoC-CP] 
	“OMA PoC Control Plane”, Version 2.0, Open Mobile Alliance™, OMA-TS-PoC_ControlPlane-V2_0, URL:http://www.openmobilealliance.org/


Change 2:  Appendix C
Appendix C   Security
(Informative)

C.1  Risks
For the secure PoC Invocation Descriptor download, there are two areas where security risks exist: between the Web Server and the UE for the PoC Client; and between the Web Server and the Shared Group XDMS for Group information. 

C.1.1 Risks for PoC Client Protection

The followings are the typical risks for PoC Client protection

· an unsolicited group session is initiated when a PoC Invocation Descriptor is downloaded other than the one intended by the PoC User, and

· PoC service invites unintended/undesirable PoC User(s) by downloading a PoC Invocation Descriptor which includes unsolicited/inappropriate entities.

The first risk case is categorized as server authentication/authorization issue and the second risk includes not only server authentication and server authorization issues but also confidentiality and integrity issue.

Thus, the risks for PoC Client Protection are categorized as followings,

· UE authentication

· Server authentication

· Server authorization

· Confidentiality and integrity protection

C.1.2 Risks for PoC Group Information Protection

The followings are the typical risks for PoC Group information

· An unauthorized server obtains group information from the Shared Group XDMS and utilizes the information for unauthorized purposes.

· An unauthorized server overwrites the data stored in the Shared Group XDMS for illegal purposes for example to include addresses of premium rate services
C.2  Proposed Solutions

C.2.1 Proposed Solutions for PoC Client Protection
5. UE Authentication

When a PoC Invocation Descriptor is downloaded from the Web server to the UE, secure UE authentication is enforced by the Web server. The typical UE authentication is the HTTP Digest authentication [RFC2617]. If the HTTP Digest authentication is implemented in accordance to the 3GPP UE implementations, the HTTP Digest authentication is performed as specified in 3GPP GAA[GAA] specifications. 

C.2.1.2 Server Authentication

When a PoC Invocation Descriptor is downloaded from the Web server to the UE, the UE  supports at least one server authentication method such as TLS1.0 [RFC2246] or SSL3.0 [SSL3.0] transport layer server authentication. When HTTPS is used to indicate the need for Server Authentication, HTTPS implementations conform to RFC2818 [RFC2818].
If the Web server switches from TLS/SSL to an insecure protocol during a session, the UE should terminate the communication.

C.2.1.3 Server Authorization

The UE may use the white list configured by the address of each authorized Web server for server authorization. Or when the UE doesn’t have the authorized Web server information, the UE request user confirmation. 

Though white-list processing is implementation specific, the Browser is assumed to be modified to have a new interface to pass the Web server IP address or URI to the white-list process, or the white-list processing is assumed to have a new capability to intercept the Web server IP address or URI. OMA Client Side Content Screening Framework[SCSCF] is one of the possible solutions in this category. In the case where it is not possible to modify the browser or create the sniffing mechanism, the following two stage PoC Invocation Descriptor download introducing extended child elements of the <list-service> element may be used to realize the security.
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Fig. C. 1 an Example of the Two Stage PoC Invocation Descriptor Downloads Sequence

1. The PoC user clicks the subscribe button and the necessary information is forwarded to the Web server.

2. For the first stage PoC Invocation Descriptor download, the Web server creates a  PoC Invocation Descriptor according to the following conditions:

· the <list> element is not included

· the <otherns:responding-web-server> element as a child element of the <list-service> element  shall contain the Web Server URI

· the <otherns:request-path> element as a child element of the <list-service> element shall contain the path of the second stage PoC Invocation Descriptor relative to the root directory

· the <otherns:one-time-credit> as a child element of the <list-service> element element shall contain a download identifier used to match the second download to the first download 
The first stage PoC Invocation Descriptor is downloaded by the Browser (HTTP User Agent) then passed to the white-list process.

3. The White-list process shall check that the value of the Web Server URI in the <otherns:responding-web-server> element is authorized

4. If the authorization is successful then the second stage Poc Invocation Descriptor access path is constructed by concatenating the value of the <otherns:responding-web-server> element with the value of the <otherns:request-path> element, and the white-listing process invokes the HTTP User Agent to send an HTTP request to the authorized server  The white-listing process retains the values of  the <otherns:responding-web-server> and <otherns:one-time-credit> elements for further checking after receipt of the second PoC Invocation Descriptor.

5. The Web server receives the HTTP request and constructs a second stage PoC Invocation Descriptor with values of the <otherns:responded-web-server> and <otherns:consumed-credit> elements corresponding to the values of the <otherns:responding-web-server> and <otherns:one-time-credit> elements in the first stage PoC Invocation Descriptor and this is downloaded by the HTTP User Agent.

6．The white-list process compares the values of the <otherns:responded-web-server> and <otherns:consumed-credit> elements (child elements of  the <list-service> element) with the retained values of the <otherns:responding-web-server> and <otherns:one-time-credit> elements from the first stage PoC Invocation Descriptor.

7．If the white-list process succeeds in matching the second stage PoC Invocation Descriptor to the first PoC Invocation Descriptor, then the PoC Client shall issue a SIP INVITE request based on the contents of the the second stage PoC Invocation Descriptor 
C.2.1.4 Confidentiality and Integrity Protection

When TLS is used to provide Web server authentication, the authenticated PoC Invocation Descriptor download also is confidentiality and integrity protected using the mechanisms defined in the TLS specification [RFC2246]. 
When SSL is used to provide Web server authentication, the authenticated PoC Invocation Descriptor download  also is confidentiality and integrity protected using the mechanisms defined in the SSL specification [SSL3.0].
C.2.2 Proposed Solutions for PoC Group Information Protection

The access to the PoC Group information is processed via the Aggregation Proxy using XDM-3 reference point as specified in [XDMAD]”Reference Point XDM-3: XDM Client – Aggregation Proxy”. For the PoC Group information protection, the Web server supports the security procedure specified in  [XDMSPEC]“Security Procedures” 
The Web server should not expose PoC Users’ private information such as a PoC Invocation Descriptor generated for the PoC user or PoC Group document obtained from the Shared Group XDMS to other users unauthorized to see this information.
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