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1 Reason for Change

Adding text to the Security Considerations section of the SpamRep AD.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

SpamRep AHG is kindly asked to review and agree with this CR

6 Detailed Change Proposal

Change 1:  Add the following to section “5.4 Security Considerations” of the SpamRep AD
5.4    Security Considerations
The primary purpose of the SpamRep enabler is to provide a mechanism to assist in the battle against mobile messaging abuse.  Some messaging abuse is thought to be motivated by pure maliciousness, but the vast majority is known to be motivated by money.  Email spam, for example, is known to be a highly lucrative enterprise for the message originators.  As such, there is a strong motivation on the part of the originators of abusive messages to disrupt spam-control mechanisms in any way possible.  An important security consideration in the SpamRep enabler, therefore, is the ability to prevent denial-of-service attacks.  One way to do this is to ensure that only authorized entities may issue Spam Reports.
Another key security consideration is protection of the Spam Reporter’s privacy.  In a typical usage scenario a User would voluntarily issue a Spam Report in response to receiving an unsolicited and unwanted message.  This message would be transmitted to the SpamRep Server in the operator’s network, and what is subsequently done with that message, including possibly sharing the message with another network operator,  is out of scope of the SpamRep enabler.  Messages must be transmitted in a way that preserves the integrity of their contents and protects the identity of the Reporter to ensure that Users will be inclined to use the service.
Security mechanisms that may be employed to prevent denial-of-service attacks and preserve Reporter privacy may include:

· Authentication of Reporter

· Authentication of SpamRep Server

· Authorization of Reporters

· Message integrity protection

· Message confidentiality protection
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