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1 Reason for Change

This CR proposes Status Code.
Change 1: Insert StatusCode and StatusInfo

Change 2: Remove SpamRepStatus and MessageStatus

Change 3: Modify the process in SpamRep Server
Change 4: Status Code in Section 8 instead of Error Handling
2 Impact on Other Specifications

n/a
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

SpamRep SWG is kindly asked to review and agree with this CR

5 Detailed Change Proposal

Change 1:  Response modification. Section 5.2.1, 5.2.2, 5.2.3.
5.2.1. Report Status 

Report Status message is sent by the SpamRep Server as the initial response to the Spam Report message received from the SpamRep Client. This message is also sent in response to the Status Query message, and as an asynchronous status notification message. The structure and format of the Report Status Message Element is defined by the XML schema as described in section 5.3. The entire Message Element is contained within the <report-status> element of the <spam-rep-document> root element with the following clarifications:
	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamReportID
	String
	1
	See Table x (Description of Frequently Used Parameters)

	StatusCode 
	Integer
	1
	Status of Spam Report identified by SpamReportID. See Section 8.

	StatusInfo
	String
	0..1
	Information pertaining to the status. See Section 8.

	MessageID
	String
	0..1
	When Report Status is sent in response to a Spam Report this parameter SHALL specify the same value as the parameter with the same name in the Spam Report. When Report Status is sent in response to a Status Query this parameter SHALL NOT be present.


The following table specifies parameters in a Report Status Message Element
Table 9: Information elements in the Spam_Report_Status Message Element

The SpamReportID parameter SHALL contain the newly generated ID when Report Status is sent in response to the initial Spam Report, and the value of the SpamReportID parameter of the received Status Query Message Element when Report Status is sent in response to a Status Query.

The StatusCode parameter SHALL contain either one of the predefined values in Section 8.

StatusInfo parameter SHALL contain optional free form textual information pertaining to the Spam Report status.

MessageID parameter SHALL contain the value of the MessageID parameter of the received Spam Report Message Element when Report Status is sent in response to the initial Spam Report. When Report Status is sent in response to a Status Query Message Element this parameter SHALL NOT be present.
5.2.2 Action Response 

Action Response message is sent by the SpamRep Server in response to the Action Request message received from the SpamRep Client. The structure and format of the Action Response Message Element is defined by the XML schema as described in section 5.3. The Action Response Message Element is implemented as the <action-response> element of the <spam-rep-document> root element with the following clarifications:

	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamRepServerID
	String
	1
	Identifies the SpamRep Server. See Table 11

	StatusCode  
	Integer
	1
	Provides information about the status of an Action 
Response. See Section 8.

	StatusInfo
	String
	0..1
	Information pertaining to the status. See Section 8.


Table 10: Parameters in an Action Response Message Element

5.2.3. Quarantined Messages List 

Quarantined Messages List message is sent by the SpamRep Server in response to the Quarantined Messages Query message received from the SpamRep Client. The list of quarantined messages is obtained from an entity external to the SpamRep Server (e.g. message box located in the Messaging System). The structure and format of the Quarantined Messages List Message Element is defined by the XML schema as described in section 5.3. The entire Message Element is contained within the < quarantined-messages-list > element of the <spam-rep-document> root element with the following clarifications:

The following table specifies parameters in a Quarantined Messages List Message Element.

	Parameter name
	Data type
	Parameter cardinality
	Description

	QuarantinedMessage  
	Data Structure
	1..n
	 List of quarantined messages.   

	StatusCode  
	Integer
	1
	Provides information about the status of a Query. See Section 8.

	StatusInfo
	String
	0..1
	Information pertaining to the status. See Section 8.


Table 11: Parameters in a Quarantined Messages List Message Element

Change 2:  Section 5.4

5.4 Description of Frequently Used Parameters
	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamRepClientID
	String
	1
	Identifies the SpamRep Client, assigned and provisioned by the MNO.

	SpamRepServerID
	String
	1
	Identifies the SpamRep Server, assigned and MAY be provisioned by the MNO.

	SpamReportID

	String
	1
	Identifies the SpamRep Report, assigned by the SpamRep Server after receiving the report and communicated back to the client in the response.

	SpamRepMessageID
	Integer
	1
	A unique identifier that is given by the SpamRep Enabler (i.e. SpamRep Client,  or  SpamRep Server) to each SpamRep Message. The response to a given message SHALL contain the same SpamRepMessageID. 

	
	
	
	

	AbuseType
	String
	0..1
	Indicating the type of abuse: Spam, Phishing, Malware (e.g., Virus/Spyware), Not Spam, Miscategorized, Unauthorized Message (violation of a security policy), Sender Authentication Failure, Other, Unspecified.

	SubmissionTime
	String
	0..1
	The  date and time of a Spam Report’s submission.

	DeliveryPath
	String
	0..1
	Describing the delivery path of the abusive message 

	OriginatingAddress
	String
	0..1
	Identifies the actual or purported originating address of the abusive message.

	ForwardStatus
	Boolean
	0..1
	Identify  if the report is  a forwarded report.

	SharePermission  
	Data Structure
	0..n
	Indicating Reporter's permission to share Spam Reports with third parties which reside outside of SpamRep Server's network.

	
	
	
	

	Version
	String
	0..1
	Indicates the SpamRep version.


Table 13: Frequently used parameters

Change 3:  SpamRep Server procedures
6.3.1.1. Processing a Received Spam Report

After receiving a Spam Report Message Element, the SpamRep Server:

1. SHALL verify that the message being reported as spam is either included in the Spam Report Message Element when reporting is By-Value, or can be uniquely identified if reporting is By-Reference or By-Fingerprint.

2. SHALL generate the unique SpamReportId, create a Status Report Message Element and set the SpamReportStatus element to “110” and/or StatusInfo to “Received” if the step 1 was successful. 

3. SHALL create a Status Report Message Element. Depending on the Spam Report, the SpamRep Server set the StatusCode element. (e.g. StatusCode to “425” and/or StatusInfo to “ByValueRequired” if the step 1 was not successful because SpamRepServer wants the whole content and not a fingerprint)
4. SHALL update the SharePermissionList for the Reporter if SharePermission element is present in the Spam Report.
6.3.1.2. Processing a Received Action Request

After receiving an Action Request Message Element, the SpamRep Server:

1. SHALL attempt to perform the requested action by accessing external systems.

2. SHALL create an Action Response Message Element including StatusCode and/or StatusInfo, and enclose the response received from the external systems.
6.3.1.3. Processing a Received Spam Report Status Query

After receiving a Spam Report Status Query Message Element, the SpamRep Server:

1. SHALL retrieve the status for each SpamReportId contained in the Spam Report Status Query Message Element, either from its internal records or by accessing external systems.

2. SHALL create a Status Report Message Element for each SpamReportId and set the StatusCode element and/or StatusInfo to the value of the retrieved status.
6.3.1.4. Processing a Received Quarantined Messages Query

After receiving a Quarantined Messages Query Message Element, the SpamRep Server:

1. SHALL attempt to retrieve a list of quarantined messages by accessing external systems, e.g.,  using existing Messaging System interfaces to access the message box located in the Messaging System.

2. SHALL create a Quarantined Messages List Message Element and populate it with the list of quarantined messages obtained in step 1 and set the StatusCode element as “220” and/or StatusInfo as “Success”. If there are no quarantined messages, the Quarantined Messages List Message Element SHALL be empty and set the StatusCode element as “404” and/or StatusInfo as “Not Found”.

6.3.1.5. Preparing an Asynchronous Status Notification Message  

If specified by policy, SpamRep Server MAY send asynchronous Spam Report status notification messages to the SpamRep Client. In such a case, the SpamRep Server:

1. SHALL retrieve the status for each intended SpamReportId, either from its internal records or by accessing external systems.

2. SHALL create a Status Report Message Element for each intended SpamReportId and set the StatusCode element and/or StatusInfo to the value of the retrieved status.

Change 4:  Section 8 (new section)
8. Status Code
The transaction of SpamRep is structured as a pair of request and response. A SpamRep Client sends a request or report message to the SpamRep Server in the form of a SpamRep Message (e.g. Spam Report, Status query, Action Request, Quarantined messages query) and the SpamRep Server responses in the form of a SpamRep Message(e.g. Report Status, Action Response, Quarantined message list).
	Request SpamRep Message
	
	Response SpamRep Message

	Spam Report
	↔
	Report Status

	Status Query
	↔
	Report Status

	Action Request
	↔
	Action Response

	Quarantined messages query
	↔
	Quarantined message list


Upon the SpamRep Message from the SpamRep Client, the SpamRep Server SHALL response with a StatusCode over “200” and under “400” if the request goes through the normal process.
When the SpamRep Server encounters an error while processing a SpamRep Message from the SpamRep Client, the SpamRep Server SHALL respond with StatusCode over “400” for each error encountered. Upon receiving a response with the StatusCode, the SpamRep Client MAY send another SpamRep Message.

The table describes which SpamRep Messages contain which error code (NOTE: These are not HTTP status codes).

	StatusCode
	StatusInfo
	SpamRep Message from SpamRep Client
	Description

	Normal Status Code

	210
	Received
	Spam Report

Status Query
	The Spam Report is received normally

	211
	Inspecting
	Spam Report

Status Query
	The sender or message in Spam Report is under examination.

	212
	Applied
	Spam Report

Status Query
	The server process is finished. (e.g. the sender is registered on the block list or get the warning point, the message in the Spam Report is recorded in the blocked message, virus is detected.)

	213
	Forwarding
	Spam Report

Status Query
	The server process is finished and the Spam Report is forwarding to the third parties.

	214
	Completed
	Spam Report

Status Query
	The all of process related with the Spam Report is completely finished.

	215
	Rejected
	Spam Report

Status Query
Action Request
	The Spam Report (e.g. in case of MNO notification or emergency message.) or Action Request is rejected.(e.g. depending on the MNO policy, opt out is failed)

	220
	Success
	Action Request
Quarantined messages query
	The Action Request or query is successful.

	
	
	
	

	Error Code

	400
	Bad Request
	Spam Report

Status Query

Action Request

Quarantined messages query
	The SpamRep Message could not be understood by the SpamRep Server due to malformed syntax. The SpamRep Client SHOULD NOT repeat the

request or report without modification.

	404
	Not Found
	Spam Report

Status Query

Quarantined messages query
	The SpamRep Server has not found anything matching the content in Spam Report, previous Spam Report or quarantined message.

	409
	Conflict
	Spam Report

Action Request
	The request could not be completed due to a conflict with previous request.

	410
	Gone
	Action Request

Quarantined messages query
	The requested resource is no longer available at the SpamRep Server 

	420
	Unsupported Report Type
	Spam Report
	The SpamRep Server does not support the ReportType in the SpamRep Message.

	421
	Unsupported Abuse Type
	Spam Report
	The SpamRep Server does not support the AbuseType in the SpamRep Message.

	422
	Unsupported

Message Type
	Spam Report
	The SpamRep Server does not support the MessageType in the SpamRep Message.

	423
	Unsupported Hashing function
	Spam Report
	The SpamRep Server does not support the value in “hashing-function” attribute in the SpamRep Message. 
If the SpamRep Server sends this value, the SpamRep Client MAY send the Spam Report once more using different hashing function.

	424
	Unsupported Third Party
	Spam Report
	The SpamRep Server does not support the ThirdPartyID in the SpamRep Message.

	425
	ByValueRequired
	Spam Report
	The SpamRep Server wants the whole content and not a fingerprint. 
If the SpamRep Server sends this value, the SpamRep Client SHALL send the Spam Report once more including whole content.


Table 15 Status Code
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