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1 Reason for Change

SpamRep defines an Enabler for spam reporting in the mobile world.  The Enabler defines a protocol for data exchange between a Client and a Server that uses Multipart Internet Mail Extensions (MIME) and Extensible Markup Language (XML).
As SpamRep messages can be relatively large, the Technical Specification would benefit strongly from the inclusion of example messages between the Client and Server illustrating proper message format and potential scenarios.

The exercise of constructing examples can also help the document authors to identify ambiguities or omissions in the specification.

2 Impact on Backward Compatibility

No backward compatibility issues will be introduced by the addition of examples.
3 Impact on Other Specifications

No other documents are impacted by the addition of examples to the TS.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the working group agree to these changes to the SpamRep TS, and furthermore develop and include examples illustrating SpamRep use in the SMS, MMS and IM cases.
6 Detailed Change Proposal

Change 1:  Add Examples Appendix
Appendix x: Examples
This section includes example uses for SpamRep, illustrating messages generated both by Client and Server and describing their interactions.  These examples are informative only; where there are discrepancies between the examples and the earlier normative sections of this specification, the normative sections should be followed.
X.1: Email

This subsection illustrates the use of SpamRep in the case of a piece of unwanted email received at a mobile device, and the user of that device choosing to report the content to its provider.

X.1.1: Email spam

The following email message is received at a mobile device.  The email format is defined in [RFC5322].

Received: from make.money.fast.example.com by mobile-dc.example.net
via ESMTP; Thu 5 Aug 2010 11:28:09 -0700 (PDT)

From: John Q. Public <jqpublic-109231@example.com>
Message-Id: <msg91823@example.com>
To: Jane Doe <mobileUser@example.net>

Subject: Cheap pills!

Find your best pharmaceutical prices online!  Check out our web site: http://pills.example.com
The receiving user objects to the content of this message and activates a spam reporting feature, such as pushing a “Report Spam” button on the user interface.

X.1.2: SpamRep Report from Client

Provisioned within the mobile device is the address of an HTTP [RFC2616] service, specified by a URL [RFC3986] to which the SpamRep Report will be posted.  This URL identifies the SpamRep Server.  Thus, the mobile device makes a connection to that URL and the following HTTP POST action is sent over that connection:

POST /spamrep HTTP/1.1
Content-Type: multipart/related; boundary=”spamrepboundary12345”

Content-Length: 973
--spamrepboundary12345

Content-Type: application/vnd.oma.spamrep+xml

<spam-rep-document>

<spam-report>


<MessageID> 9832751092741 </MessageID>


<SpamRepClientID> 4155551212 </SpamRepClientID>


<ReportType> By-Reference </ReportType>


<MessageType> Email </MessageType>


<MessageDescriptor> ref6789@example.net </MessageDescriptor>


<MessageAttributes>



<Message-Id> &lt;msg91823@example.com&gt; </Message-Id>


<To> mobileUser@example.net </To>



<From> jqpublic-109231@example.com </From>


</MessageAttributes>


<SubmissionTime> 2010-08-10T19:08:50.52Z  </SubmissionTime>

<OriginatingAddress> jqpublic-109231@example.com </OriginatingAddress>


<AbuseType> 0 </AbuseType>


<Version> 1.0 </Version>

</spam-report>

</spam-rep-document>

--spamrepboundary12345

Content-Type: application/octet-stream

Content-Transfer-Encoding: base64

Content-ID: ref6789@example.net
aHOxLLGVx8zMaqMhIp4UjQ6TdMw=

--spamrepboundary12345—
For the purpose of bandwidth conservation, the Client has elected to make its report using the By-Reference mechanism defined in Section 5.1.1.2.  The hash has been computed using the SHA-1 hash algorithm, with the input being the entire header block of the spam shown in X.1.1 above.  Per the email definition document, each line in the input message is terminated with a carriage return (ASCII 13) and a line feed (ASCII 10), and there is an empty line between the header and the body.  The Received: field is continued across two lines, and the continued portion is indented by a horizontal tab character (ASCII 9).  Therefore the total input of the example is 274 bytes in length, and the resulting SHA1 hash expressed in hexadecimal byte form is 6873b12cb195c7cccc6aa321229e148d0e9374cc.  The hash is included in the Content portion of the SpamRep document, encoded using base64 which is defined in [RFC2045].
X.1.3: SpamRep Report response from Server

The SpamRep Client retains the connection to the Server open until it receives a reply.  In this example, the Server decides it has not received sufficient information from the Client to be able to act on the report, so it requests the complete original message instead of the reference.  The reply thus received is:
Content-Type: multipart/related; boundary=”spamrepboundary34567”

Content-Length: 309
--spamrepboundary34567
Content-Type: application/vnd.oma.spamrep+xml

<spam-rep-document>

<report-status>


<MessageID> 9832751092741 </MessageID>


<SpamReportStatus> ByValueRequired </SpamReportStatus>


<Version> 1.0 </Version>

</report-status>

</spam-rep-document>

--spamrepboundary34567—

X.1.4: SpamRep Client re-submission

Here the SpamRep Client reissues its original request using the By-Value mechanism, as directed by the server.

POST /spamrep HTTP/1.1

Content-Type: multipart/related; boundary=”spamrepboundary02468”

Content-Length: 1049
--spamrepboundary02468
Content-Type: application/vnd.oma.spamrep+xml

<spam-rep-document>

<spam-report>


<MessageID> 9832751092741 </MessageID>


<SpamRepClientID> 4155551212 </SpamRepClientID>


<ReportType> By-Value </ReportType>


<MessageType> Email </MessageType>


<MessageDescriptor> ref1123@example.net </MessageDescriptor>


<SubmissionTime> 2010-08-10T19:08:50.52Z  </SubmissionTime>

<OriginatingAddress> jqpublic-109231@example.com </OriginatingAddress>


<AbuseType> 0 </AbuseType>


<Version> 1.0 </Version>

</spam-report>

</spam-rep-document>

--spamrepboundary02468
Content-Type: application/octet-stream

Content-ID: ref1123@example.net
Received: from make.money.fast.example.com by mobile-dc.example.net
via ESMTP; Thu 5 Aug 2010 11:28:09 -0700 (PDT)

From: John Q. Public <jqpublic-109231@example.com>

Message-Id: <msg91823@example.com>
To: Jane Doe <mobileUser@example.net>

Subject: Cheap pills!

Find your best pharmaceutical prices online!  Check out our web site: http://pills.example.com
--spamrepboundary02468—

X.1.5: SpamRep Report response from Server

Now the Server has accepted the report from the Client.

Content-Type: multipart/related; boundary=”spamrepboundary56789”

Content-Length: 350

--spamrepboundary56789
Content-Type: application/vnd.oma.spamrep+xml

<spam-rep-document>

<report-status>


<MessageID> 9832751092741 </MessageID>

<SpamReportId> 811873119213 </SpamReportId>

<SpamReportStatus> Received </SpamReportStatus>


<Version> 1.0 </Version>

</report-status>

</spam-rep-document>

--spamrepboundary56789—

X.1.6: SpamRep Client requests a status report

In this instance some time has passed since the above spam report was made, and the user would like to know what the results are.

Content-Type: multipart/related; boundary=”spamrepboundary01010”

Content-Length: 296

--spamrepboundary01010
Content-Type: application/vnd.oma.spamrep+xml

<spam-rep-document>

<status-query>


<MessageID> 9832751092741 </MessageID>

<SpamReportId> 811873119213 </SpamReportId>

<Version> 1.0 </Version>

</status-query>

</spam-rep-document>

--spamrepboundary01010—

X.1.7: SpamRep Server responds with a status report

The Server responds to the above request.

Content-Type: multipart/related; boundary=”spamrepboundary98765”

Content-Length: 389
--spamrepboundary98765
Content-Type: application/vnd.oma.spamrep+xml

<spam-rep-document>

<report-status>


<SpamReportId> 811873119213 </SpamReportId>


<SpamReportStatus> Domain blocked </SpamReportStatus>


<AddlStatusInfo> Domain “example.net” has been blocked </AddlStatusInfo>

<Version> 1.0 </Version>

</report-status>

</spam-rep-document>

--spamrepboundary98765—

X.1.8: SpamRep Server error

The Server is unable to accept the spam report submitted in X.1.4 as it does not understand or support SHA-1 hashing.
Content-Type: multipart/related; boundary=”spamrepboundary98989”

Content-Length: 288

--spamrepboundary98989
Content-Type: application/vnd.oma.spamrep+xml

<spam-rep-document>

<report-status>


<SpamReportId> 811873119213 </SpamReportId>


<ErrorCode> 423 </ErrorCode>


<Version> 1.0 </Version>

</report-status>

</spam-rep-document>

--spamrepboundary98989—

X.2: SMS Example set

This subsection presents a set of example messages between a Client and a Server illustrating use of SpamRep in the SMS context.

X.3: MMS Example set

This subsection presents a set of example messages between a Client and a Server illustrating use of SpamRep in the MMS context.

X.4: IM Example set

This subsection presents a set of example messages between a Client and a Server illustrating use of SpamRep in the IM context.

Change 2:  Add Informative References

Add the following informative reference to Section 2.2 of the TS:
[RFC3986]
IETF RFC3986 “Uniform Resource Identifier: Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter; Januaryu 2005
URL http://www.ietf.org/rfc/rfc3986.txt
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