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1. Scope
(Informative)

<< Briefly describe the scope of this document – how it presents the architecture of this particular enabler.  Include an explanation of how this architecture relates to Open Mobile Alliance activity.  If it adds clarity, also describe what is not in the scope of this architecture.  DELETE THIS COMMENT >>

This document defines the architecture for the Spam Reporting (SpamRep) enabler.  This architecture is based on the requirements and use cases described in the SpamRep Requirements Document [SpamRep-RD].  This document describes the functional entities that comprise the enabler, the interfaces between those entities, and the information flow between them.
2. References

The policy and guidelines for references, particularly to material from other organizations, is available at http://member.openmobilealliance.org/ftp/tp/gen_info/Reference.shtml, the following is a brief summary:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for reference use in documents that will be approved with or after a referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	
	

	[SpamRep-RD]
	“SpamRep Requirements”, Open Mobile Alliance™, OMA-RD-SpamRep-V1_0,
URL: <tbd>

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

DELETE THIS COMMENT

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.

Examples:


Entity
Use definition #1 from [OMADICT]


Interactive Service
Use definition from [OMADICT]


Local Term
The definition description would be presented directly

DELETE THIS COMMENT >>

	Reporter
	See [SpamRep-RD]

	Spam
	See [SpamRep-RD]

	SpamRep Client
	See [SpamRep-RD]

	SpamRep Server
	See [SpamRep-RD]

	User
	See [OMADICT]

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3 Abbreviations

<< Add abbreviations as needed to the following table.    No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.

DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction
(Informative)

<< Describe the high level architecture in greater detail than provided in section 1.  From a market perspective, this section should answer the following questions (in prose):

What is the purpose of this architecture?

What problems does this architecture solve?

DELETE THIS COMMENT >> 
The SpamRep enabler provides a mechanism whereby a Reporter can designate received content as “spam” and provide a report to a network entity.  The purpose for this enabler is twofold.  First, it provides Mobile Network Operators the relevant information they need to analyze and address abuse in their networks and keep their network-based anti-abuse elements, such as content filters and blacklists, up-to-date with the latest information necessary to prevent proliferation of messaging abuse.  Second, allowing Users to proactively participate in fighting messaging abuse gives them a sense of satisfaction and an appreciation of progress as unwanted and unsolicited messages are progressively reduced.
The scope of the SpamRep enabler is intentionally narrow and includes only the message transfer between the mobile device and network entity.  The architecture consists of a SpamRep Client in the mobile device, a server in the network, and an interface between them.  Client and server functionality beyond that associated with message transfer between the twois out of scope.
4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial enabler or reference release version described in this AD.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality.  

DELETE THIS COMMENT

The SpamRep enabler defines a common mechanism for Users to report content received by various means as Spam. It specifies types and format of messages sent by the SpamRep Client autonomously or on behalf of the User to the SpamRep Server, SpamRep Server responses and the underlying transport(s) used for the message exchange.

4.2 Version <x.y>

This section should be included for each new major or minor version of the enabler or reference release covered in the AD.

It should provide a high level, concise and informative description of the new or modified functionality introduced in this version of the enabler or reference release covered in the AD, compared to the previous version.  The description should be brief, target length should be a few paragraphs.  When the enabler or reference release is finished, this description should be aligned with the final functionality differences.

DELETE THIS COMMENT

4.2.1 Version <x.y.z>

This section should be included for each new service release covered with the AD.   It should describe at a high level the main changes made to the AD compared to the previous version.  The description should be brief, target length should be one paragraph.
DELETE THIS COMMENT

5. Architectural Model

<< This section defines the enabler’s architectural model.  The model identifies: a) all internal functional components of this enabler, and b) all of the communication relationships between the components of this enabler and with other enablers and applications (including those specifications not defined by OMA).

This section SHOULD contain a diagram of the architecture.  Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities.  However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture.  Figure 1, Figure 2 (or a combination of them, if considered appropriate), are illustrative examples of an architectural diagram and should be modified to reflect this architecture.

Working Groups SHOULD re-use functions specified by other enablers.  Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces and/or reference points, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views as defined in  “Inventory of Architectures and Services”.  This diagram and explanation, however, are optional.  

DELETE THIS COMMENT >>

The architecture model of the SpamRep enabler is based on the requirements defined in [SpamRep-RD]. It is very simple and consists of only a SpamRep Server and a SpamRep client. The SpamRep Server exposes a single interface used by the SpamRep Client.

SpamRep Server may interact with various messaging systems (e.g. e-mail, SMS, MMS etc.), but what those specific systems are and how the interaction is conducted is outside of the scope of the enabler.

SpamRep Server may interact with various spam filtering and reporting systems, but what those specific systems are and how the interaction is conducted is outside of the scope of the enabler.

SpamRep Client may interact with various messaging clients (e.g. e-mail, SMS, MMS etc.), but what those specific clients are and how the interaction is conducted is outside of the scope of the enabler.
5.1 Dependencies

<< This section MUST enumerate all of the dependencies this architecture has.  Dependencies in this context include other enablers, specifications, etc. this enabler calls (i.e. re-uses).  Each dependency MUST include a reference to the document(s) that specifies the depdency.  All of these references MUST also be included in Section 2.1.

The enumeration would be along the lines of a list with entries such as

    - IMAP binary extension [RFC3516]
where the reference (e.g. RFC3516 in this example) would link to the fully qualifed reference in section 2.1 table.

If this architecture has no dependencies, then this section only needs to contain a statement as such.

DELETE THIS COMMENT >>

.

5.2 Architectural Diagram
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Figure 1. SpamRep Architectural Diagram



5.3 Functional Components and Interfaces/reference points definition
































5.3.1 SpamRep Components

5.3.1.1 SpamRep Client

The SpamRep Client implements the functionality necessary to communicate with a SpamRep Server. Users and possibly various messaging systems interact with the SpamRep Client in order to submit a Spam Report or request an action. The SpamRep Client may be implemented in a mobile device, but messaging servers may implement it as well in order to communicate with a SpamRep Server.

SpamRep Client provides the following functionality:

· Performs authentication of the SpamRep Server;

· Optionally protects data integrity and confidentiality of Spam Reports; 

· Applies policies to determine applicable Spam Report settings;

· Creates User-initiated or autonomous Spam Reports and sends them to the SpamRep Server;

· Assembles and sends action requests (e.g. Block/Unblock Sender, Opt Out) to the SpamRep Server;

· Queries the SpamRep Server about the status of Spam Reports;

· Receives responses from the SpamRep Server;

· Protects privacy of Users and Spam Reporters.

5.3.1.2 SpamRep Server

SpamRep Server is a network entity which receives Spam Reports and action requests from SpamRep Clients. It may interact with various messaging and anti-spam systems.

SpamRep Server provides the following functionality:

· Performs authentication of SpamRep Clients;

· Performs  authorization of Spam Reporters;

· Protects data integrity and confidentiality of Spam Reports; 

· Protects privacy of Users and Spam Reporters;

· Applies policies to determine applicable Spam Report handling;

· Receives Spam Reports;

· Processes action requests and responds to queries about Spam Report status;
· Notifying the reporter the status of spam report automatically (if specified by policy);
· Possibly forwarding and sharing of Spam Reports;
· Inspection of a Spam Report.
5.3.2 SpamRep Interfaces

5.3.2.1 Interface SPR-1: SpamRep Server

The SPR-1 interface is exposed by the SpamRep Server and used by SpamRep Clients. It provides the following functions:

· Sending of Spam Reports;

· Requesting actions;

· Querying the status of Spam Reports.
5.3.3 External Components Used by SpamRep Enabler (Informative)

5.3.3.1 Messaging Systems

Messaging Systems represent all the external systems used for sending, receiving and managing various kinds of messages (e.g. email, SMS, MMS etc.). Each of the Messaging Systems typically is comprised of both server and client components, but since they are entirely out of scope of the SpamRep enabler they are represented in a simplified fashion. 

Both SpamRep Server and SpamRep Client may interact with Messaging Systems in order to accomplish Spam Reporting tasks. Messaging Systems may provide the following functionality to the SpamRep enabler:

· Provide messages deemed as Spam for inclusion into Spam Reports either by value, by reference or by fingerprint;

· Perform actions (e.g. Block/Unblock Sender, Opt Out) on behalf of the User/Reporter, as relayed through the SpamRep Server;
· May deliver the Spam Report;

· Provide part of the message deemed spam to SpamRep Client for integration into a Spam Report.
5.3.3.2 Anti-Spam Infrastructure

Anti-Spam Infrastructure represents the external systems used to filter, quarantine and report Spam. Some of those systems may be fully integrated with the Messaging Systems, but logically they are a separate entity and they provide the following functionality to the SpamRep Enabler:

· Accept Spam Report information from the SpamRep Server;

· Provide status information to the SpamRep Server;
· Analyze the Spam Report to determine if it is spam.
5.3.4 External Interfaces Used by SpamRep Enabler (Informative)
5.3.4.1 Interface MSS-1: Messaging Systems

MSS-1 interface is exposed by Messaging Systems. This interface is used by SpamRep Client in order to obtain messages for inclusion into Spam Reports. It provides the following functionality:

· Returns messages for inclusion into Spam Reports by value, by reference or by fingerprint.

5.3.4.2 Interface MSS-2: Messaging Systems

MSS-2 interface is exposed by Messaging Systems. This interface is used by SpamRep Server in order to request actions. It provides the following functionality:

· Accepts requests and returns responses related to actions (e.g. Block/Unblock Sender, Opt Out).

5.3.4.3 Interface ASI-1: Anti-Spam Infrastructure
ASI-1 interface is exposed by Anti-Spam Infrastructure. This interface is used by SpamRep Server in order to report Spam. It provides the following functionality:

· Accept information from SpamRep Server;

· Answer queries about status.

5.4 Security Considerations









5.4    Security Considerations

The primary purpose of the SpamRep enabler is to provide a mechanism to assist in the battle against mobile messaging abuse.  Some messaging abuse is thought to be motivated by pure maliciousness, but the vast majority is known to be motivated by money.  Email spam, for example, is known to be a highly lucrative enterprise for the message originators.  As such, there is a strong motivation on the part of the originators of abusive messages to disrupt spam-control mechanisms in any way possible.  An important security consideration in the SpamRep enabler, therefore, is the ability to prevent denial-of-service attacks.  One way to do this is to ensure that only authorized entities may issue Spam Reports.

Another key security consideration is protection of the Spam Reporter’s privacy.  In a typical usage scenario a User would voluntarily issue a Spam Report in response to receiving an unsolicited and unwanted message.  This message would be transmitted to the SpamRep Server in the operator’s network, and what is subsequently done with that message, including possibly sharing the message with another network operator, is out of scope of the SpamRep enabler.  Messages must be transmitted in a way that preserves the integrity of their contents and protects the identity of the Reporter to ensure that Users will be inclined to use the service.

Security mechanisms that may be employed to prevent denial-of-service attacks and preserve Reporter privacy may include:

· Authentication of Reporter

· Authentication of SpamRep Server

· Authorization of Reporters

· Message integrity protection

· Message confidentiality protection
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Appendix B. Flows (informative)

<< The objective of this section is to describe the high-level logical flows between the architectural entities. 
o
These flows should just serve for a better understanding of the architecture. Therefore it is recommended to add a minimum number of flows, which should be very high-level.
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If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.
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