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1. Scope

The Enabler Test Requirements (ETR) document for the SpamRep 1.0 enabler is created and maintained by the COM-SpamRep SWG.

The ETR document is intended to cover at least those requirements collected in the SpamRep Requirements Document (RD) and Architecture Document (AD) and to identify any technical functionalities that should be covered by testing.

2. References

2.1 Normative References

	[3GPP-TS_23.040]
	3GPP TS 23.040 “Technical Specification Group Core Network and Terminals;Technical realization of the Short Message Service (SMS)”,
URL: http://www.3gpp.org/ftp/Specs/archive/23_series/23.040/

	[3GPP-TR_33.978]
	3GPP TR 33.978 “Security aspects of early IP Multimedia Subsystem (Release 6)”,                                    URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.978/

	[3GPP-TS_33.141]
	3GPP TS 33.141 “Presence service; Security”,                                                                                                URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.141/

	[3GPP-TS_33.222]
	3GPP TS 33.222 “Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)”,                                              URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.222/

	[3GPP2-X.P0027-002]
	3GPP2 X.P0027-002 “Presence Security”,                                                                                                     URL: http://3gpp2.org/Public_html/specs/index.cfm
Note: Work in progress, awaiting IETF drafts

	[OMA_MMS]
	“Multimedia Messaging Service Encapsulation Protocol”, Version 1.3, Open Mobile Alliance(, OMA- TS-MMS-ENC-V1_3-20080128-C,                                                                                                                                                               URL: http://www.openmobilealliance.org/

	[RFC1320]
	IETF RFC 1320 “The MD4 Message-Digest Algorithm”, R. Rivest, April 1992,
URL: http://www.ietf.org/rfc/rfc1320.txt

	[RFC1321]
	IETF RFC 1321 “The MD5 Message-Digest Algorithm”, R. Rivest, April 1992,
URL: http://www.ietf.org/rfc/rfc1321.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2387]
	IETF RFC 2387 “The MIME Multipart/Related Content-type”, E. Levinson, August 1998,                                URL: http://www.ietf.org/rfc/rfc2387.txt

	[RFC2616]
	IETF RFC 2616 “Hypertext Transfer Protocol – HTTP/1.1”, R. Fielding, June 1999,                                URL: http://www.ietf.org/rfc/rfc2616.txt

	[RFC2617]
	IETF RFC 2617 “HTTP Authentication: Basic and Digest Access Authentication”, Franks, J., Hallam-Baker, P., Hostetler, J., Lawrence, S., Leach, P., Luotonen, A. and L. Stewart, June 1999, URL: http://www.ietf.org/rfc/rfc2617.txt

	[RFC2818]
	IETF RFC 2818 “HTTP Over TLS”, Rescorla, E., May 2000, URL: http://www.ietf.org/rfc/rfc2818.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC5246]
	IETF RFC 5246 “The Transport Layer Security (TLS) Protocol”, Dierks, T., Rescorla, E., August 2008, URL: http://www.ietf.org/rfc/rfc5246.txt

	[RFC5322]
	IETF RFC 5322 “Internet Message Format”, P. Resnick, October 2008,
URL: http://www.ietf.org/rfc/rfc2822.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[SpamRep_AD]
	“Mobile Spam Reporting Architecture”, Version 1.0, Open Mobile Alliance(, OMA-AD-SpamRep-V1_0,                                                                                                                                                               URL: http://www.openmobilealliance.org/

	[XSD_spam_rep]
	“XML Schema Definition: “SpamRep Document”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_spam_rep-V1_0,                                                                                                            URL: http://www.openmobilealliance.org/


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, 
URL: http://www.openmobilealliance.org/ 


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Example
	example


3.3 Abbreviations

	Example
	example


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler SpamRep V1.0, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA-RD-SpamRep-V1_0-20090811-C
· OMA-AD-SpamRep-V1_0-20100420-C
· OMA-TS-SpamRep-V1_0-20100601-D
· OMA-SUP-XSD_spam_rep-V1_0-20100210-D
Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for the SpamRep enabler.
This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within SpamRep V1.0.

5. Test Requirements

The Spam Reporting V1.0 enabler supports the following functionality.

· Client-orignated messages containing one or more of the following: Spam Report, Action Request, Status Query, Quarantined Message Query
· Server responses to client-originated messages, containing (as appropriate) one or more of the following: Report Status, Action Response, Quarantined Message List
5.1 Enabler Test Requirements

The test requirements collected in this section are related to the SpamRep 1.0 enabler.

The tables for the mandatory and optional test requirements include the following columns:

FEATURE KEY:
A set of characters uniquely identifying the enabler test requirement to be tested. 

FEATURE DESCRIPTION:
A description of a technical specification feature to be tested.

FEATURE TEST REQUIREMENTS:
A description of what shall be tested for the feature.
5.1.1 Mandatory Test Requirements

Mandatory test requirements cover mandatory features/functions of the SpamRep enabler that shall always be implemented in the client/server.
5.1.1.1 Mandatory Test Requirements – SpamRep Messages
.
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	MSG
	SpamRep Message Formatting
	Requirement to test that Client (( Server messages are formatted as valid SpamRep Messages

	
	MSG-DOCS
	SpamRep Document Formatting
	Requirement to test that SpamRep Documents are correctly formatted as XML documents per the schema in [ref]

	
	MSG-VAL
	Content Formatting
	Requirement to test that when Spam Report is ‘by value’, SpamRep Message contains correctly formatted multipart MIME Content

	
	MSG-REF
	Reference Formatting
	Requirement to test that that when Spam Report is ‘by reference’, SpamRep Message contains correctly formatted Reference

	
	MSG-FPNT
	Fingerprint Formatting
	Requirement to test that that when Spam Report is ‘by fingerprint’, SpamRep Message contains correctly formatted Fingerprint of Content

	Error Flow
	
	
	

	
	
	
	

	
	
	
	


Table 1: Applicability Table for Mandatory SpamRep Message Test Requirements
5.1.1.2 Mandatory Test Requirements – SpamRep Documents
	.
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	DOC-REP
	Spam Report Formatting
	Requirement to test that Spam Report is complete and contains correctly formatted parameters and message attributes

	
	DOC-AREQ
	Action Request Formatting
	Requirement to test that Action Request is complete and contains correctly formatted parameters 

	
	DOC-SQ
	Status Query Formatting
	Requirement to test that Status Query is complete and contains correctly formatted parameters

	
	DOC-QMQ
	Quarantined Message Query Formatting
	Requirement to test that Quarantined Message Query is complete and contains correctly formatted parameters

	
	DOC-RS
	Report Status Formatting
	Requirement to test that Report Status is complete and contains correctly formatted parameters

	
	DOC-ARSP
	Action Response Formatting
	Requirement to test that Action Response is complete and contains correctly formatted parameters

	
	DOC-QML
	Quarantined Message Response Formatting
	Requirement to test that Quarantined Message Response is complete and contains correctly formatted parameters

	
	DOC-SPL
	Share Permission List Formatting
	Requirement to test that Share Permission List is complete and contains correctly formatted parameters

	Error Flow
	
	
	

	
	
	
	

	
	
	
	


Table 2: Applicability Table for Mandatory SpamRep Document Test Requirements
5.1.1.3 Mandatory Test Requirements – Client-Server Communication
.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	CALL-SR
	Spam Report Call Flow
	Requirement to test that Spam Report is transmitted and received correctly, including By-Value, By-Reference, and By-Fingerprint cases

	
	CALL-AREQ
	Action Request Call Flow
	Requirement to test that Action Request is transmitted and received correctly

	
	CALL-SQ
	Status Query Call Flow
	Requirement to test that Status Query is transmitted and received correctly

	
	CALL-QMQ
	Quarantined Message Query Call Flow
	Requirement to test that Quarantined Message Query Call is transmitted and received correctly

	
	CALL-RS
	  Call Flow
	Requirement to test that Report Status is transmitted and received correctly

	
	CALL-ARSP
	Action Response Call Flow
	Requirement to test that Action Response is transmitted and received correctly

	
	CALL-QML
	Quarantined Message Response Call Flow
	Requirement to test that Quarantined Message Response is transmitted and received correctly

	
	CALL-SPL
	Share Permission List Call Flow
	Requirement to test that Share Permission List is transmitted and received correctly

	Error Flow
	
	
	

	
	
	
	

	
	
	
	


Table 3: Applicability Table for Mandatory Client-Server Communication Test Requirements
5.1.1.4 Mandatory Test Requirements – Authentication
.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	AUTH-SC
	Server authenticates Client
	Requirement to test that Server can authenticate the Client

	Error Flow
	
	
	

	
	
	
	

	
	
	
	


Table 4: Applicability Table for Mandatory Authentication Test Requirements

5.1.2 Optional Test Requirements

Optional test requirements cover optional features/functions of the SpamRep enabler.

If an optional requirement of the enabler is implemented in the client/server, this requirement SHALL be tested.

5.1.2.1 Optional Test Requirements for SpamRep Message
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	MSG-HSHR
	Test Reference Hashing 
	Requirement to test hashing the SpamRep content reference via MD4, MD5, SHA-1, and/or SHA-2

	
	MSG-HSHF
	Test Fingerprint Hashing
	Requirement to test hashing the SpamRep content fingerprint via MD4, MD5, SHA-1, and/or SHA-2

	Error Flow
	
	
	

	
	
	
	


Table 5: Applicability Table for SpamRep Message Optional Test Requirements

5.1.2.2 Optional Test Requirements for Authentication
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	AUTH-CS
	Client authenticates Server
	Requirement to test that Client can authenticate the Server

	Error Flow
	
	
	

	
	
	
	


Table 6: Applicability Table for Authentication Optional Test Requirements

5.2 Backwards Compatibility

No backward compatibility requirements are defined since this is the first version of this enabler.

5.3 Enabler Dependencies

No dependencies to other enablers exist.  
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