OMA-TS-SpamRep-V1_0-20100421-D
Page 12  V(27)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	Mobile Spam Reporting Technical Specification

	Draft Version 1.0 – 21 Apr 2010

	Open Mobile Alliance

	OMA-TS-SpamRep-V1_0-20100421-D

	
	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2009 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

51.
Scope

2.
References
6
2.1
Normative References
6
2.2
Informative References
7
3.
Terminology and Conventions
8
3.1
Conventions
8
3.2
Definitions
8
3.3
Abbreviations
8
4.
Introduction
9
4.1
Version 1.0
9
5.
Messages and Message Formats
10
5.1
SpamRep Client Originated Messages
10
5.1.1
Spam Report
10
5.1.2
Action Request
10
5.1.3
Status Query
11
5.1.4
Quarantined Messages Query
11
5.2
SpamRep Server Originated Messages
11
5.2.1
Report Status
11
5.2.2
Action Response
12
5.2.3
Quarantined Messages List
12
5.3
SpamRep XML Document
13
5.3.1
Mime Type
13
5.3.2
XML Schema
13
5.3.3
Structure
13
5.4
Description of Frequently Used Parameters
13
6.
Procedures
15
6.1
Common Procedures
15
6.2
Client Procedures
15
6.2.1
Spam Report Submission
15
6.2.2
Requesting an Action
15
6.2.3
Spam Report Status Query
15
6.2.4
Quarantined Messages Query
15
6.3
Server Procedures
16
6.3.1
Receiving a SpamRep Message
16
6.3.2
Sending a Response
17
7.
Protocol
18
7.1
User-Initiated Report Session
18
7.2
Autonomous Report Session
18
7.3
Request/Query Session
18
8.
Error Handling
19
9.
System Concepts
20
9.1
Authentication
20
9.2
Authorization
20
9.3
Privacy
20
9.4
Ex<text>
20
9.4.1
Ex<text>
20
Appendix A.
Change History (Informative)
21
A.1
Approved Version History
21
A.2
Draft/Candidate Version 1.0 History
21
Appendix B.
Static Conformance Requirements (Normative)
22
B.1
SCR for XYZ Client
22
B.2
SCR for XYZ Server
22
Appendix C.
<Additional Information>
23
C.1
App Headers
23
C.1.1
More Headers
23


Figures

15Figure 1: Example Figure




Tables

11Table 1: Parameters in a Spam Report Status Query message


12Table 2: Information elements in the SpamReportStatusInfo structure


12Table 3: Parameters in a Quarantined Messages List


14Table 4: Frequently used parameters




1. Scope

The scope of this document is to define the technical details of the SpamRep enabler., including:
· SpamRep message format and characteristics

· SpamRep Client-Server protocol

· Client procedures

· Server procedures relevant to the SpamRep Client-Server interface

This document does not address technical areas that are outside the scope of the SpamRep 1.0 enabler, such as server-to-server message forwarding, processing the SpamRep message, or server interaction with any external spam-mitigation infrastructure. 

2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[XSD_spam_rep]
	“XML Schema Definition: “SpamRep Document”, Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_spam_rep-V1_0,                                                                                                            URL: http://www.openmobilealliance.org/

	[SpamRep_AD]
	“Mobile Spam Reporting Architecture”, Version 1.0, Open Mobile Alliance(, OMA-AD-SpamRep-V1_0,                                                                                                                                                               URL: http://www.openmobilealliance.org/

	[3GPP-TS_33.141]
	3GPP TS 33.141 “Presence service; Security”,                                                                                                URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.141/

	[3GPP2-X.P0027-002]
	3GPP2 X.P0027-002 “Presence Security”,                                                                                                     URL: http://3gpp2.org/Public_html/specs/index.cfm
Note: Work in progress, awaiting IETF drafts

	[3GPP-TS_33.222]
	3GPP TS 33.222 “Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)”,                                              URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.222/

	[3GPP-TR_33.978]
	3GPP TR 33.978 “Security aspects of early IP Multimedia Subsystem (Release 6)”,                                    URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.978/

	[RFC2617]
	IETF RFC 2617 “HTTP Authentication: Basic and Digest Access Authentication”, Franks, J., Hallam-Baker, P., Hostetler, J., Lawrence, S., Leach, P., Luotonen, A. and L. Stewart, June 1999, URL: http://www.ietf.org/rfc/rfc2617.txt

	[RFC2818]
	IETF RFC 2818 “HTTP Over TLS”, Rescorla, E., May 2000, URL: http://www.ietf.org/rfc/rfc2818.txt

	[RFC5246]
	IETF RFC 5246 “The Transport Layer Security (TLS) Protocol”, Dierks, T., Rescorla, E., August 2008, URL: http://www.ietf.org/rfc/rfc5246.txt

	[RFC2387]
	IETF RFC 2387 “The MIME Multipart/Related Content-type”, E. Levinson, August 1998,                                URL: http://www.ietf.org/rfc/rfc2387.txt

	[RFC2616]
	IETF RFC 2616 “Hypertext Transfer Protocol – HTTP/1.1”, R. Fielding, June 1999,                                URL: http://www.ietf.org/rfc/rfc2616.txt

	[OMA_MMS]
	“Multimedia Messaging Service Encapsulation Protocol”, Version 1.3, Open Mobile Alliance(, OMA- TS-MMS-ENC-V1_3-20080128-C,                                                                                                                                                               URL: http://www.openmobilealliance.org/

	[RFC1320]
	IETF RFC 1320 “The MD4 Message-Digest Algorithm”, R. Rivest, April 1992,
URL: http://www.ietf.org/rfc/rfc1320.txt

	[RFC1321]
	IETF RFC 1321 “The MD5 Message-Digest Algorithm”, R. Rivest, April 1992,
URL: http://www.ietf.org/rfc/rfc1321.txt

	[RFC2822]
	IETF RFC 1321 “Internet Message Format”, P. Resnick, April 2001,
URL: http://www.ietf.org/rfc/rfc2822.txt

	[3GPP-TS_23.040]
	3GPP TS 23.040 “Technical Specification Group Core Network and Terminals;Technical realization of the Short Message Service (SMS)”,
URL: http://www.3gpp.org/ftp/Specs/archive/23_series/23.040/


2.2 Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

DELETE THIS COMMENT

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	SpamRep Document
	An XML document conforming to the XML schema described in [XSD_spam_rep]. It is used as container for messages exchanged between SpamRep Clients and Servers.

	SpamRep Message
	A message exchanged between SpamRep Client and Server. It consists of a SpamRep Document and optionally a message deemed as Spam.

	SpamRep Message Element
	A complex XML element containing all the data related to a specific type of the message. It is contained within the SpamRep Document.

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3
Abbreviations

<< Add abbreviations as needed to the following table.  No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.

DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction

The SpamRep enabler provides a capability wherein media content that is received on a device can be designated, either by the User or automatically by the SpamRep client, as Spam and a report containing information about the Spam message is sent to a Server for further processing.  The report contains information about the origin(s) and content of the Spam message, and this information may be used to blacklist the originator or prevent further instances of the same or similar messages from reaching Users.  The SpamRep 1.0 enabler only specifies the Client-Server interface; any processing of the received Spam Report by the Server is out of scope.  
In addition to the basic capability described above, the SpamRep enabler provides a mechanism for Users to request the blocking or unblocking of specific Spam message originators, as well as an ability to indicate the type of abusive message received (e.g., malware, phising attack, etc.).  
4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the specification.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality. 

DELETE THIS COMMENT

5. Messages and Message Formats
SpamRep enabler defines two kinds of messages:
· SpamRep Client originated messages, and
· SpamRep Server originated messages.
Both SpamRep Server and Client originated messages SHALL be formatted as SpamRep Messages. SpamRep Message consists of a SpamRep Document and an optional attachment. SpamRep Document is an XML document containing SpamRep Message Elements. SpamRep Message Elements are complex XML elements encapsulating all the data (parameters) required for a specific type of the message (e.g. Spam Reprot, Report Status, etc). The attachment contains message(s) being reported as Spam. The XML schema for SpamRep Document and SpamRep Message Elements is described in section 5.3.

5.1 SpamRep Client Originated Messages
The following messages are sent from SpamRep Client to SpamRep Server:

1. Spam report;
2. Action request;
3. Status query, and
4. Quarantined messages query.
5.1.1 Spam Report

Spam Report message is sent either automatically by the SpamRep Client, or initiated by the User to report a message deemed to be Spam. The structure and format of the Spam Report Message Element is defined by the XML schema as described in section 5.3. The Spam Report Message Element is implemented as the <spam-report> element of the <spam-rep-document> root element with the following clarifications:

The following table specifies parameters in a Spam Report message:  

	Parameter name
	Data type
	Parameter cardinality
	Description

	MessageID
	Integer
	1
	The unique id for this Message Element

	SpamRepClientID
	String
	1
	Identifies the SpamRep Client, assigned and provisioned by the MNO.

	ReportType
	String
	1
	Indicates the type of spam reporting: By-Value, By-Reference, By-Fingerprint

	MessageType
	String
	1
	Email, SMS, MMS, IM, etc

	MessageDescriptor
	String
	1
	When reporting By-Value, this parameter points to the message in the attachment. When reporting By-Reference, this parameter points to the reference in the attachment. When reporting By-Fingerprint, this parameter points to the fingerprint in the attachment.

	MessageAttributes
	Data Structure
	0..1
	Additional information about the reported abuse message when ReportType is By-Reference or By-Fingerprint. Each MessageType has its own set of attributes. The attributes are generally transmitted in, and extracted from message headers. 


Table 1: Parameters in a Spam Report message

The SpamRep Client SHALL generate the MessageID parameter and SHALL ensure its uniqueness locally. This parameter SHALL be used to correlate this Message Element with a Message Element contained in the subsequent SpamRep Server response.

SpamRepClientID parameter SHALL contain the IMEI of the reporting device when the SpamRep Client is deployed on a mobile device or the value of a provisioned identifier otherwise.

The value of the ReportType parameter SHALL be determined by Mobile Network Operator’s policies. For example, based on MessageType, SMS messages are reported By-Value, MMS messages are reported By-Fingerprint and Email messages are reported By-Reference, or based on the message size, messages smaller then certain size are reported By-Value and all others are reported By-Reference.
When ReportType is set to By-Value, attribute “value-type” SHALL be provided to indicate whether the full or partial Content is included in the Spam Report. Possible values for the “value-type” attribute are: “full” and “partial”.

When ReportType is set to By-Reference, attribute “reference-type” SHALL be provided to indicate the hashing function applied to the reference. Possible values for the “reference-type” attribute are specified in section 5.1.1.2.
When ReportType is set to By-fingerprint, attribute “fingerprint-type” SHALL be provided to indicate the fingerprinting function applied to the Content. Possible values for the “fingerprint -type” attribute are specified in section 5.1.1.3.

The value of MessageType parameter SHALL indicate the type of the messaging system which delivered the message being reported as Spam. The Message Type parameter SHALLhave one of the following values: EMAIL, SMS, MMS, IM or OTHER.

MessageDescriptor parameter has different meaning depending on the value of the ReportType parameter:

1. When ReportType is By-Value, MessageDescriptor SHALL point to the message supplied in the attachment part of the SpamRep Message. For example, when HTTP is used as transport, MessageDescriptor contains the ContentID (CID) of the part in the multipart body of the HTTP request.

2. When ReportType is By- Reference, MessageDescriptor SHALL point to the message reference in the attachment part of the SpamRep Message.

3.  When ReportType is By- Fingerprint, MessageDescriptor SHALL point to the fingerprint in the attachment part of the SpamRep Message.
MessageAttributes SHALL contain the additional information about the message being reported as Spam as specified in section 5.1.1.1.
5.1.1.1 Message Attributes

When preparing a Spam Report and the MessageType Parameter is set to “Email”, the SpamRep Client SHALL include the following data in the MessageAttributes parameter:

	Parameter name
	Data type
	Parameter cardinality
	Description

	Message-ID
	String
	0..1
	The contents of the Message-ID header as specified in the RFC 822

	Received
	String
	0..n
	The contents of the Received header as specified in the RFC 822. There MAY be multiple Received parameters.

	To
	String
	1
	The contents of the To header as specified in the RFC 822

	From
	String
	0..1
	The contents of the From header as specified in the RFC 822


Table 2: Email message attributes

When preparing a Spam Report and the MessageType Parameter is set to “SMS”, the SpamRep Client SHALL include the following data in the MessageAttributes parameter:

	Parameter name
	Data type
	Parameter cardinality
	Description

	MessageType
	String
	0..1
	The value of TP‑Message‑Type‑Indicator (TP‑MTI) as defined in [3GPP-TS_23.040]. SMS-DELIVER assumed if parameter not present

	OriginatingAddress
	String
	0..1
	Sender’s purported address – usually MSISDN of the originating device, as defined in [3GPP-TS_23.040]

	ReceivingAddress
	String
	0..1
	Address that the abusive message was addressed to – usually MSISDN of the reporting device, as defined in [3GPP-TS_23.040]


Table 3: SMS message attributes
When preparing a Spam Report and the MessageType Parameter is set to “MMS”, the SpamRep Client SHALL include the following data in the MessageAttributes parameter:

	Parameter name
	Data type
	Parameter cardinality
	Description

	MessageType
	String
	1
	Value of the X-Mms-Message-Type parameter as specified in [OMA_MMS]

	MessageID
	Integer
	1
	Value of the Message-ID parameter as specified in [OMA_MMS]

	TransactionID
	String
	1
	Value of the X-Mms-Transaction-ID parameter as specified in [OMA_MMS]

	To
	String
	0..1
	Value of the To parameter as specified in [OMA_MMS]

	From
	String
	0..1
	Value of the From parameter as specified in [OMA_MMS]


Table 4: MMS message attributes
When preparing a Spam Report and the MessageType Parameter is set to “IM”, the SpamRep Client SHALL include the following data in the MessageAttributes parameter:

	Parameter name
	Data type
	Parameter cardinality
	Description

	SeriviceType
	String
	1
	Identifier of the IM service, e.g. ICQ, MSN, etc

	To
	String
	0..1
	Address of the recipient of the message (e.g. OMA IM UserID)

	From
	String
	0..1
	Purported address of the sender of the message


Table 5: IM message attributes

Editor’s Note: The details of the MessageAttributes parameter for different MessageTypes are FFS
5.1.1.2 Message Reference
For the purposes of the SpamRep enabler, message reference consists of full or partial message metadata (e.g. message headers) and optionally partial message data. Message reference MAY be further processed by application of a hashing function in order to reduce its size. 

The applied hashing function SHALL be specified in the “hashing-function” attribute of the ReportType parameter. Allowed values for this attribute are:

1. “null” – indicates that no hashing function is applied to the message reference

2. “MD4” – indicates that MD4 hashing function as defined in [RFC1320] is applied to the message reference.
3. “MD5” – indicates that MD5 hashing function as defined in [RFC1321] is applied to the message reference.
The default value for the “hashing-function” attribute is “null”.
The SpamRep Server SHALL support both MD4 and MD5 hashing functions. The SpamRep Client SHOULD support both MD4 and MD5 hashing functions. The preferred hashing function SHALL be determined by operator’s policies.

When preparing a Spam Report and the MessageType Parameter is set to “Email” and ReportType is set to “By-Reference”, the SpamRep Client SHALL include the following data in the message reference:
1. All message headers in the order in which they were received.  The structure of the email message is defined in [RFC2822]

When preparing a Spam Report and the MessageType Parameter is set to “SMS” and ReportType is set to “By-Reference”, the SpamRep Client SHALL include the following data in the message reference:
1. The entire SMS-DELIVER PDU as defined in [3GPP-TS_23.040] except for the last field (TP-UD).

When preparing a Spam Report and the MessageType Parameter is set to “MMS” and ReportType is set to “By-Reference”, the SpamRep Client SHALL include the following data in the message reference:
1. The entire M-Notification.ind PDU as defined in [OMA_MMS].
When preparing a Spam Report and the MessageType Parameter is set to “IM” and ReportType is set to “By-Reference”, the SpamRep Client SHALL include the following data in the message reference:
1. Entire message including both Content and metadata.
Editor’s Note: The details about generation/extraction of the message reference for different MessageTypes are FFS
5.1.1.3 Message Fingerprint
Editor’s Note: The details about generation of the message fingerprint for different MessageTypes are FFS
Editor’s Note: The rest of the contents of this section will be defined later
5.1.2 Action Request
Action Request message is initiated by the User and sent by the SpamRep Client, to request an action to be performed by the SpamRep Server. SpamRep Server SHALL and SpamRep Client SHOULD support the following actions:

1. Block Sender;
2. Unblock Sender;
3. Release Quarantined Message, and
4. Opt Out.

The structure and format of the Action Request Message Element is defined by the XML schema as described in section 5.3. The Action Request Message Element is implemented as the <action-request> element of the <spam-rep-document> root element with the following clarifications:

The following table specifies parameters in an Action Request Message Element:  

	Parameter name
	Data type
	Parameter cardinality
	Description

	ActionType
	String
	1
	The type of the action to be performed. Possible values are: “BlockSender”, “UnblockSender”, “ReleaseQuarantinedMessage” and “OptOut”. 

	Sender
	String
	0..n
	The address of the sender to be blocked or unblocked. This element is mandatory for Block and Unblock Sender requests

	QuarantinedMessageId
	String
	0..n
	The Id of the message to be released from quarantine. This Id is returned in the quarantined messages list as the response to quarantined messages query.


Table 6: Action Request Parameters

Editor’s Note: The parameters for Opt Out Action Request type are FFS
The value of the ActionType parameter SHALL indicate the type of the action being requested. The ActionType parameter SHALL have one of the following values: “BlockSender”, “UnblockSender”, “ReleaseQuarantinedMessage” or “OptOut”.
The Sender parameter SHALL be mandatory when ActionType is either “BlockSender” or “UnblockSender”, otherwise it SHALL be optional. The value of the Sender parameter SHALL contain the address of the sender to be blocked or unblocked. The sender address MAY be one of the following: MSISDN or SIP URI in case of SMS or MMS, email address in case of email messages, or a specific sender URI applicable to the IM service.

The QuarantinedMessageId parameter SHALL contain the value of the identically named parameter in the Quarantined Messages List returned as the response to the Qurarntined Messages Query corresponding to the message which is requested to be released from quarantine.
Editor’s Note: The rest of the contents of this section will be defined later
5.1.3 Status Query
Status Query message is initiated by the User and sent by the SpamRep Client in order to obtain status of a previously submitted Spam Report from the SpamRep Server. The structure and format of the Status Query Message Element is defined by the XML schema as described in section 5.3. The entire Message Element is contained within the <status-query> element of the <spam-rep-document> root element with the following clarifications:

The following table specifies parameters in a Spam Report Status Query Message Element:  
	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamReportID
	String
	1..n
	List of SpamReportID’s that identify the Spam Reports whose status is queried.  

 


Table 7: Parameters in a Spam Report Status Query message
Editor’s Note: The rest of the contents of this section will be defined later
5.1.4 Quarantined Messages Query

Quarantined Messages Query message is initiated by the User and sent by the SpamRep Client in order to obtain a list of quarantined messages from the SpamRep Server. The structure and format of the Quarantined Messages Query message is defined by the XML schema as described in section 5.3. The entire message is contained within the <quarantined-messages-query> element of the <spam-rep-document> root element with following the clarifications:

There are no query-specific parameters.
Editor’s Note: The rest of the contents of this section will be defined later
5.2 SpamRep Server Originated Messages
The following messages are sent from SpamRep Server to SpamRep Client:

1. Report status;

2. Action response, and

3. Quarantined messages list.
5.2.1 Report Status 

Report Status message is sent by the SpamRep Server as the initial response to the Spam Report message received from the SpamRep Client. This message is also sent in response to the Status Query message, and as an asynchronous status notification message. The structure and format of the Report Status Message Element is defined by the XML schema as described in section 5.3. The entire Message Element is contained within the <report-status> element of the <spam-rep-document> root element with the following clarifications:
	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamReportID
	String
	1
	See Table x (Description of Frequently Used Parameters)

	SpamReportStatus 
	String
	1
	Status of Spam Report identified by SpamReportID. See Table x (Description of Frequently Used Parameters)

	AddlStatusInfo
	String
	0..1
	Additional information pertaining to the status


Table 8: Information elements in the Spam_Report_Status Message Element
Editor’s Note: The rest of the contents of this section will be defined later
5.2.2 Action Response 

Action Response message is sent by the SpamRep Server in response to the Action Request message received from the SpamRep Client. The structure and format of the Action Response message is defined by the XML schema as described in section 5.3. The entire message is contained within the <action-response> element of the <spam-rep-document> root element with the following clarifications:
Editor’s Note: The rest of the contents of this section will be defined later
5.2.3 Quarantined Messages List 

Quarantined Messages List message is sent by the SpamRep Server in response to the Quarantined Messages Query message received from the SpamRep Client. The list of quarantined messages is obtained from an entity external to the SpamRep Server (e.g. message box located in the Messaging System). The structure and format of the Quarantined Messages List Message Element is defined by the XML schema as described in section 5.3. The entire Message Element is contained within the < quarantined-messages-list > element of the <spam-rep-document> root element with the following clarifications:
The following table specifies parameters in a Quarantined Messages List Message Element.

	Parameter name
	Data type
	Parameter cardinality
	Description

	QuarantinedMessage  
	Data Structure
	1..n
	 List of quarantined messages.   


Table 9: Parameters in a Quarantined Messages List Message Element
Editor’s Note: The rest of the contents of this section will be defined later
Editor’s Note: The contents of this section will be updated in subsequent CRs
5.3 SpamRep XML Document

SpamRep XML document SHALL be used as the container for both SpamRep Server and Client originated messages. SpamRep XML document MAY contain multiple messages as defined in Sections 5.1 and 5.2.

5.3.1 Mime Type

The MIME type for SpamRep XML document SHALL be “application/vnd.oma.spamrep+xml”.

5.3.2 XML Schema
The SpamRep XML document SHALL conform to the XML schema described in [XSD_spam_rep].

5.3.3 Structure
The SpamRep XML document SHALL conform to the XML schema described in section 5.3.2 “XML Schema”, with the following clarifications:
· The root element of the SpamRep XML document SHALL be <spam-rep-document>
· The root element of the SpamRep XML document SHALL contain at least one and possibly multiple messages.
Editor’s Note: Additional details about the structure may be provided as the group further refines the specification..

5.4 Description of Frequently Used Parameters
The following table contains descriptions of frequently used parameters used throughout the document:
	Parameter name
	Data type
	Parameter cardinality
	Description

	SpamRepClientID
	String
	1
	Identifies the SpamRep Client, assigned and provisioned by the MNO.

	SpamRepServerID
	String
	1
	Identifies the SpamRep Server, assigned and MAY be provisioned by the MNO.

	SpamReportID

	String
	1
	Identifies the SpamRep Report, assigned by the SpamRep Server after receiving the report and communicated back to the client in the response.

	MessageID
	Integer
	1
	A unique identifier that is given by the SpamRep enabler (i.e. SpamRep Client,  or  SpamRep Server) to each Message. The response to a given message MUST contain the same MessageID. 

	SpamReportStatus  
	String
	1
	Provides information  about  the status of  a Spam Report, 

	AbuseType
	String
	0..1
	Indicating the type of abuse: Spam, Phishing, Malware (e.g., Virus/Spyware), Not Spam, Miscategorized, Unauthorized Message (violation of a security policy), Sender Authentication Failure, Other, Unspecified.

	SubmissionTime
	String
	0..1
	The  date and time of a Spam Report’s submission.

	DeliveryPath
	String
	0..1
	Describing the delivery path of the abusive message 

	OriginatingAddress
	String
	0..1
	Identifies the actual or purported originating address of the abusive message.

	ForwardStatus
	Boolean
	0..1
	Identify  if the report is  a forwarded report.

	SharePermission  
	Boolean
	0..1
	Indicating Reporter's permission to share Spam Reports with third parties which reside outside of SpamRep Server's network.

	MessageStatus  
	Boolean
	0..1
	Indicates  Spam Report  reception success or failure 

	Version
	String
	0..1
	Indicates the SpamRep version.


Table 10: Frequently used parameters

6. Procedures

<<This section will specify SpamRep Client and Server procedures .  DELETE THIS COMMENT >>

6.1 Common Procedures

6.2 Client Procedures

The procedures described in the following subsections are performed by the SpamRep Client.

6.2.1 Spam Report Submission

When reporting messaging abuse, the SpamRep Client:

1. SHALL assemble a Spam Report Message Element as described in section 5.1.1;

2. SHALL assemble a SpamRep Document containing the assembled Spam Report Message Element as described in section 5.3. Additional SpamRep Client originated Message Elements MAY be included in the same SpamRep Document; and,

3. SHALL send the SpamRep Message to the SpamRep Server as described in section 7. The SpamRep Message SHALL contain the assembled SpamRep Document. If the ReportMechanism element of the Spam Report Message Element is By-Value, the SpamRep Message SHALL include the original message.

6.2.2 Requesting an Action

When requesting an action, the SpamRep Client:

1. SHALL assemble an Action Request message as described in section 5.1.2;

2. SHALL assemble a SpamRep Document containing the assembled Action Request Message Elemente as described in section 5.3. Additional SpamRep Client originated messages MAY be included in the same SpamRep Document; and,

3. SHALL send the SpamRep Message to the SpamRep Server as described in section 7. The SpamRep Message SHALL contain the assembled SpamRep Document.
6.2.3 Spam Report Status Query
When requesting a Spam Report status, the SpamRep Client:

1. SHALL assemble a Status Query message as described in section 5.1.3;

2. SHALL assemble a SpamRep Document containing the assembled Status Query Message Element as described in section 5.3. Additional SpamRep Client originated messages MAY be included in the same SpamRep Document; and,

3. SHALL send the SpamRep Message to the SpamRep Server as described in section 7. The SpamRep Message SHALL contain the assembled SpamRep Document.
6.2.4 Quarantined Messages Query

When querying for quarantined messages, the SpamRep Client:

1. SHALL assemble a Quarantined Messages Query message as described in section 5.1.4;

2. SHALL assemble a SpamRep Document containing the assembled Quarantined Messages Query Message Element as described in section 5.3. Additional SpamRep Client originated messages MAY be included in the same SpamRep Document; and,

3. SHALL send the SpamRep Message to the SpamRep Server as described in section 7. The SpamRep Message SHALL contain the assembled SpamRep Document.
6.3 Server Procedures

The procedures described in the following subsections are performed by the SpamRep Server.
6.3.1 Receiving a SpamRep Message

After receiving a SpamRep Message from a SpamRep Client, the SpamRep Server:

1. SHALL extract and parse the SpamRep Document in order to extract SpamRep Message Elements enclosed within the SpamRep Document.

2. SHALL process each of the extracted SpamRep Message Elements as described in  sections 6.3.1.1-6.3.1.4

3. SHALL send a response to the requesting SpamRep Client as described in section 6.3.2

6.3.1.1 Processing a Received Spam Report

After receiving a Spam Report Message Element, the SpamRep Server:

1. SHALL verify that the message being reported as spam is either included in the Spam Report Message when reporting is By-Value, or can be uniquely identified if reporting is By-Reference or By-Fingerprint.

2. SHALL generate the unique SpamReportId, create a Status Report Message Element and set the SpamReportStatus element to “Received” if the step 1 was successful. 

3. SHALL create a Status Report Message Element and set the SpamReportStatus element to “ByValueRequired” if the step 1 was not successful.
Editor’s Note: Handling of the case when reporting is By-Value and the message body is missing has to be further specified.

6.3.1.2 Processing a Received Action Request

After receiving an Action Request Message Element, the SpamRep Server:

1. SHALL attempt to perform the requested action by accessing external systems.

2. SHALL create an Action Response Message Element and enclose the response received from the external systems.

Editor’s Note: The details for particular actions (if any) are FFS
6.3.1.3 Processing a Received Spam Report Status Query

After receiving a Spam Report Status Query Message Element, the SpamRep Server:

1. SHALL retrieve the status for each SpamReportId contained in the Spam Report Status Query Message Element, either from its internal records or by accessing external systems.

2. SHALL create a Status Report Message Element for each SpamReportId and set the SpamReportStatus element to the value of the retrieved status.

6.3.1.4 Processing a Received Quarantined Messages Query

After receiving a Quarantined Messages Query Message Element, the SpamRep Server:

1. SHALL attempt to retrieve a list of quarantined messages by accessing external systems, e.g.,  using existing Messaging System interfaces to access the message box located in the Messaging System.

2. SHALL create a Quarantined Messages List Message Element and populate it with the list of quarantined messages obtained in step 1. If there are no quarantined messages, the Quarantined Messages List Message Element SHALL be empty.

6.3.1.5 Preparing an Asynchronous Status Notification Message  

If specified by policy, SpamRep Server MAY send asynchronous Spam Report status notification messages to the SpamRep Client. In such a case, the SpamRep Server:

1. SHALL retrieve the status for each intended SpamReportId, either from its internal records or by accessing external systems.

2. SHALL create a Status Report Message Element for each intended SpamReportId and set the SpamReportStatus element to the value of the retrieved status.

Editor’s Note: The details relating to the list format are FFS
6.3.2 Sending a Response

After processing all of the SpamRep Message Elements received in the SpamRep Document, the SpamRep Server:

1. SHALL encapsulate all of the generated response SpamRep Message Elements in a new SpamRep Document.

2. SHALL send response to the requesting SpamRep Client containing the newly generated SpamRep Document as described in section 7.

7. Protocol

SpamRep Clients and Servers communicate by exchanging SpamRep Messages as described in section 5. SpamRep Message Elements defined in sections 5.1 and 5.2 are formatted as XML and enclosed within the SpamRep Document container. Multiple SpamRep Message Elements MAY be enclosed in the same container.

SpamRep Messages SHALL be transported between SpamRep Clients and Servers using the HTTP protocol as described in [RFC2616]. 

SpamRep Client SHALL initiate the communication by sending an HTTP POST request to the URI of the SpamRep Server. The body of the request SHALL contain the SpamRep Message. The MIME type of the entire request body SHALL be “multipart/related” as specified in [RFC2387], except in the case when SpamRep Message contains only the SpamRep Document, and then the MIME type of the request body SHALL be “application/vnd.oma.spamrep+xml”.
After receiving and processing the HTTP POST request, the SpamRep Server SHALL respond with an HTTP response. The body of the response SHALL contain the SpamRep Document consisting of at least one and possibly multiple messages.

7.1 User-Initiated Report Session

7.2 Autonomous Report Session

7.3 Request/Query Session
8. Error Handling

9. System Concepts

9.1 Authentication

The SpamRep interface SPR-1exposed by the SpamRep Server (see [SpamRep_AD]) SHALL provide SpamRep Client authentication, and SHOULD provide SpamRep Server authentication.

For a 3GPP IMS or 3GPP2 MMD realisation, the SPR-1 interface corresponds to the Ut Reference Point. In this case the authentication between the SpamRep Client and Server SHALL be performed according to [3GPP-TS_33.141] / [3GPP2-X.P0027-002].

If the Generic Authentication Architecture (GAA) as defined in [3GPP-TS_33.222] is not used, the SpamRep Client SHOULD and the SpamRep Server SHALL support [RFC2617] HTTP Digest Authentication. 

The HTTP Digest authentication performed between SpamRep Client and Server SHALL conform to [RFC2617] with the following clarifications:

1. The HTTP  “401 Unauthorized” error response  SHALL be used;

2. The “username” parameter SHALL have the value of the SIP or Tel URI identifying the user (the Public User Identity) or the value of a parameter explicitly provisioned for the purpose of authentication;

The SpamRep Server SHALL support HTTP over TLS as specified in [RFC2818] for server authentication over the SPR-1 interface. 

The SpamRep Client SHOULD support HTTP over TLS as specified in [RFC2818] for server authentication over the SPR-1 interface.
The Transport Layer Security (TLS) protocol is defined by [RFC5246].
An HTTP "403 Forbidden" error response SHALL be sent to the SpamRep Client after a number of successive failed responses to a challenge with the number of challenge failures is decided by local policy.

9.2 Authorization

9.3 Privacy

9.4 Ex<text>

9.4.1 Ex<text>

9.4.1.1 Exa<text>

Figure 1: Example Figure
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF
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If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>







( 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-Spec-20090101-I]
( 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-Spec-20090101-I]

