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1 Reason for Change

This CR addresses the following Action Item XDM-2010-A003  “Write new Appendix H in Core TS about Access Permission List.”
	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree to the proposed changes to the XDM 2.1 XDM Core TS and update the document as described below.
6 Detailed Change Proposal

Change 1:  Add new Appendix X “Access Permissions Change Notifications” after last existing Appendix as described below. 

Appendix X “ Access Permissions Change Notifications ” (informative)

This appendix describes have the XDM V2.1 requirement ACP-29 as described in [XDM_RD] have been solved in this specification.  A UE that needs to implement a solution for the requirement is recommended to use the guidelines given in this appendix.
According to the requirement a user must be notified the first time she/he gets any Access Permissions to an XDM Resource or if her/his the Access Permissions for particular XDM Resource is changed .The User must also be able to obtain information about which Access Permissions it has to a particular XDM Resource (see [XDM_RD] requirement ACP-025). 
The solution for these two requirements in the XDM Core is a new Application Usage “Access Permissions List”, some new procedures to the XDMS section  6,2.4,  a new <actions> child element to section 5.6 and to reuse  already existing XDMC and XDM Agent procedures in section 6.1 
ACP-025 is solved by giving the Admin Principal possible to define a permission rule that grant a user limited access to the Primary Principal’s Access Permission Document. The limitation is that a user will be able to retrieve an Access Permissions Document that is filtered only to contain the requesting Principal’s permissions. The <actions> child element used is the <allow-retrieve-own-data> element as described in section 5.6.  When the XDMS is executing the procedures described in 6.2.5.2 for a retrieve request and the requested XDM Document is the Access Permissions Document, the XDMS will check for a rule with  the <allow-retrieve-own-data> element and check if the <conditions> element is matching the requesting Principal by checking the <identity> and <external-list> elements. If matching occurs the XDMS will remove all information in the Access Permissions document that does not relate to the requesting user before sending the Access Permissions Document to her if the user is not granted access, the XDMS will return a negative response without any information at all.
ACP-29 is solved by adding the procedure in 6.2.4.4 and the Application Usage Access Permissions List see [XDM_List]. This Application Usage maintains a list of references to Access Permissions Documents for User Directories which the Primary Principal has access to. I.e. it is a resource list for URIs to Access Permissions Documents.  By subscribing to this list a UE can be informed about changes in this list and use this information to prompt the user with e.g. “User A has given you access to her personal information”.  Applying the procedures in section 6.2.4.4 the XDMS will act as an XDM Agent and update a user’s Access Permissions List based on two conditions;the user has been given Access Permissions to some content in another user’s User Directory and; the user has Access Permissions to the Access Permissions Document of this User Directory. 
To describe how the functions can be used in UE implementation, an example is shown below:
Assume that the UE needs to implement a feature “Give a user access to my personal data and inform the user about it”.
1. The user reads about the feature in the manual in his device and activates the feature by requesting the UE to start it.
2. The UE orders the embedded XDMC to fetch the XDM Directory Documents using the procedures in section 6.1.1.2.3 and  the UE render some information showing what personal information the user has, based on which Application Usages and existing XDM Document URIs returned from the XDMC.
3.  The User selects which type personal information that it wants to give another user access to and informs the UE.

4. The UE orders the XDMC to fetch the Access Permissions Documents related to this personal information and checks if the user is allowed to administrate its own Access Permissions Documument for this type of personal information. If not the use case end here.  
5. The UE render a set of Access Permissions types as described in section 5.6 (e.g. allowed to retrieve, allowed to write etc) and the list of user that has given these types already and a possibility to select a new user from an address book or an input field for a user identity, or a choice to modify an existing user’s Access Permissions..
6. The user selects to grant a new user access to the information and informs the UE.

7. The UE updates the Access Permission Document using the modification procedures in section 6.1.1.2 or in section 6.1.1.3.4.2. The Access Permissions Document is updated in two places; fist the rule with the <allow-retrieve-own-data> element is updated with the new user identity to give this user access to read what and how personal information  can be accessed and second; the user is added to the rule that give this user access read to the personal information. 
8. When the later update is received in the XDMS, it will trigger the procedures in section 6.2.4.4 and the XDMS acts an XDM Agent and updates the Access Permissions List belonging to the granted user before returning a result back to the XDMC.
9. When the Access Permission List Document is updated and an UE, via its XDMC, is subscribing for changes in this XDM Document, the UE will be notified with the link to the user’s Access Permission Document  including the user identity and can check in its address book to map the identity to a known user name if possible and render this information together with the user identity and a text “You can access this user’s personal information.” The UE can also fetch the Access Permissions Document to give more details about what the user is allowed to do.
Alternative procedures:

1.  In step 5: The user selects a user identity form the list of already granted user and informs the UE that its wants to inform this user again about his Access Permissions.  The UE uses the procedures in section 6.1.1.2.4 and updates the Access Permissions List directly. This will trigger a notification to the XDMC if it is subscribing for the Access Permissions List and the other user will be informed..
2. In step 9: The XDMC is not subscribing for changes to the Access Permissions List Document. The UE reads instead the Access Permissions List Document at regular intervals using procedures in section 6.1.1.2.3 and informs the user about which other users personal information she can access.
3. In step 9: The user does not have any UE connected to the network. The UE will next time when it start the subscription for changes again get information about the status of the Access Permissions List Document. The UE uses the prociedure in section 6.2.6.3.2 to fetch what has changed between last connection with the network and now and render this information to the user.
4. In step 9: The user does not want to have any Access Permissions updates from a particular user. The UE orders the XDMC to update the Access Permissions Document for the Access Permissions List Document to exclude the annoying user from the rule that grant all users access to the Access Permission List
5. In step 7: The user does not want to inform the other user about her new Access Permission. The UE orders the XDMC to not to add this identity to the first rule in step 7.This will prevent the XDMS from updating the Access Permissions List for this user.
6. In step 7: The user want to explain more about why he wants to give the other user access to his personal document. The UE offer the user a suitable communication application (e.g. a voice or a messaging application) and sets up a communication session from the UE to the other UE’s communication device using the provided user address.
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