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1. Scope
(Informative)

This document presents the requirements for harmonized Application Programming Interfaces (APIs) for server-side applications. 

Developers and providers of mobile applications who want to promote their application on multiple networks face the challenge that different networks provide different interfaces (APIs) to applications. This slows the applications' deployment on a wide range of networks.

The overall goal of this document is to establish a common set of APIs to which mobile applications can be developed. The document lists use cases and derived the requirements of a generic set of APIs for server side applications. It is intended to be a foundation for discussions with the suppliers of mobile application platforms to create a harmonized application environment, allowing rapid development and deployment of applications on a wide range of different networks.

For Application Developers the overall goals of harmonized APIs are:

· Well defined access to network services (OMA Enablers and functionality that may not be covered by OMA) to implement a wide set of mobile applications

· Agnostic to different core network technologies

· Locally or remotely accessible

· Available for multiple programming languages.

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	


2.2 Informative References

	[OMA-DICT]
	OMA-Dictionary-V3_0_0-20040803-D

	[OMA-ARC-Prin]
	OMA-ArchitecturePrinciples-V1_2-20040414.doc


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

See [OMA-DICT].

	
	

	
	

	
	


3.3 Abbreviations

See [OMA-DICT].

	
	

	
	

	
	


4. Introduction
(Informative)

This section describes how server-side applications differ from client side applications, where server side applications can be found in the wireless world and which technical problems developers of these applications face when porting applications to different networks.

A server-side application uses the resources of one or more servers (web server, application server, database server, etc) to provide its functions. In this document, we will focus only on mobile applications, which provide services to mobile devices and their users. A mobile device is a client of the application.  In this context, few if any of the application's functions are implemented on the wireless device. 

Classic examples of server side applications are WAP games and SMS news feeds, where the server provides all the application specific functions. The client device only provides generic functions, such as WML rendering or SMS display. As the capabilities of wireless devices grow, some parts of the application can be executed on the wireless device itself. Enterprise or instant messaging (IM/presence) applications are examples of applications that use client specific programs together with server-side applications. 

This document will not cover non-server-side applications that run fully on wireless devices, such a single-user games or point-to-point chat applications.

Server-side functionality will surely continue to be required in the future; for example, web-services applications by definition include a server-side component.

The following figure shows an example of server-side application infrastructure:
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Figure 1: Example of infrastructure components involved with mobile applications

In this example, the application is hosted on an application server and gateway in the carrier's network. For example, the application could be a weather report service. Even such a simple application may have a wide variety of interfaces to the carrier and service provider infrastructure:

· A web server is the front-end that allows wireless devices to communicate with the application.

· Rendering services, provided by an external entity, may be required to map the user interface (UI) to the capabilities of the particular wireless device.

· Alternatively, devices can use SMS/MMS to communicate with the application. 

· The application itself may retrieve information from 3rd parties (e.g. weather information).

· The application may require user authentication, authorization and accounting (AAA) services.

· The application also requires connectivity to the carrier’s billing system to charge for the services delivered.

· It may provide connectivity to the carrier's provisioning system to allow the carrier to create subscriptions to the application or to provision contents.

· It may have connectivity to location services (e.g. to provide a local weather forecast).

· It may have connectivity to presence services (e.g. to provide weather alerts to all active devices).

Development of mobile applications is a complex and resource intensive task. To leverage their investment, application developers want to deploy their applications with as many carriers as possible. Depending on the carrier, developers are commonly faced with one of three alternatives:

1. The carrier has created its own application developer's program and applications need to conform to the APIs provided by this developers program (carrier-specific solution).

2. The carrier has contracted one or more Application Service Providers (ASPs, sometimes referred to as Aggregators) to run applications for its network (out-sourced solution). These ASPs are usually established players in this area, providing this service to multiple carriers.

3. The carrier merely provides a gateway into its network, leaving the burden of application hosting to the developer (developer-hosted solution). The developer is forced to become her/his own ASP.

Mobile server-side APIs need standardization. Some standardization efforts like Parlay-X exist, but do not cover all aspects of mobile applications. Other solutions are too complex (like Parlay) or do not fit the developer’s needs.

The lack of standardization has led to development of proprietary systems. Developers have had to customize their applications to each carrier's particular API. This has prevented rapid deployment of new applications and has limited the growth of new data services and their revenues. 

One viable alternative for application developers is to focus on the out-sourced model and partner with a major ASP. By doing so, the developer eliminates the need to adapt to each carrier's proprietary interface. On the other hand, the developer introduces a middleman and must give him a significant portion of the application revenue. Furthermore, the partnership with the ASP will limit the developer’s reach as her/his applications can only be run by carriers that are partners of the ASP.

In Summary, developers have a strong interest in harmonized APIs for server-side applications that allow them to deploy new applications rapidly to a wide range of different carriers. With upcoming standardization, such as Parlay/X, some of these issues are addressed. It is up to developers to make sure that all aspects of mobile server-side applications are addressed. This document is intended to initiate discussion among developers.

5. Use Cases
(Informative)

In this section, we discuss various scenarios and use cases that describe how applications use a Harmonized API, which provides all required functionality to address developer’s issues related to development of server-side mobile applications.

5.1 Use Cases related to general capabilities
The following list of use cases refers to general capabilities provided by the Harmonized APIs. These general capabilities are not related to any specific network service or OMA enabler.

The following use cases apply:

· Implementing for different operators
· Multiple developers and development environments
· Local and remote application operation
· Data security
Each use case is discussed in detail below. Note that for each use case, only most relevant pre and post conditions, and action steps have been identified.

5.1.1 Implementing for different operators

5.1.1.1 Short Description

An application developer has created an application he wishes to provide to multiple operators. 

Operator O1 and operator O2 have systems from different vendors may use different transport protocols (e.g. SMPP vs. SGIP) and may even use different network technologies (GSM vs. CDMA).

The developer uses the OMA harmonized APIs to provide the application to all operators without the need to adapt the application for every operator API. 

5.1.1.2 Actors

Application Developer D1, Operator O1, Operator O2.

5.1.1.3 Actor Specific Issues

O1 and O2 provide APIs to invoke network functionality. 

O1 and O2 have specific requirements to invoke application functions.

D1 wants to provide only one application version, which can connect to O1’s and O2’s network.

D1 needs a way to invoke certain functions in the Operators' networks, such as initiation of a MT message.

D1 has to provide certain functions in the application to allow the Operators' networks to invoke them, such as the function to receive a MO message.

5.1.1.4 Actor Specific Benefits

D1 can implement the application using the Harmonized APIs, eliminating the need to adapt the application to operator specific interfaces. Proper operation with operator O1 will assure that the application will seamlessly operate with operator O2. 

Using this approach limits costs and decreases time to market. This is a benefit for both the developer and the operator.
5.1.1.5 Pre-conditions

Operator O1 and O2 allow Developer D1 to connect the application to their networks.

5.1.1.6 Post-conditions

The application is operational in both networks.

5.1.1.7 Normal Action Flow

1. D1 develops the application using the Harmonized APIs

2. D1 integrates the application with the O1 network

3. D1 test and verifies proper application operation

4. D1 integrates the application with the O2 network

5.1.1.8 Alternate Action Flow

None.

5.1.1.9 Operational and Quality of Experience Requirements

None.

5.1.2 Multiple developers and development environments

5.1.2.1 Short Description

Different developers who have expertise in different programming languages want to write mobile applications. 

An operator wants to provide applications written by all developers.

The OMA harmonized APIs allow developers to use different programming languages to implement their applications. Thus the developers can use the environment they are used to. The operator can run applications from all developers.

5.1.2.2 Actors

Application Developers D1, D2, D3, Operator O1.

5.1.2.3 Actor Specific Issues

Developer D1 is proficient one programming language (say Java), Developer D2 works best with another language (say C#) and developer D3 works with scripting languages only (say PHP and Perl). None of the three developers is able to use programming languages outside of his field of expertise.

Operator O1 needs to provide APIs for all required programming languages.

5.1.2.4 Actor Specific Benefits

Having the APIs available in the programming language of their choice enables the developers to provide applications in own their language. This assures easy adoption of the OMA interfaces by the development community.
Having access to more applications gives the operator a better choice and allows the operator to provide a comprehensive set of applications to its end-users.

5.1.2.5 Pre-conditions

Developers D1, D2, D3 have application ideas or mobile applications available.

Operator O1 allows the Developers to connect their applications to its network.

5.1.2.6 Post-conditions

The applications are operational in the O1 network.

5.1.2.7 Normal Action Flow

1. D1, D2, D3 develop their application using the Harmonized APIs and  their chosen programming languages

2. D1, D2, D3 integrate their applications with the O1 network

3. D1, D2, D3 test and verify proper application operation

5.1.2.8 Alternate Action Flow

None.

5.1.2.9 Operational and Quality of Experience Requirements

None.

5.1.3 Local and remote application operation

5.1.3.1 Short Description

A developer wants to provide an application to different operators. Different operators require the application to be hosted by the developer, by the operator or by a 3rd party application aggregator.

The harmonized OMA APIs allow the application to be hosted either locally by the operator or aggregator’s network, or remotely by the application developer.

5.1.3.2 Actors

Application Developer D1, Operators O1, O2, O3, Application Aggregator H1.

5.1.3.3 Actor Specific Issues

Operator O1 uses requires the application developer to host the application (using remote call interfaces), operator O2 hosts all applications internally (using local call interfaces) and operator O3 has outsourced the application hosting to application aggregator H1 (using either remote or local call interfaces). 

D1 wants to provide only one version of the application.

5.1.3.4 Actor Specific Benefits

D1 only needs to implement one application version for local and remote call interfaces.

O1, O2 and O3 have access to the application.

5.1.3.5 Pre-conditions

Operator O1, O2 and O3 (via H1) allow Developer D1 to connect the application to their networks.

5.1.3.6 Post-conditions

The application is operational in all three networks.

5.1.3.7 Normal Action Flow

1. D1 develops the application using the Harmonized APIs

2. D1 binds the remote call interfaces to the application integrates the application with the O1 network

3. D1 binds the local call interfaces to the application to integrate the application with the O2 network

4. D1 binds the local (or remote) call interfaces to the application to integrate the application with the O3 network using the H1 hosting center

5.1.3.8 Alternate Action Flow

The application aggregator H1 may provide either local or remote call interfaces.

5.1.3.9 Operational and Quality of Experience Requirements

None.

5.1.4 Data communication security

5.1.4.1 Short Description

Enterprises are extremely concerned about data security when communicating outside the corporate intranet. Enterprise applications need to insure that the communication channel between the Enterprise network and the users device is secure. The communication channel within the operator's network may be deemed safe by the enterprise so that in some cases end-to-end encryption may not be required (though it may be strongly desired). In any case the communication channel between the enterprise and the operator gateway must be deemed secure by the Enterprise.

The harmonized OMA APIs enable the Enterprise to set the security level of the data communication. 

5.1.4.2 Actors

Enterprise User U1, Enterprise Application A1, Operator O1.

5.1.4.3 Actor Specific Issues

Enterprise User U1  requires secure communication with operator O1’s network.

Operator O1 wants to provide adequate security.

5.1.4.4 Actor Specific Benefits

Secure communication between the Enterprise application and the Enterprise user's device. Note that secure communication is the responsibility of the operator or SP.

5.1.4.5 Pre-conditions

User U1 is allowed to access Application A1.

Application A1 is configured to use specific communication security settings
5.1.4.6 Post-conditions

Information is transferred in a secure manner.

5.1.4.7 Normal Action Flow

1. User U1 wishes to communicate with Application A1 and makes an application service request.

2. O1’s network forwards the request using the harmonized APIs. Secure communication as configured is applied between O1’s network and application A1

3. A1 processes the request and responds to the O1 network using the same level of security.

4.  The information is securely forwarded to U1’s device

5.1.4.8 Alternate Action Flow

The application may initiate the communication to the user.

User U1 may select the communication security level within certain parameters. 

5.1.4.9 Operational and Quality of Experience Requirements

None.

5.2 Use Cases related to network services or OMA enablers
The following list of use cases refers to specific network service or OMA enabler.

The following use cases apply:

· Authentication, Single-Sign-On, Single-Sign-Off
· Messaging, MO, MT, High-speed messaging
· Provisioning
· Authorization
· Value based charging
· Cross promotions
· Rendering
· Application branding
· Application independent repository for user data
· Location services
· Voice services
· Presence services
· Synchronizing with the wireless device
· Video Streaming
Each use case is discussed in detail below. It should note that for each use case only most relevant pre and post conditions, and action steps have been identified.

Editor’s note: The use cases a described below mainly justify the need for APIs related to the specific network service or OMA enabler. The overall functionality of the particular API shall be defined by the particular working group, as they are best familiar with the functionality intrinsic to the particular enabler.

5.2.1 Authentication, Single-Sign-In

5.2.1.1 Short Description

Applications A1 and A2 require authentication of end-users in order to provide personalized services. For best user experience, users shall be authenticated automatically. At most, users shall only be authenticated once, even when using different independent applications within the same session.

The harmonized OMA APIs allow applications to authenticate the end user once and to use single-sign-in.

5.2.1.2 Actors

Applications A1 and A2, User U1, Operator O1.

5.2.1.3 Actor Specific Issues

End user U1 expects authentication to be automatic or to need to authenticate at most once per session, even when using different independent applications within the same session (single-sign-in).

5.2.1.4 Actor Specific Benefits

A1 and A2 can provide a personalized experience to the end user.

U1 has only to authenticate once per session (if at all) and gets personalized services from A1 and A2. 

5.2.1.5 Pre-conditions

U1 is not authenticated for the applications in O1’s network.

5.2.1.6 Post-conditions

U1 is authenticated for both application and has received personalized services.

5.2.1.7 Normal Action Flow

1. U1 requests services from A1.

2. A1 calls the Harmonized APIs for authentication

3. The network requests authentication from U1 (e.g. sign in)

4. U1 authenticates

5. A1 receives the authentication information and provides personalized services

6. U1 requests services from A2.

7. A2 calls the Harmonized APIs for authentication

8. A2 received the authentication information and provides personalized services

5.2.1.8 Alternate Action Flow

User interaction (steps 3, 4) may not be required if the user can be authenticated automatically.

The network may authenticate the user first (steps 3, 4) before forwarding the original request to A1 (step 2).

5.2.1.9 Operational and Quality of Experience Requirements

The network must make sure that only authentication information related to the application is returned to that application.

5.2.2 Authentication, Single-Sign-Off

5.2.2.1 Short Description

An authenticated user U1 terminates the current session when using application A1. After session termination, authentication information is no longer available to other applications and the user needs be authenticated again to use these applications. 

5.2.2.2 Actors

Applications A1 and A2, User U1, Operator O1.

5.2.2.3 Actor Specific Issues

End user U1 expects that when the session is terminated, all authentication information is deleted and that he has to be authenticated again to use personalized features (single-sign-off).

5.2.2.4 Actor Specific Benefits

A1 and A2 can provide a personalized experience to the end user.

U1 can rely on O1’s authentication functionality to insure that a single sign-off in one application implies sign-off in all applications. 

5.2.2.5 Pre-conditions

U1 is authenticated for the applications in O1’s network.

5.2.2.6 Post-conditions

After U1’s session is terminated, the applications in O1’s network no longer have access to U1’s authentication information.

5.2.2.7 Normal Action Flow

1. U1 requests services from A1

2. U1 terminates session in A1

3. U1 requests services from A2

4. A2 calls the Harmonized APIs for authentication

5. The network requests U1 to reauthenticate (e.g. to sign in)

5.2.2.8 Alternate Action Flow

Note that automatic authentication may eliminate the need for U1 to reauthenticate.

5.2.2.9 Operational and Quality of Experience Requirements

None

5.2.3 MO-Messaging

5.2.3.1 Short Description

User U1 sends a message to Application A1 to request a certain service (e.g. to store message contents in message log). Using the Harmonized APIs, application A1 is able to receive the message.

5.2.3.2 Actors

Application A1, User U1, Operator O1.

5.2.3.3 Actor Specific Issues

A1 needs means to receive the MO message. Note that multiple message types have to be supported (e.g. SMS, MMS).

5.2.3.4 Actor Specific Benefits

Using the Harmonized APIs, A1can receive MO messages.

5.2.3.5 Pre-conditions

Application A1 and the network of O1 need to be configured so that A1 can receive MO messages.

U1 must know how to send messages to A1.

5.2.3.6 Post-conditions

The application A1 has received U1’s message.

5.2.3.7 Normal Action Flow

1. U1 sends a MO message from his device

2. Network of O1 routes the message to the application

3. A1 receives the message via the Harmonized APIs

5.2.3.8 Alternate Action Flow

None.

5.2.3.9 Operational and Quality of Experience Requirements

None.

5.2.4 MT messaging

5.2.4.1 Short Description

Application A1 wants to send a message to User U1’s device (e.g. an MMS compiled by U1). Using the Harmonized APIs application A1 sends the message.

5.2.4.2 Actors

Application A1, User U1, Operator O1.

5.2.4.3 Actor Specific Issues

A1 needs to send the MT message. 

Note that multiple message types have to be supported (e.g. SMS, MMS). 

Note that MT messaging may be used for data communication (i.e. enterprise use or OTA programming).

5.2.4.4 Actor Specific Benefits

Using the Harmonized APIs, A1 can send MT messages.

5.2.4.5 Pre-conditions

In some networks, U1 may need to perform additional configuration (i.e. subscription) to allow A1 to send unsolicited messages to his device.

5.2.4.6 Post-conditions

U1 has received application A1’s message.

5.2.4.7 Normal Action Flow

1. A1 sends a MT message via the Harmonized APIs 

2. Network of O1 routes the message to the device

3. U1 receives the message on his device

5.2.4.8 Alternate Action Flow

For unsolicited messages, alternative flows may apply. These alternatives may include rejection by the network or further authentication steps before the message is forwarded to U1’s device.

5.2.4.9 Operational and Quality of Experience Requirements

None.

5.2.5 High-speed messaging

5.2.5.1 Short Description

Application A1 is a wireless application for a TV voting service. Due to the popularity of the TV show, the operator expects temporary messaging traffic bursts (e.g. up to 1500 msg/sec over a one-hour period).

The harmonized OMA APIs are implemented in a way that allows the system to process high traffic bursts.
5.2.5.2 Actors

Application A1, Users, Operator O1.

5.2.5.3 Actor Specific Issues

Users want to have their messages processed within a fixed time interval.

Operator O1 must forward all messages to the application without significant delays.

Application A1 must receive and process a high volume of messages within a fixed time interval.

5.2.5.4 Actor Specific Benefits

The users are satisfied when all messages are processed in time.

5.2.5.5 Pre-conditions

None.

5.2.5.6 Post-conditions

The application has processed all messages properly in the fixed time interval.

5.2.5.7 Normal Action Flow

1. Nearly simultaneously, users send MO messages to application A1

2. Network O1 forwards the messages to A1

3. Application A1receives the MO messages using the Harmonized APIs

4. Application A1 processes the messages

5.2.5.8 Alternate Action Flow

The use case refers to MO messages but may similarly be used for MT messages (e.g. emergency broadcasts).

The application may need to reply to each user with an acknowledgement.

Note that SLAs may prevent an application to exceed a certain bandwidth.

5.2.5.9 Operational and Quality of Experience Requirements

The network must make sure that no messages are lost.

The network shall be able to provide a minimum guaranteed bandwidth.

5.2.6 Provisioning

5.2.6.1 Short Description

Application A1 requires configuration of certain user data for each user (for example, the phone number for a home alarm system). The end user usually provides this data during subscription via a call center run by the operator.

The harmonized OMA APIs allow the application to specify the data structures required for application personalization.

The APIs also provide the ability for the operator or ASP to forward the personalized configuration data to the application. 

Editor’s note: data structure descriptions may be similar to DTDs.

5.2.6.2 Actors

Application A1, Operator O1, User U1.

5.2.6.3 Actor Specific Issues

A1 needs a way to specify the structure of application specific user information.

A1 need a way to retrieve application specific user information.

O1 needs a central location where users can configure application specific information (such as a call center).

5.2.6.4 Actor Specific Benefits

Operator O1 provides a central location where users can specify their application data.

Application A1 does not require separate user data configuration functions since these are provided by the Harmonized APIs.

5.2.6.5 Pre-conditions

Operator O1does not know the structure of application A1's specific user information.

User U1 is not configured to use application A1.

5.2.6.6 Post-conditions

U1’s application specific user information is configured for application A1.

5.2.6.7 Normal Action Flow

1. Application A1 uses the Harmonized APIs to specify the structure of its application specific user information
2. User U1 contacts operator O1 wanting to use application A1

3. O1 retrieves structure of application specific user information and requests that information from U1
4. U1 provides the information to O1
5. O1 configures user U1's information for application A1
6. U1 requests services from A1
7. A1 requests the user information from O1 using the Harmonized APIs

8. A1 receives the information from O1

9. A1 provides the requested service to U1

5.2.6.8 Alternate Action Flow

Step 1 is only required for initial definition of the application specific user information.
Note that step 2-5 need not necessarily involve a call center; the operator may also allow the user to configure his data using a central self-subscription interface.

5.2.6.9 Operational and Quality of Experience Requirements

None.

5.2.7 Authorization

5.2.7.1 Short Description

Application A1 allows an operator O1 to provide different levels of service (authorization levels) to its users depending on the service plans the users have subscribed to. For example, there may be a restricted set of features for the standard subscription of user U1 and an extended set of features for user U2, who pays for a premium subscription. The operator O1 controls which service plan each user is subscribed to.

The harmonized OMA APIs allow the application to define the features whose values may be set by the operator using service plans.
The harmonized OMA APIs allow the application to determine the features each user is authorized to use.
5.2.7.2 Actors

Application A1, Operator O1, Users U1 and U2.

5.2.7.3 Actor Specific Issues

Application A1 must make sure that the user's service level reflects the authorization level they have subscribed to.

5.2.7.4 Actor Specific Benefits

Operator O1 can provide different authorization levels for the same application to create different pricing schemes.

Users receive the level of service they have subscribed to.

5.2.7.5 Pre-conditions

Users U1 and U2 desire to use A1 with different levels of service.

5.2.7.6 Post-conditions

The users receive application functionality according to the different service levels they are subscribed to.

5.2.7.7 Normal Action Flow

1. Application A1 calls the OMA harmonized API to define its features

2. Operator O1 defines service plans that specify different authorization levels for the features

3. Users U1 and U2 request different service plans from operator O1

4. Operator O1 provisions U1 and U2 with the service plans

5. User U1 requests service from A1

6. A1 retrieves U1's subscription data using the Harmonized APIs

7. A1 determines the authorization levels using the Harmonized APIs

8. A1 provides service to U1

5.2.7.8 Alternate Action Flow

The application only needs to define its features once.

The operator only needs to define the service plans once.

If A1 determines that user's authorization level is to low for a feature that is required to satisfy the user's request, it will refuse the request.

5.2.7.9 Operational and Quality of Experience Requirements

None.

5.2.8 Value based charging

5.2.8.1 Short Description

Application A1 needs to charge the user based on application use. The charges do not depend on generic information that can be determined by the network, such as the traffic generated by the user or the duration of the application session. The operator wants to charge the end user based on the value of a particular action by creating an application specific chargeable event. This feature is provided to both user U1 who is pre-paid and to user U2 who is post-paid.

The harmonized OMA APIs allow the application developer to create and authorize chargeable events for both types of users, pre-paid and post-paid. 

5.2.8.2 Actors

Application A1, Users U1 and U2, Operator Charging System O1

5.2.8.3 Actor Specific Issues

Application A1 should not need to differentiate between a pre-paid and a post-paid user.

5.2.8.4 Actor Specific Benefits

Independently of their subscription type (pre-paid or post-paid), users U1 and U2 receive service from Application A1.

Operator O1 can provide value based charging to its users.

5.2.8.5 Pre-conditions

User U1 is a pre-paid user, user U2 is a post-paid user.

5.2.8.6 Post-conditions

U1 and U2 receive service from Application A1.

5.2.8.7 Normal Action Flow

1. Users U1 and U2 request service (such as a J2ME download) from Application A1

2. Before providing the service, A1 verifies that the users have sufficient funds available. Depending on the user request, A1 creates a chargeable event using the Harmonized APIs, reserving the funds.

3. The operator's charging system O1 determines whether the user is pre-paid or post-paid. If pre-paid, the user's funds are checked and if sufficient funds are available the funds are reserved and A1 is advised. For post-paid users, the funds are reserved and A1 is advised.

4. A1 provides the requested service to U1 and U2.

5. Upon completion of the service, A1 uses the Harmonized APIs to confirm the transaction with the operator's charging system O1
5.2.8.8 Alternate Action Flow

In step 2 user U1 may not have sufficient funds available. In this case the operator's charging system O1 will return a negative response and A1 will not provide the requested service to U1.

Depending on the type of request/transaction step 2-4 may be repeated over time.
5.2.8.9 Operational and Quality of Experience Requirements

None.

5.2.9 Cross promotions

5.2.9.1 Short Description

The Operator would like to create dependencies between applications written by independent application developers. An example would be that a user gets access to one month free weather report services provided by application A1 after completion of a particular level in a wireless game application A2. Application A2 needs to be able to inform the operator that a user has completed the particular game level.

The harmonized OMA APIs allow applications to define and generate subscriber specific events.
5.2.9.2 Actors

Applications A1 and A2, User U1, Operator Charging System O1.

5.2.9.3 Actor Specific Issues

Application 2 needs to be able to inform the operator that a user has achieved a certain result.

5.2.9.4 Actor Specific Benefits

Operator O2 can create promotions across independently developed applications.

5.2.9.5 Pre-conditions

Application A2 has registered a user event at the Operator Charging System O1, which shall be used to indicate that a user has achieved a certain game level in A2.

The Operator Charging System O1 is configured in a way that A2’s user event triggers a temporary subscription for A1.

5.2.9.6 Post-conditions

User U1 is subscribed to Application A1 for a certain duration.

5.2.9.7 Normal Action Flow

1. U1 uses Application A2

2. U1 achieves a certain goal in A2, resulting in a user event

3. A2 uses the Harmonized APIs to forward the user event to the operators charging system O1
4. The operators charging system O1 temporary subscribes U1 to application A1 and advises U1
5. U1 requests services from A1

6. A1 retrieves the subscription data using the Harmonized APIs

7. A1 provides the requested service to U1

5.2.9.8 Alternate Action Flow

The operator's charging system O1 may inform the user U1 that he is temporary subscribed to application A1 in different ways.
5.2.9.9 Operational and Quality of Experience Requirements

Operator Charging System O1 must make sure that applications do not misuse the cross-promotion feature. 

5.2.10 Rendering

5.2.10.1 Short Description

Application A1 provides a user interface to be displayed on the mobile device using WML. The developer does not want to implement different variants of the same application user interface to adapt to the different device capabilities, such as display size, image types or file/deck size.  User U1 and user U2 have different devices and both access the application.

The harmonized OMA APIs provide rendering services to map a generic application user interface to the capabilities as supported by the particular target device.

5.2.10.2 Actors

Application A1, Users U1 and U2, Operators Rendering Service O1.

5.2.10.3 Actor Specific Issues

Users U1 and U2 wish to get the best possible user experience for their type of device.

Application A1 cannot provide device specific implementations for all device types available.

5.2.10.4 Actor Specific Benefits

Users U1 and U2 receive best possible service.

Application A1 does not need to maintain different versions of the application user interface for all available device types.

5.2.10.5 Pre-conditions

U1 and U2 are subscribed to application A1. 

U1 and U2 have different types of devices (i.e. different browsers, display sizes, image display capabilities etc).

5.2.10.6 Post-conditions

Application A1’s user interface is rendered properly on both device types.

5.2.10.7 Normal Action Flow

1. Users U1 and U2 request services from Application A1

2. The requests are routed through the Operators Rendering Service O1
3. O1 forwards the request to A1

4. A1 responds to O1 with a generic User Interface representation

5. O1 transcodes the generic User Interface representation to the device specific capabilities of U1’s and U2’s devices

6. The devices receive the user interface in a representation they can process

7. The devices display the application user interface properly to the users

5.2.10.8 Alternate Action Flow

None.

5.2.10.9 Operational and Quality of Experience Requirements

The Operators Rendering Service O1 must be able to identify the device and its capabilities.

5.2.11 Application Branding

5.2.11.1 Short Description

Operators usually require applications to reflect their particular branding or standards. For an application, this usually means adaptation to the operator specific branding, resulting in multiple variants of the same application.

Note that branding in this context is not only related to look & feel (color schemes and use of specific terms). Branding may also include operator specific menu structures or operator specific application flows.

The harmonized OMA APIs assure consistent branding by the operator or the ASP.  

5.2.11.2 Actors

Application A1, Operator O1, Operator O2.

5.2.11.3 Actor Specific Issues

Operators O1 and O2 have specific branding requirements for applications provided for their customers. The branding for O1 is different from the branding for O2.

Application A1 shall work for operators O1 and O2 without custom adaptation to the operators branding.

5.2.11.4 Actor Specific Benefits

The application can use the Harmonized APIs without adapting to the operator specific branding. 

Having the branding features of the Harmonized APIS available, O1 and O2 get access to a wide variety of applications.

5.2.11.5 Pre-conditions

Operator O1 and O2 allow Application A1 to connect its application to their networks.

5.2.11.6 Post-conditions

The application is operational in both networks and conforms to each operator’s branding.

5.2.11.7 Normal Action Flow

1. O1 and O2 provide branding interfaces via the Harmonized APIs

2. Application A1 uses the branding interface

3. For O1, A1 binds to O1’s branding interfaces and makes the application available in O1’s network

4. For O2, A1 binds to O2’s branding interfaces and makes the application available in O2’s network

5.2.11.8 Alternate Action Flow

None.

5.2.11.9 Operational and Quality of Experience Requirements

None.

5.2.12 Application independent repository for user data

5.2.12.1 Short Description

Application A1 is an MMS based gallery. Application A2 is an MMS based weblog. Application A1 shall enable the end user to add MMSs from the weblog to the gallery.

The harmonized OMA APIs allow application A1 to use application independent user specific data storage to exchange data between with application A2.

Note that the data is maintained on one or more servers.

5.2.12.2 Actors

Application A1 and A2, Operator O1.

5.2.12.3 Actor Specific Issues

A1 and A2 need means to access a central repository to store and retrieve user data, such as MMSs.

5.2.12.4 Actor Specific Benefits

A1 and A2 improve the user's experience since they are integrated better.

5.2.12.5 Pre-conditions

Operator O1 allows A1 and A2 to connect to its networks.

O1 enables access to the user data repository for the applications A1 and A2, allowing them to exchange data.

5.2.12.6 Post-conditions

The applications can exchange user specific data.

5.2.12.7 Normal Action Flow

1. Application A1 uses the user data repository via the Harmonized APIs

2. Application A2 uses the user data repository via the Harmonized APIs

3. O1 permits data exchange between A1 and A2

4. A1 and A2 exchange user data via the Harmonized APIs

5.2.12.8 Alternate Action Flow

Alternatively, the end user may permit data exchange between A1 and A2.

5.2.12.9 Operational and Quality of Experience Requirements

Privacy of user data needs to be considered. A user (or operator) shall be able to select which applications are able to exchange user data and which types of data can be exchanged.

5.2.13 Location services

5.2.13.1 Short Description

Application A1 uses location services in addition to some data communication, such as messaging.

The harmonized OMA APIs provide a standard API to access location-based services
5.2.13.2 Actors

Application A1, User U1, Operator Network O1.

5.2.13.3 Actor Specific Issues

Application A1 needs to determine User U1’s location.

Application A1 needs to be able to register areas and needs to be informed if a particular device enters or leave an area.

5.2.13.4 Actor Specific Benefits

Application A1 can provide location-based services.

User U1 can receive location-based services.

5.2.13.5 Pre-conditions

Network O1 supports LCS.

Device of user U1 supports LCS, U1 allows his location information to be accessed by application A1.

5.2.13.6 Post-conditions

User U1 receives location-based services.

5.2.13.7 Normal Action Flow

1. Application A1 registers an area and registers to track entry and exit by user U1’s device

2. U1 enters the area

3. Application A1 gets informed of this event via the Harmonized APIs

4. Application A1 invokes the appropriate action (e.g. sending a message).

5.2.13.8 Alternate Action Flow

Alternatively, the event may be created by U1 leaving the area.

Alternatively, U1 may request services from A1. A1 may then request U1’s location via the Harmonized APIs. In this case step 1 may not be required.

5.2.13.9 Operational and Quality of Experience Requirements

None.

5.2.14 Voice services

5.2.14.1 Short Description

Application A1 uses a voice-based interface in addition to some data communication, such as messaging.  User U1 accesses the application using a voice only device. An example for such a service is “SMS for the blind”, where the SMS contents is forwarded using a voice-only call.

The harmonized OMA APIs provide access to voice services using standardized methods, such as VoiceXML.
5.2.14.2 Actors

Application A1, User U1, User U2, Operator O1.

5.2.14.3 Actor Specific Issues

U1 needs send an SMS to U2. 

U2 has to rely on voice-only services.

5.2.14.4 Actor Specific Benefits

U2 receives the SMS using voice communication only. 

5.2.14.5 Pre-conditions

U2 has configured A1 in a way to receive an alert in case of a certain condition (e.g. A1 receives an SMS on behalf of U1). 

5.2.14.6 SMS routing in the O1 network is configured in a way that SMS sent to U2 are forwarded to A1.Post-conditions

 U2 receives the SMS using voice communication only.

5.2.14.7 Normal Action Flow

1. U1 sends the SMS to U2

2. O1 forwards the SMS to A1 

3. A1 receives an SMS on behalf of U1

4. A1 invokes a MT call to U2’s wireless device using the harmonized APIs

5. U2 receives the call, A1 gets informed as such.

6. A1 uses the harmonized APIs for text-to-speech conversion of the SMS

7. U2 receives the converted SMS

5.2.14.8 Alternate Action Flow

U2 may not pick up. As such the call request may be repeated at a later time or the call may be forwarded to U2’s voice mail.
A1 may convert the SMS to a MMS, translating the SMS into audio data. 
Depending on the API functionality U2 and A1 may enter a voice-based dialogue resulting in further activity for A1, such as sending an SMS response.

5.2.14.9 Operational and Quality of Experience Requirements

TBD.

5.2.15 Presence services

5.2.15.1 Short Description

Application A1 uses presence services in addition to some data communication, such as messaging. 

The harmonized OMA APIs provides a standard API to access presence services.
5.2.15.2 Actors

Application A1, User U1, User U2, Operator O1

5.2.15.3 Actor Specific Issues

 Application A1 needs to provide presence information to its users.

Operator O1 needs to consider privacy issues when providing presence information to its users.

5.2.15.4 Actor Specific Benefits

Application A1 can provide presence information to its users.

5.2.15.5 Pre-conditions

User U1 is allowed to use Application A1, User U2 allows forwarding of its presence information to U1.

5.2.15.6 Post-conditions

User U1 receives U2’s presence information via Application A1.

5.2.15.7 Normal Action Flow

1. U1 creates an application request to A1, which involves retrieval of U2’s presence information

2. A1 uses the harmonized APIs to request U2’s presence information

3. O1 verifies that U1 is allowed to access U2’s presence information

4. A1 receives the presence information and forwards it to U1 

5.2.15.8 Alternate Action Flow

Application A1 may allow asynchronous indications if U2’s status changes.

5.2.15.9 Operational and Quality of Experience Requirements

Privacy issues need to be considered.

5.2.16 Synchronizing with the wireless device

We should insert an original DS use case here
5.2.16.1 Short Description

Application A1 needs to synchronize data with the end user's wireless device. The synchronization services required by the application relate to address book and calendar synchronization.

The harmonized OMA APIs provide access to synchronization services.

5.2.16.2 Actors

Application A1, User U1.

5.2.16.3 Actor Specific Issues

User U1 wants to synchronize the address book stored in A1 with the address book stored on his wireless device 

5.2.16.4 Actor Specific Benefits

U1 does not need to maintain two independent address books.

5.2.16.5 Pre-conditions

U1’s address book in A1 and his wireless device are synchronized.

U1’s device is configured in A1 as device to be synchronized.

5.2.16.6 Post-conditions

U1’s address book in A1 and his wireless device are updated and synchronized.

5.2.16.7 Normal Action Flow

1. U1 updates an address book entry in A1

2. U1 invokes the synchronize operation in A1

3. A1 uses the Harmonized APIs to invoke synchronization with U1’s wireless device

5.2.16.8 Alternate Action Flow

U1 may update an address book entry in his wireless device. This entry is then synchronized with the address book in A1.
5.2.16.9 Operational and Quality of Experience Requirements

TBD.

5.2.17 Video Streaming

5.2.17.1 Short Description

Application A1 uses a multimedia streaming data interface in addition to some data communication, such as browsing.  A user with a multimedia capable device accesses the application and receives streaming data, such as a video news feed.

The harmonized OMA APIs provide access to multimedia streaming services.

5.2.17.2 Actors

Application A1, User U1.

5.2.17.3 Actor Specific Issues

U1 prefers to receive multimedia streaming services over plain browser based services.

5.2.17.4 Actor Specific Benefits

U1’s service expectations are met.

5.2.17.5 Pre-conditions

A multimedia streaming feed is available on a media server.

5.2.17.6 Post-conditions

U1 received the requested streaming services

5.2.17.7 Normal Action Flow

1. U1 browses a news application A1. A1 offers optional video streaming data provided by a media server

2. U1 selects the streaming feed

3. Using the Harmonized API A1 invokes the streaming feed to be sent from the media server to U1’s device

4. U1’s device receives the streaming feed

5. A1 get informed by the streaming server of the completion of streaming and its status    

5.2.17.8 Alternate Action Flow

None.

5.2.17.9 Operational and Quality of Experience Requirements

TBD.

5.3 Open Issues

We need to further analyze possible alternate flows in some use cases.

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The APIs SHALL be independent of the underlying network technology or manufacturer specific solutions.

	Req. 2
	The APIs SHALL be designed for high performance operation.

	Req. 3
	The API SHALL support alerting the application asynchronously when it has a service request, such as an inbound message or a location event.

	Req. 4
	Asynchronous alerting MAY depend on the capabilities of the programming environment.


Table 1: High-Level Functional Requirements 

6.1.1 Security

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The APIs SHALL enable secure communication between the application and the Application Server & Gateway. 

	Req. 2
	For operations that may impact the integrity of a device, such as OTA programming, appropriate security measures SHALL be applied.

	Req. 3
	The API or the underlying functionality SHALL provide means to prevent misuse by an application (i.e. spam control measures, chargeable event filtering).


Table 2: High-Level Functional Requirements – Security

6.1.2 Charging

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	


Table 3: High-Level Functional Requirements – Charging

6.1.3 Administration and Configuration

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	


Table 4: High-Level Functional Requirements – Administration and Configuration

6.1.4 Usability

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The APIs SHALL minimize the number of mandatory functions and parameters that must be supported.


Table 5: High-Level Functional Requirements – Usability

6.1.5 Interoperability

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The APIs MAY be implemented using different means of communication, such as SOAP, XML-RPC, RPC or native/local calls.

	Req. 2
	The APIs MAY allow optional functions and parameters. Applications and application platforms SHALL be implementable in a way that the applications are operational without the need of optional functions and parameters.

	Req. 3
	The APIs SHOULD support a wide variety of application development languages needed in the market, such as C/C++, Java, C#, Perl and PHP.


Table 6: High-Level Functional Requirements – Interoperability

Editor’s note: Please see also “Platform, operating system, execution environment and programming language independence” as described in [OMA-ARC-PRIN]
6.1.6 Privacy

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The APIs SHALL enable provisioning of a high level of user data privacy, providing applications access only to information the application is authorized to use.

	Req. 2
	Privacy settings SHALL be manageable by the operator.

	Req. 3
	Privacy settings MAY be manageable by the user.


Table 7: High-Level Functional Requirements – Privacy

6.2 Overall System Requirements

	Req. 1
	There SHOULD NOT be any assumption about the implementation technology. 


Table 8: Overall System Requirements 

6.3 Service Specific Requirements

6.3.1 Authentication and Session Management Services

Authentication is the identification of the user requesting a service. Authentication may require a username and password, or may use other means, such as storing the user's authentication key on her/his device's SIM card. Once authenticated, the user shall not be required to re-authenticate again during the same session, even when visiting another application that may reside on another application server. When the user logs off one application, he/she shall be logged off all applications visited within the session. These features are referred to as Single-Sign-In (SSI) and Single-Sign-Off (SSO).

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The API SHALL support User Authentication.

	
	

	Req. 2
	The API SHALL support Session Management, SSI and SSO.


Table 9: Service Specific Requirements - Authentication and Session Management

6.3.2 Messaging

2-way messaging is essential to support legacy applications. 

In the past, some implementations have used polling mechanisms to retrieve new messages to be processed by the application. To reduce load and increase performance, the API shall provide the means to asynchronously alert the application to new messages to process. 

In the past, some APIs were closely tied to the underlying messaging protocol. To provide portability over a wide range of installations, the API shall be protocol agnostic.

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The API SHALL support 2-way SMS communication.

	Req. 2
	The API SHALL support 2-way MMS communication.

	Req. 3
	The messaging API SHALL be independent of the underlying messaging protocol(s).

	Req. 4
	Messaging SHALL support transmission of Ringtones and Logos.

	Req. 5
	Messaging SHALL support transmission of vcards.

	Req. 6
	Messaging SHALL support OTA mobile configuration, used for example for data provisioning for Enterprise use.


Table 10: Service Specific Requirements – Messaging

6.3.3 Provisioning and Authorization Services

Applications may restrict their services to subscribed users. Applications may provide different levels of application features depending on the subscription to different service plans. Applications may also provide service to all users without subscription.

The user and the application interact with each other either by sequences of request-response pairs initiated by the user, or by asynchronous alerts initiated by the application. Examples of request-response pairs are browsing the wireless Internet or requesting a search in a commercial database. An example of an asynchronous alert is an advertisement pushed to a wireless device.

When the user requests a service from an application, the application must determine whether the user is allowed to execute the request. Authorization may depend on the features subscribed to by the user and/or availability of funds if the user (or provider) is charged for the request.

Applications may also require user specific configuration data to provide personalized services.

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The API SHALL support definition of application specific service plan features.

	Req. 2
	The API SHALL support retrieval of subscribed service feature levels

	Req. 3
	The API SHALL support authorization of application specific requests.

	Req. 4
	The API SHALL support definition of user specific provisioning data.

	Req. 5
	The API SHALL support retrieval of user specific provisioning data.


Table 11: Service Specific Requirements - Provisioning and Authorization Services

6.3.4 Accounting and Charging Services

Features provided by an application may result in chargeable events. Examples of chargeable events are the transmission or reception of a message, retrieval from a commercial search engine, download of a game or transmission of an advertisement.

These chargeable events may be rated at different monetary amounts and may be charged to different entities depending on the type of event. Download of an MP3 file will be charged to the user, push of an advertisement will be charged to the advertisement provider. The event may also be rated depending on its size or value to the service provider or recipient.

The Harmonized APIs SHALL cover the following requirements:

	Req. 1
	The API SHALL support definition of application specific chargeable events.

	Req. 2
	The API SHALL support use of application specific chargeable events.

	Req. 3
	The API SHALL support chargeable events for pre-paid and post-paid users.

	Req. 4
	Accounting and charging may involve multiple entities. The API SHALL hide the details of charging and settlement from the application.

	Req. 5
	The API SHALL support definition of application specific user related events.

	Req. 6
	The API SHALL support use of application specific user related events.


Table 12: Service Specific Requirements - Accounting and Charging Services

6.3.5 Rendering Services

Applications providing user interfaces to the end user via markup language such as WML, cHTML, HTML/MP or XML need to adapt their output to the user's device and its display capabilities. When new devices become available, this adaptation task causes a maintenance problem for all applications. Rendering services have been introduced which map a generic application user interface to each device's capabilities.

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The API (or application server) SHALL provide rendering services to the application.

	Req. 2
	The rendering service SHALL consider device limitations.

	Req. 3
	The rendering service SHALL convert HTML to the markup language the target device can process.

	Req. 4
	The rendering service SHALL convert images to the image types the target device can process.

	Req. 5
	The rendering service SHALL resize the application's user interface to fit on the device’s display.


Table 13: Service Specific Requirements - Rendering Services

6.3.6 Branding

Branding is the operator specific representation of an application. Beside operator specific look & feel, branding may include service provider specific application flows.

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The API SHALL provide means to bind the service provider’s specific look & feel.

	Req. 2
	The API SHALL provide means to bind the service provider’s specific application flows, such as use of confirmation screens.


Table 14: Service Specific Requirements - Branding
6.3.7 Application independent repository for user data 

Users wish to exchange data, such as images, between independently developed applications.

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The API SHALL provide applications with the ability to store user data in the application independent repository.

	Req. 2
	The API SHALL provide applications with the ability to retrieve user data from the application independent repository.

	Req. 3
	The API SHALL consider privacy issues for exchange of information via the application independent repository.

	Req. 4
	The application independent repository SHALL allow storage of multimedia data.


Table 15: Service Specific Requirements - Application Independent Repository

6.3.8 Location Services

Location technologies allow location-based services to be made available to applications. Besides determining a specific user's location, applications will likely want to determine all devices and users in a defined area and to receive notifications when devices/users enter or leave a defined area. As with inbound messaging, the API shall support asynchronous event notification to remove the need for polling for location changes. 

Depending on the location technology used, the quality of the location information may vary. This shall be transparent to the application.

The Harmonized APIs SHALL cover the following requirements: 
	Req. 1
	The API SHALL provide LCS to the application.

	Req. 2
	The LCS API SHALL support determination of a device/user’s location, determination of all devices/users in a specified area and notification when devices/users enter/leave a specified area.

	Req. 3
	The LCS API SHALL be independent of the underlying location technology.


Table 16: Service Specific Requirements - Location Services

6.3.9 Presence

Some applications require device presence information to provide dedicated services, such as real-time alert services.

The Harmonized APIs SHALL cover the following requirements:

	Req. 1
	The API SHALL provide presence services to the application.

	Req. 2
	The Presence API SHALL allow determination of device/user status and notification when device/user statuses change.

	Req. 3
	The Presence API SHALL be independent of the underlying technology.


Table 17: Service Specific Requirements – Presence

6.3.10 Voice Services

With the standardization of voice interfaces data, applications can use voice services to interface with the end user.

The Harmonized APIs SHALL cover the following requirements:

	Req. 1
	The API SHALL support application-initiated calls.

	Req. 2
	The API SHALL support voice recognition and text-to-speech services.

	Req. 3
	The API SHALL be independent of the underlying voice technology.


Table 18: Service Specific Requirements - Voice Services

6.3.11 Synchronization Services

Personal Information Management (PIM) applications require synchronization with the users’ wireless device using synchronization languages, such as SyncML.

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The API SHALL support synchronization services, e.g. address book, calendar, notes and tasks

	Req. 2
	The API SHALL be independent of the underlying synchronization technology.


Table 19: Service Specific Requirements - Synchronization Services

6.3.12 Streaming Services

With the availability 3G networks applications require an API from creation of streaming services, such as peer-to-peer streaming or streaming of canned audio/video streams.

The Harmonized APIs SHALL cover the following requirements:
	Req. 1
	The API SHALL support streaming services related to audio streaming and video streaming.

	Req. 2
	The API SHALL be independent of the streaming technology.


Table 20: Service Specific Requirements - Streaming Services

6.4 Overall System Requirements

	
	


Table 21: System Requirements 

6.5 System Elements

	System Element
	System Element Description
	Reference 

	A: Server-side Application 
	This is the application software providing the application functionality. It resides on a server run by the developer, aggregator or operator
	Sec 4.0

	B. Application Server & Gateway
	This element provides the Harmonized APIs for the application together with the network access services
	


Table 22: System Elements

The system has the following elements:

1. Server-side Application

2. Application Server & Gateway

6.5.1 Server-side application

	Req. 1
	The Server-side application MUST support the ability to communicate with the application server.

	Req. 2
	The Server-side application MUST have the ability to send and/or receive asynchronous events to/from the Application Server & Gateway.


Table 23: Requirements for server-side Application

6.5.2 Application Server & Gateway

	Req. 1
	The Application Server & Gateway MUST support the ability to communicate with the server-side application.

	Req. 2
	The Application Server & Gateway MUST have the ability to send and/or receive asynchronous events from the server-side application.


Table 24: Requirements for Application Server & Gateway

6.5.2.1 Interfaces to server-side application

6.5.3 Network interfaces

	1
	<Ref: SEC 4>
	The protocol between the server-side application and the Application-Server & Gateway can be based on HTTP, TCP, or any other well known protocol.

	2
	<Ref: SEC 4>
	The performance of the protocol should be optimized.


Table 25: Requirements for Network interfaces
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