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1 Reason for Contribution

This contribution define an alert format to be used when an alert message need to be sent from the device as result of an event in a Management Object. 

This document is based on the following previous alert proposals:  OMA-DM-2004-0011-ClientGeneratedEvents-R01, OMA-DM-2004-0022-Generic-Alert, OMA-DM-2004-0032-Status-BO-GenericAlert, and OMA-DM-2004-0015-Performance-and-Fault-Reporting.

This document and document OMA-DM-2003-0006-Firmware upgrade both discuss proposals for the building, sending, and processing of alerts/events so it would be good to review these two documents, and any other input contributions relating to this topic, at the same time.  

2 Summary of Contribution

This contribution defines a standard for creating formatted client generated alerts in the OMA DM specifications. For a complete solution every MO needs also a definition of which type the data is using. Guidelines on how a particular MO definition should define the alert data should be defined in the MO template later on. This proposal also outline how that can be defined but is not part of the proposal.

This proposal does not change the DTD, it add one extra alert code with a defined format so it should not break backward compatibility. Implementations using OMA DM version 1.2 MUST support this feature.

3 Detailed Proposal

3.1   Introduction

OMA DM (version 1.1.2) currently defines alert code 1224 for use by client generated events. The definition of 1224 is undefined so this proposal suggests alert code 1226 so we will not break interoperability with implementations that are using 1224. 

A new alert code, 1226, will be defined for formatted client generated events.

This input paper will describe an Alert format that can be used to describe the alert data in an industry standard way to be adopted by the OMA DM working group.

3.2   Basic Design

Each Item element of the Alert element can be used to pass a client event to the server and multiple Items can be included in the same alert message. 

<Alert>

   <CmdID>2</CmdID>

   <Data>1226</Data>

   <Item>

<Source><LocURI>./SyncML/Sample</LocURI></Source>

      <Meta>

         <Type>text/plain</Type>

         <Format>xml</Format>

      </Meta>

      <Data>

         <!-- Client Alert Data Goes Here -->

      </Data>

   </Item>

</Alert>

3.2.1 Item

Mandatory parameter. Item MUST be repeated for each alert of type 1226 if the device will send them together inside the same Alert message.

3.2.2 Source, LocURI

Optional parameter. If the alert is from a MO and the definition of that MO mandates this parameter, then it MUST be included.

3.2.3 Meta, Type, Format

If data is included then Meta MUST define the format of the Data. For a simple alert message then the data could be for example an integer and for a more complex alert message then the data can be an opaque string. 

3.2.4 Data

Data MUST use the format specified in the Meta tag. If format is xml, then the format MUST be specified in that MO specification. The format could be an xml-formatted string using primitives (e.g. Boolean, int, string, etc.) and key/values pairs.

3.3 Sample Alert Data

The following three samples show what alert data may look like. The first example shows an example of a firmware upgrade alert message:

3.3.1 Alert message that does not need an complex xml structure

When a simple parameter is used, i.e. not xml, then it is only possible to include zero or one data-parameter per item/MO. For some MO’s alert messages, the definition could be that the server must get some extended data in the Management Object.

<Alert>

   <CmdID>2</CmdID>

   <Data>1226</Data>

   <Item>

<Source><LocURI>./FwUpdate/x</LocURI></Source>

      <Meta>

         <Format>int</Format>

      </Meta>

      <Data>1</Data>

// The ResultCode from the Firmware proposal

   </Item>

</Alert>

3.3.2 Alert message that contain two alerts from different MO’s

This example shows how to send two alerts from different MO in the same alert message.

<Alert>

   <CmdID>2</CmdID>

   <Data>1226</Data>

   <Item>

<Source><LocURI>./FwUpdate/x</LocURI></Source>

      <Meta>

         <Format>int</Format>

      </Meta>

      <Data>1</Data>

// The ResultCode from the Firmware proposal

   </Item>

   <Item>

<Source><LocURI>./Capability/NewFeatureX</LocURI></Source>

      <Meta>

         <Format>bool</Format>

      </Meta>

      <Data>true</Data>

   </Item>

</Alert>

3.3.3 Alert message that include the alert data as xml in the alert message

This example shows when more than one parameter is related to the same alert/MO. It is also possible to combine example 3.3.2 and 3.3.3 in the same alert message.

<Alert>

   <CmdID>2</CmdID>

   <Data>1226</Data>

   <Item>

<Source><LocURI>./SyncML/Sample</LocURI></Source>

      <Meta>

         <Type>text/plain</Type>

         <Format>xml</Format>

      </Meta>

      <Data>

         <AlertType>org.openmobilealliance.sample</AlertType>

   <Severity>Harmless</Severity>

         <AlertData>

            <DataElement>


         <DataType>Boolean</DataType>    


         <DataKey>sampleBoolean</DataKey>


         <DataValue>true</DataValue>

            </DataElement>

            <DataElement>


         <DataType>int</DataType>    


         <DataKey>sampleInt</DataKey>


         <DataValue>7</DataValue>

            </DataElement>

         </AlertData>

      </Data>

   </Item>

</Alert>

3.4 Example of definition of the opaque string

3.1.1 Alert Type

IANA or OMNA registered alert type or reverse domain name. Alerts defined within OMA should use OMNA registered types. The registration is done at OMNA  (http://www.openmobilealliance.org/tech/omna/) or IANA (http://www.iana.org/)

3.1.2 Severity

Optional parameter. Any event that does not specify a severity will default to Harmless. This will prevent server implementations assigning different severities to different event types. The following values are allowed: fatal, critical, minor, warning, harmless, unknown.
3.1.3 AlertData

Should be defined later on.

4 Intellectual Property Rights Considerations

None.

5 Recommendation

It is recommended to approve the definition of the alert format to be part of the protocol. CR must be created later on for the specific specifications. It is also recommended that future work should be done for the MO Template. 
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