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Change Request

	Title:
	CR to DMSEC on transport layer security when using SyncML over HTTP (alternative to SEC-2004-0068) 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	Device Management Working Group

	Doc to Change:
	OMA-SyncML-DMSecurity-V1_1_2-200306121

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Nicola Vote, NTT DoCoMo, nicola@cet.yrp.nttdocomo.co.jp

	Replaces:
	Alternative proposal to OMA-SEC-2004-0068-CR-for-mandating-TLS-when-using-SyncML-over-HTTP


1 Reason for Change

The Device Management Requirements Document specifies that a secure transport layer security model must be used when running a DM session over TCP/IP / HTTP. However, the recommendation from the OMA Security Group to mandate support of TLS1.0 for DM clients will have an unnecessary impact on implementation for little additional security benefit. The change also is not in line with current market requirements. This proposal is a more realistic proposal for meeting the requirements for a secure transport layer security model that takes into account market conditions and implementation constraints. 
2 Impact on Backward Compatibility

No. 
3 Impact on Other Specifications

No
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve this alternative CR 

6 Detailed Change Proposal

Section 5.5.1 in OMA-SyncML-DMSecurity-V1_1_2-200306121

The use of a transport layer protocol that supports encryption is RECOMMENDED for use where the exposure of the data to third party could have significantly negative consequences. When using SyncML over HTTP: 
· The device management server MUST use wireless profiled TLS [TLS profile] or SSL3.0 [SSL3.0]
· The device management client MUST use wireless profiled TLS and/or SSL3.0 
· The device management client MUST identify that the device management server is using wireless profiled TLS or SSL3.0 
· A device management session SHALL NOT take place over SSL2.0 or less.
· The device management server MUST support both of the following cipher suites, both of which provide authentication, confidentiality and integrity, when using an SSL3.0 session

· SSL_RSA_WITH_RC4_128_SHA
· SSL_RSA_WITH_3DES_EDE_CBC_SHA
· The device management client MUST support one of the following cipher suites, both of which provide authentication, confidentiality and integrity,  when using an SSL3.0 session

· SSL_RSA_WITH_RC4_128_SHA
· SSL_RSA_WITH_3DES_EDE_CBC_SHA
The device management server MAY accept the usage of other cipher suites with at least 128 bit symmetric keys when using an SSL3.0 or wireless profiled TLS session. 
Note that it is possible to use other transports, which give confidentiality, without also having authentication.  In these cases, confidentiality may be at risk. 
Section 2.1 Normative References
[TLS Profile] “TLS Profile and Tunnelling Specification”, WAP-219_TLS, Open Mobile Alliance, URL, http://www.openmobilealliance.org
[SSL3.0] http://www.netscape.com/eng/ssl3/draft302.txt
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