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1 Reason for Change

The optional Copy command of DM 1.1.2, described in [DMREPPRO] and [DMTND], is both bugged as specified, and of limited effect for its intended use.
This Change Request addresses both problems:  
Firstly, it fixes bugs in the existing specifications which make interpretation ambiguous, or where text is loose enough that a DM Client could be expected to service Copy commands that are meaningless or in violation of its DDF.

Secondly, it removes the text that restricts application of the Copy command only to leaf nodes, and adds new normative text that provides a definition for using Copy on entire Management Objects.   Symbian believes that the intent of Copy (to reduce bandwidth usage when making duplicates of device settings in the Management Tree) is not being fully realised in the 1.1.2 specification with its restriction to leaf nodes.  The ability to Copy an entire Management Object offers much greater protocol savings.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

None.

5 Recommendation

Approve this change request and apply the changes for version 1.2 of the DMREPPRO and DMTND specifications.

6 Detailed Change Proposal

Changes to the DMREPPRO spec:

1/ Remove use of Meta within Copy.  This is an existing bug, in contradiction with the statement that Copy is NOT intended to be able to change the media type of a data item

2/ Remove text that restricts Copy to operate only on leaf nodes

3/ Fix existing bug in Status code table, code 405:  the node for which Copy AccessType is required must surely be the Source, not the Target.

4/ Fix existing bug in Status code table, removing code 418:  clearly nonsensical when Copy is permitted to overwrite existing settings!

5/ Add text about Copy on interior nodes, and a reference to new text in DMTND.

Changes to the DMTND spec

1/  Add section 6.2.6 which is new text providing a normative definition of the safe use of Copy for both leaf and interior nodes.

2/  Modify section '7.7.1.5 ACL Syntax' to remove some text that sounds normative but isn’t.  Instead reference new section 6.2.6.

<<START DMREPPRO>>

6.5.4 Copy

Restrictions: Implementation MUST treat the data of the copy and the data of the original independently after the copy is complete. It is implementation dependent when a physical copy of the item is made in the recipient.

The Copy command in this version of the specification is NOT intended to be used to attempt to change the media type of a data item, compress the data item or otherwise transform a target data item. It is intended to provide a facility for duplicating or moving data (as can be obtained by using Copy followed by a Delete of the original) on the client without having to send this data to a server and back to achieve the same effect.

The mandatory CmdID element type specifies the SyncML message-unique identifier for the command.

The Cred element MUST NOT be used at command level.

The optional Meta element type specifies meta-information to be used for the command. For example, the common media type or format for all the items can be specified. The scope of the meta-information is limited to the command.

The optional Meta element MUST NOT be used in a Copy command, at command level or item level.

One or more Item element types MUST be specified. The Item element type specifies the data item to be copied on the recipient's management tree. Copy MUST be specified within an Atomic, Sequence or SyncBody element type and the Target and Source specified within the Item element type in the Copy command MUST be a full device URI.  The choice of Target and Source URI are restricted to nodes in the DM Tree that are semantically equivalent according to the DDF. This and other restrictions on the use of Copy are described in [DMTND].

In this version, t The source and the destination nodes MUST can be both leaf nodes or both interior nodes. Assuming both nodes are leaves, the value of the source node overwrites the value of the target node. If the Copy command cannot be executed because the target node cannot be overwritten with the value of the source node for reasons other than access control rights, (403) Forbidden status is sent back. Guidance for status code usage when Copy is applied to leaf nodes can be found in [DMTND].

If both nodes are interior, and the restrictions described in [DMTND] are met, then the Management Object located at the source node is duplicated at the target node.  If the Copy command cannot be executed fully to create a duplicate Management Object, then the DM Tree SHOULD be left in its original state.  Guidance for status code usage when Copy is applied to interior nodes can be found in [DMTND].

	Status code
	Meaning 

	(200) OK
	The command and the associated Alert action are completed successfully.

	(215) Not executed
	Command was not executed as the user chose to abort/cancel management operation/command.

	(216) Atomic roll back OK
	Command was inside Atomic element and Atomic failed. This command was rolled back successfully.

	(401) Unauthorized
	The originator's authentication credentials specify a principal with insufficient rights to complete the command.

	(403) Forbidden
	Forbidden. The command could not be executed because the source cannot be copied to the destination URI for reasons other than access control rights.

	(405) Command not allowed
	The requested Copy command is not allowed on the target Source.

	(406) Optional Feature Not Supported
	The specified Copy command is not supported by the recipient.

	(407) Authentication required
	No authentication credentials were specified. A suitable challenge can also be returned.

	(414) URI too long
	URI in command is too long. Either string presenting URI or segment in URI is too long or URI has too many segments.

	(418) Already exists
	The target data item already exists in the recipient management tree.

	(420) Device full
	There is insufficient space in the recipient management tree for the data item.

	(425) Permission denied
	The server does not have the proper ACL permissions.

	(500) Command failed
	Non-specific errors created by the recipient while attempting to complete the command.

	(510) Data store failure
	Error occurs while the recipient copying the data item within the recipient's management tree. 

	(516) Atomic roll back failed
	Command was inside Atomic element and Atomic failed. This command was not rolled back successfully. Server should take action to try to recover client back into original state.


<<END DMREPPRO>>

<<START DMTND>>

6.2.6
Copying within the Management Tree

The optional Copy command allows DM servers to duplicate portions of the Management Tree of a DM client.  The intent is to provide savings in bandwidth, by enabling a DM server to issue a single Copy command in place of separate Get, Add, Replace, Delete and Atomic commands.

DM Clients that support Atomic MUST ensure that if the Copy command cannot be executed fully, then the DM Tree is left in its original state.

6.2.6.1 Restrictions on Source and Destination URI

Copy can be used to duplicate individual leaf nodes or entire Management Objects.  If a leaf node is being copied then both Source and Destination URI MUST be for leaf nodes.  If a Management Object is being duplicated then both Source and Destination URI MUST be for interior nodes.

Furthermore, the DDF definition of the Source and Destination nodes MUST be equivalent.  There are two possibilities:

a) both nodes are described by a single <Node> of the DDF.  This means that the result of the Copy is a duplicated leaf node or Management Object in the same branch of the DM Tree.

b) the Source and Destination nodes are in different branches of the DM Tree, but the Management Object to which they belong is of identical Type.  This enables Copying of Management Objects between branches of the DM Tree, for clients that do not constrain all instances of a Management Object Type to share a common parent.  See section 7.7.7.2.

If a DM Server issues a Copy command where the Source and Destination URIs are incompatible according to this restriction, the DM Client MUST fail the command with the status code (403) Forbidden.

6.2.6.2  Access Types

The Source URI specified in the Copy command MUST reference a node for which the AccessType Copy has been set in the Client DDF.  This restriction is not necessary for the Destination URI when the Source URI and Destination URI are described by different Nodes in the Client DDF.  However the Destination URI MUST reference a node for which the AccessTypes Add and Replace are set.  In additional, where Copy is directed at interior nodes, the AccessType for the Destination URI MUST include Delete.

The Delete AccessType is needed for interior Destination nodes to ensure that, when entire Management Objects are copied, the resulting object is indeed a duplicate of the Source.  If the Destination already exists, and contains optional nodes not present in the Source (or vice versa), a straight node-for-node Copy would not result in a true duplicate.  Such a 'merged' Management Object could contain inconsistencies that prevent the DM Client from being able to understand it.

When Copy is issued for the purpose of duplicating an entire Management Object, these restrictions apply to the AccessTypes of the Source and Destination nodes only.   It is not necessary to include Copy in the AccessType set for every node in the Management Object.  A Copy AccessType MUST be applied only to the nodes in the Management Object for which the client is able to support Copying.

Management Objects can contain nodes for which the AccessType Get is not defined - for example, passwords in account objects.  This does not affect the ability of the DM Server to Copy such a Management Object - whether Copy is directed at the Management Object as a whole, or at that individual leaf - if the Copy AccessType is set for the Source URI.  But it does mean that the DM Server would be unable to Get the copied value.

If a DM Server issues a Copy command where the Source and/or Destination AccessTypes do not permit the command according to these restrictions, the DM Client MUST fail the command with the status code (405) Command Not Allowed.

6.2.6.3  ACLs

The restrictions described in section 7.7.1 'ACL' apply in the usual way, for the Source node specified in Copy commands.  The DM server MUST be permitted by the ACL to Get the Source node.  When the Destination node exists before Copy is issued, the presence of Get in its ACL is not relevant for the operation to succeed.  However the Destination node’s ACL MUST permit the DM Server to Replace where the Destination is a leaf node, or to Add where the Destination is an interior node.  In addition, where the Destination node is an interior node, and the Destination already exists, the Destination node ACL MUST permit the DM Server to Delete.  This is in order to ensure a valid Management Object results, and because if a DM Server were to break Copy down to its constituent operations, it would first Delete the existing Destination Management Object before creating the duplicate.

Management Objects may contain nodes in which the ACL prevents the DM Server from accessing particular leafs, or sub-trees.  This does not affect the ability of the DM Server to Copy the whole Management Object, when Copy is directed at the interior node that forms its head.  The DM Client MUST ensure that the resulting duplicate Management Object has identical ACLs at each node in the Management Object.  The DM Client MUST explicitly set the ACL of the Destination node if the Source node's ACL is inherited and its value differs from that inherited at the Destination node's parent.

If a DM Server issues a Copy command where the Source and/or Destination ACLs do not permit the command according to these restrictions, or where the resulting Destination node ACL can't be set to ensure a correct duplicate, the DM Client MUST fail the command with the status code (425) Permission Denied.

6.2.6.4  Other properties

The DM Client is REQUIRED to duplicate other supported node properties when processing Copy commands, with the exception of VerNo and TStamp.  Where supported, the VerNo and TStamp of nodes created or modified as a result of Copy MUST be set as if an Add or Replace command had been used at the Destination.

6.2.6.5  Permanent Nodes

The Scope of the nodes specified by the Target and Source URIs in Copy MUST be identical.   Copying between Permanent structures of the Management Tree is permitted provided that the other restrictions in this section are met, and provided that the effect on the Destination doesn't violate restrictions in section 7.5.1.

=================

7.7.1.5  ACL syntax

(snip)

There is no ACL representation for the Copy command. Copy exists as a command on its own mainly for efficiency reasons. Any The result of a Copy command can always mostly be created by an equivalent sequence of other commands, subject to AccessTypes and ACLs.  See section 6.2.6. To successfully execute a Copy, a server needs to have the correct access rights for the equivalent Add, Delete, Get, and Replace commands.

<<END DMTND>>
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