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1 Reason for Change

There are situations when delivered content needs to be signed and encrypted before delivery to the device. This kind of situation can be e.g. when some third party content developer want’s to deliver the content to the device in a secure manner or the device would like to verify that the content is coming from the correct source. Source of the signed or encrypted Content could be almost anything and most probably it does not know anything about the OMA DM protocol. This is why we need to keep the coupling between the OMA DM-protocol and the Source of the Content as loose as possible.

The proposal is to use well defined XML-signature and XML-encryption mechanisms for OMA DM purposes.

2 Impact on Backward Compatibility

No impact on backward compatibility.

3 Impact on Other Specifications

No impact to other specifications.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Contributing company would like OMA DM WG to evaluate the change request, approve it and incorporate the change in next OMA DM release.

6 Detailed Change Proposal

2. References

2.1 Normative References

	[XMLENC]
	“XML Encryption Syntax and Processing”. W3C. 
http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/

	[XMLSIGN]
	“XML-Signature Syntax and Processing”. W3C.  
http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/


3.2 Definitions

Content

Content means data delivered inside of OMA DM messages <Data>-elements.
Content Trust

Content Trust means ability to identify the source of the content.

Management Trust

Management trust means right to manage Device Management Tree in Device.

5.8 Security support for content signing and encryption

5.8.1 Content signing and encryption introduction

There are situations when Management trust and Content Trust need to be separated. The idea of the content signing and encryption is that the Device could identify the source of the Content even the delivery is done by using some other Device Management Server. Also Content may be encrypted by the source of the content by using Device’s public key. In this context the other Device Management Server means the Device Management server, which is not controlled by the content creator or content source.

Source of the signed or encrypted Content could be almost anything and most probably it does not know anything about the OMA DM protocol. This is why we must keep the coupling between the OMA DM-protocol and the Source of the Content as loose as possible.

5.8.2 Content Signature enabling Authenticity and Integrity

XML-signature [XMLSIGN] offers the signature mechanism to achieve Authenticity and Integrity. Because the messaging between the Source of the Content and Terminal is not possible we need to agree the mandatory algorithms beforehand. The algorithms MUST be used for Authenticity and Integrity are RSA and SHA-1. We MUST use enveloping signature when signing the content using XML-signature mechanisms. Detached and enveloped signatures MUST NOT be used, because they needs reference to signed content, which causes possible conflicts between different content sources and adds OMA DM knowledge need for signing party, thus not supporting loose coupling between the Source of the Content and the OMA DM -protocol.

Rules for XML-signature elements used for enveloping XML-signature [XMLSIGN] in OMA DM Content signature context:

· Content (data), which is to be signed, MUST be placed inside of <Object> element.

· <Object> element MUST NOT contain any other elements than Content signed.

· <Reference> element MUST NOT contain any attributes. 

· <Reference> element MUST have child elements <Transforms>, <DigestMethod> and <DigestValue> elements.

· <DigestValue> element contents MUST be encoded using base64.

· <SignatureValue> element contents MUST be encoded using base64.

· <Transforms> element MUST NOT have <Xpath> child element

· <Signature> element MUST be a child of <Data> element.

· <KeyInfo> MAY be included in <Signature> for receiver to verify signature.

· The digest value (in <DigestValue>) is encrypted with sender’s private key to produce <SignatureValue>. The receiver then decrypts the signature with the sender’s public key (in KeyInfo/KeyValue) to produce digest value (which sender computed), This hash value is compared to the digest value computed by the receiver.

Example of OMA DM message with signed content:

<SyncML>


<SyncHdr>



…


</SyncHdr>


<SyncBody>



…



<Replace>




<Item>





<Target>






<LocURI>./my_mgmt_obj/file</LocURI>





</Target>





<Data>






<Signature>







<SignedInfo>








<CanonicalizationMethod









Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>








<SignatureMethod 









Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>








<Reference>









<Transforms>










<Transform 











Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>









</Transforms>









<DigestMethod 











Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>









<DigestValue> LyLsF094hPi4wPU... </DigestValue>








</Reference>







</SignedInfo>







<SignatureValue>








Hp1ZkmFZ/2kQLXDJbchm5gK...







</SignatureValue>







<KeyInfo>








<KeyValue xmlns="http://www.w3.org/2000/09/xmldsig#">









. . .








</KeyValue>







</KeyInfo>






<Object>








ASDFASDFASDFASDG...







</Object>






</Signature>





</Data>




</Item>



</Replace>


</SyncBody>

</SyncML>

5.8.3 Content Confidentiality 

XML-encryption [XMLENC] offers the encryption mechanism to achieve Content Confidentiality. Because the messaging between the Source of the Content and Terminal is not possible we must agree the mandatory algorithms beforehand. The algorithms that MUST be used for Confidentiality are RSA and AES. 

If content is signed and encrypted the signature MUST be done first and the encryption MUST be placed over the entire signed content.

Rules for XML-encryption elements used for XML-encryption [XMLENC] in OMA DM Content Encryption context:

· XML-Encryption tree MUST be placed as a child of a <Data> element (whose content we want to encrypt) in <SyncBody>.

· OMA DM Content MUST be encrypted using a symmetric key AES128, i.e. outer <EncryptionMethod> element MUST have algorithm attribute set to a symmetric keying method.

· Symmetric key MUST be encrypted by an asymmetric key RSA-1_5, i.e. inner <EncryptionMethod> element MUST have algorithm attribute set to an asymmetric keying method (i.e. sender’s public key).

· <KeyInfo> MUST be included in <EncryptedData> and in <EncryptedKey> for receiver to inform encryption keys.

Example of OMA DM message with signed content:

<SyncML>


<SyncHdr>



…


</SyncHdr>


<SyncBody>



…



<Replace>




<Item>





<Target>






<LocURI>./my_mgmt_obj/file</LocURI>





</Target>





<Data>






<xenc:EncryptedData








Type=http://www.w3.org/2001/04/xmlenc#Element>







<EncryptionMethod


    




Algorithm='http://www.w3.org/2001/04/xmlenc#aes128-cbc'/>








<KeyInfo>









<EncryptedKey>










<EncryptionMethod 











Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/>










<KeyInfo>





  






<KeyName>rsaKey</KeyName>










</KeyInfo>










<CipherData>











<CipherValue>












xyzabc











</CipherValue>










</CipherData>









</EncryptedKey>








</KeyInfo>


 





<xenc:CipherData>









<xenc:CipherValue>...</xenc:CipherValue>


 





</xenc:CipherData>






</xenc:EncryptedData>





</Data>




</Item>



</Replace>


</SyncBody>

</SyncML>

Appendix A. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [CREQ].

A.1. Client Features for content security

	Item
	Function
	Ref.
	Status
	Requirement

	DMSEC-SF-C-001
	Client support for content signature
	5.8.2
	O
	DMSEC-SF-C-003 AND DMSEC-SF-C-004

	DMSEC-SF-C-002
	Client support for content encryption
	5.8.3
	O
	DMSEC-SF-C-005 AND DMSEC-SF-C-006

	DMSEC-SF-C-003
	RSA and SHA-1 support for Authenticity and Integrity.
	5.8.2
	O
	

	DMSEC-SF-C-004
	Rules for enveloping XML-signature.
	5.8.2
	O
	

	DMSEC-SF-C-005
	RSA and AES support for Confidentiality
	5.8.3
	O
	

	DMSEC-SF-C-006
	Rules for enveloping XML-encryption.
	5.8.3
	O
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