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1 Reason for Change

This input contribution corrects some bug fixes, changing some features from informative to normative. 

The following changes are proposed in this CR:

1. 
a. 
2. Chapter 5.2.2 – 5.2.11

a. Remove unnecessary access types

3. Chapter 5.2.5, 5.2.9

a. Add references to OMA Download when that is used.

4. Chapter 5.2.10

a. Remove that the State SHOULD be reported, due to that is not included in the report.

b. State “Idle” added to the State table. 

c. 
5. Chapter 5.2.11

a. Adding missing Access Type.

6. Chapter 6.1.4

a. Clarify the difference between the alert and state.

7. Chapter 6.2.2.5.1

a. Move this Informative Result Code table to the location there the alert is specified

b. 
8. Appendix B f)

a. Clarify that this behaviour is related to OMA Download

9. Appendix B k)

a. Remove State and PkgName from the Generic Alert message

2 Impact on Backward Compatibility

This is truly new functionality and will not affect implementation supporting version 1.1.2 or prior to that. 

3 Impact on Other Specifications

None

4 Intellectual Property Rights Considerations

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend the DM working group to approve this CR to be included in the first release of Firmware Update Specification. 

6 Detailed Change Proposal

5.2.2 x/PkgName


This optional node contains the Name associated with the firmware update package.  

Occurrence: ZeroOrOne

Format: Chr

Access Types: Get, 
Values: N/A 

5.2.3 x/PkgVersion


This optional node contains the Version information for the firmware update package.

Occurrence: ZeroOrOne

Format: Chr

Access Types: Get, 
Values: N/A 

5.2.4 Node: x/Download

This interior node acts as a node on which an Exec is to be invoked in order to initiate a firmware download for the specified update package.  

Occurrence: ZeroOrOne

Format: Node

Access Types: Exec

Values: N/A 

5.2.5 x/Download/PkgURL


This node contains the URL where the firmware update package or download descriptor is located.  This URL is used for alternative download mechanisms (such as Descriptor Based Download [DLOTA]).

Occurrence: One

Format: Chr

Access Types: Get, Replace

Values: N/A 

5.2.6 Node: x/Update

This interior node is a node on which an Exec command is invoked in order to initiate a firmware update for the specified update package.  

Occurrence: ZeroOrOne

Format: Node

Access Types: Get, Exec

Values: N/A 

5.2.7 x/Update/PkgData


This node contains the actual binary firmware upgrade package.  Once the package is installed, the client MAY remove the data to save space, leaving the node empty.

Occurrence: ZeroOrOne

Format: Bin

Access Types: Replace

Values: N/A 

5.2.8 Node: x/DownloadAndUpdate

This interior node is a node on which an Exec is to be invoked in order to initiate a firmware download and an immediate update for the specified update package.  

Occurrence: ZeroOrOne

Format: Node

Access Types: Get, Exec

Values: N/A 

5.2.9 x/DownloadAndUpdate/PkgURL


This node contains the URL where the firmware update package or download descriptor is located, that is to be downloaded and immediately installed.  This URL is used for alternative download mechanisms (such as Descriptor Based Download [DLOTA]).  

Occurrence: One

Format: Chr

Access Types: Get, Replace

Values: N/A 

5.2.10 x/State

Contains a value indicating the state of the mobile device after an attempt to update firmware or download update packages is completed.  This value indicates the state achieved following the invocation of an Exec command.

Occurrence: One

Format: Int

Access Types: Get
Values: See table below 


	State 
	Description 
	Integer Value

	Idle
	No firmware update has been started
	0

	Client Request
	Client has sent a client initiated request
	5

	Starting Download
	There is no data available and download is about to start
	10

	Download Failed
	Download failed and there is No data received
	20

	Download Progressing
	Denotes that a download has started and that 0 or more bytes of data have been downloaded
	30

	Download Complete
	Have data after Download has been completed successfully
	40

	Starting Update
	Have data and about to start Update
	50

	Update Progressing
	Denotes that the Update is currently running, but has not yet completed
	60

	Update Failed
	Have data but Update failed
	70

	Update Successful
	Update complete and data still available
	80

	Update Successful
	Data deleted or removed after a successful Update
	90


5.2.11 Node: x/Ext


This is a node for supporting vendor specific extensions.

Occurrence: ZeroOrOne

Format: Node

Access Types: Get
Values: N/A 

6.1.1 Use of Alert 1226 for Notifications

At the end of a firmware update operation, the device MUST send a notification to the DM server via an Alert 1226 [ALERT 1226] message.  The alert message includes the following data:

· An integer result code – Used to report status of the operation

· The URI of the Firmware Update Management Object – Used to identify the source

· An alert type – Used to identify the operation

· Correlator – Used by the server and passed as part of the Exec command

Alerts that are reporting an error or failure condition SHOULD report a severity other than Informational in the Mark field of the Meta information.

Note: If the server needs to retrieve additional information, such as State, then the server MAY query the device for those specific nodes. 
6.1.4.1 Result Code

The result code of the operation MUST be sent as part an integer value in the Data element of the alert GenericAlert 1226 [Alert 1226] message.  The result code SHOULD be one of the following values:
5.2.1.1.1 

	Result Code
	Error Message
	Informative Description of Status Code Usage

	200
	Successful 
	Successful - The Request has Succeeded

	201
	Successful Update
	Successful Update of Firmware /Software / Content

	202
	Successful Download
	Successful Download of Firmware /Software / Content

	250 -299
	Successful – Vendor Specified
	Successful Operation with Vendor Specified ResultCode

	400
	Client Error
	Client error – based on User or Device behavior

	401
	User Cancelled - Download
	User chose not to accept download when prompted

	402
	User Cancelled - Update
	User chose not to accept update when prompted

	403
	Corrupted FW_UP
	Corrupted firmware update package, did not store correctly.  Detected, for example, by mismatched CRC’s between actual and expected.

	404
	Package Mismatch
	Wrong Update Package delivered to device based on current device characteristics

	405
	Failed Signature Authentication
	Failure to positively validate digital signature of update package

	406
	Not Acceptable
	Delivered Content is Not Acceptable

	407
	Authentication Failure 
	Authentication was Required but Authentication Failure was encountered

	408
	Request Time-Out
	Client has encountered a time-out

	409
	Not Implemented
	The device does not support Firmware Update functionality

	410
	Undefined Error
	Indicates failure not defined by any other error code

	411
	Update Failed
	Update operation failed in device

	450 -499
	Client Error  – Vendor Specified
	Client Error encountered for Operation with Vendor Specified ResultCode

	500
	Server Error
	Server Error Encountered

	501
	
	Download from the Server failed

	502
	Bad URL
	The URL provided is bad

	503
	Server Unavailable
	The Server is Unavailable or Does not Respond

	550 -599
	Server Error – Vendor Specified
	Server Error encountered for Operation with Vendor Specified ResultCode


For non-fatal update failures, the end-user should be provided an indication of the failure and return the phone to an operational mode.

In addition to the result codes listed above, the ./FwUpdate/x/State element provides additional detailed information regarding the state in which the mobile device is left in at the termination of the (successful or otherwise) Exec operations invoked on the Update or Download elements.

APPENDIX B:  Best Practices (Informative)

· 
· 






NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20040122]

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20040122]

