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1 Reason for Change

The contribution OMA-DM-2004-0224-OMA-DM-attacks describes attacks related to OMA DM. The draft DM 1.2 specifications are still vulnerable to attack. This CR specifies the location of bootstrap information stored on smartcards. It is more secure to bootstrap DM clients from smartcards than use over the air bootstrapping mechanisms.

2 Impact on Backward Compatibility

No impact – applies to DM V1.2 only.

3 Impact on Other Specifications

An additional CR will be required to PROVBOOT to include the UICC and R-UIM.

An additional CR will be required to PROVSC to define the new OID for a DM Boostrap document.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the following change is accepted in order to reduce the vulnerability to <provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

5.7.2.4 Smartcards

While not a transport, per se, smartcards allow for a very secure delivery of bootstrap information.

Smartcard is a generic name for a set of specific specifications: [GSM11.11], [TS151.011], [TS102.221], [TS131.102], [C.S0023-B_v1.0]. 

Bootstrap data MAY be stored on the smartcard.  
If bootstrap data is stored on the smartcard then it SHALL be stored in one of the following ways, and SHALL be handled by the Device accordingly:
- As data within a Client Provisioning (CP) document, held within the defined provisioning files of [PROVSC]. If the Device supports OMA CP and these files are present and contain valid data then the device MUST use this data. 

- As data within an additional EF DM_Bootstrap, whose presence is indicated within EF DODF-prov [PROVSC] using the OID (TBD). When such a file is present on the smartcard inserted in the device then the device SHALL use the bootstrap information from the file. 

The DM_Bootstrap information MUST be used in preference to Client Provisioning information when both are available on the smart card.

The device SHOULD check that the bootstrap data for all DM servers previously bootstrapped from the smartcard are still available from the smartcard when the device is switched on; if not, the account information for these DM Servers should be removed from the object tree.
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