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1 Reason for Change

Suggested updates to the protocol usage part of the FUMO specification draft.  The goal is to have the initial protocols steps (initiation, authentication and device info exchange) and the final step (notification) be normatively specified.  The download and update parts can be informatively described in the FUMO specification.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve this change request and apply the changes to version 1.0 of the Firmware Update Management Object specification.
6 Detailed Change Proposal

1. Similar to OMA-DM-2005-0019-FUMO-Usage-CR, this proposal recommends moving the current Section 6.2 to follow after the recently add normative section for “client-initiated firmware update.”  This results in the normative section on the “exec” command immediately preceding the normative section on the “client-initiated firmware update” which, in turn, will be followed by what is currently Section 6.2.
2. Further, this proposal recommends rewriting the initial part of the former Section 6.2 (which is referred to as Section 7 in this CR) to have a normative section that describes the non-download and non-update part of the protocol that supports FUMO management activities.  The suggested rewriting of the initial part of the new Section 7 is show below.
7    Firmware Update Protocol (Normative)
The Firmware Update Protocol specifies a set of standard commands with associated parameters and management objects that shall be used for OTA firmware updates.  OTA Firmware updates require special attention to handle the discovery, security, download and installation. 
The Firmware Update Protocol builds upon the OMA DM protocol [SYNC DM] for both initiating and indicating the completion of  firmware update operations.  It also standardizes the commands to initiate downloads and updates and supports the use of three alternate forms of download: (1) use of the OMA DM “replace” command, (2) the use of the OMA Download Over the Air specification [DLOTA] and (3) alternate vendor provided download mechanisms that comply with the management commands and protocol described in this specification.  Details of both the vendor provided alternate download mechanism and the update mechanism are left to the vendors’ discretion.
In the case of a client-initiated session, the “client initation” steps are described in this document.  After these steps complete, and in the case of a server-initiated session, the remaining initial steps of the Firmware Update Protocol that are used for initiation, authentication and device information exchange MUST use standard OMA DM message packages and commands as described in [DMNOTI] and [SYNCDM].  Further, if DLOTA or an alternate vendor provided download protocol is not used, the OMA DM “replace” command SHALL be used to download the update data.  In all cases, the “download,” “update” and/or “download and update” operations SHALL be invoked using the “exec” command and data contained in the management object nodes as described in this document.  Finally, after the “update” or “download and update” operation completes, the client MUST send an “alert 1226” [ALERT 1226] notification to the server.
7.1    Firmware Update Protocol Overview   (Informative)

The Firmware Update Protocol shall support the following process steps in order to achieve an OTA firmware update:

· Firmware Update Step 1: Firmware Update Initiation

· Firmware Update Step 2: Device Information Exchange

· Firmware Update Step 3: Firmware Download

· Firmware Update Step 4: Firmware Installation

· Firmware Update Step 5: Notification of Firmware Update

Scenario 1: Firmware Update via OMA DM Download (Replace)

The following example shows how OMA DM is used directly to move a firmware update package to the device using a DM “Replace” command to access a management object representing the actual firmware binary package data:
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Scenario 2: Firmware Update through an Alternative Download Mechanism 

The following example shows how OMA DM is used to invoke an external download method, using a DM “Replace” command to specify the URL of the download descriptor that describes further details concerning the firmware package and the download method to be used:
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7.2     Protocol Example
7.2.1       Firmware Update Step1: Firmware Update Initiation

In order to begin any kind of firmware update, the device is required to open a data connection to the server.  The following mechanisms shall be supported to initiate the firmware update process…
3. All subsequent use of the words “shall”, “must”, “may” and ‘’should” in the new section 7 should be changed to lower case to reflect the informative nature of this section.
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