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1 Reason for Change

The "Provisioning over HTTP using OMA CP" (using a Trusted HTTP Context) is a cornerstone of a new opportunity window. It defines a new access model and a new Trust Model that enables true out-of-the box readiness with interactive and seamless configuration.

From a GSM/WCDMA/GPRS perspective the technology enables "data services discovery", i.e. a feature missing from the original GPRS specifications. This "Data Services Discovery" functionality allows an unconfigured, or mis-configured, device to discover the data services of the home operator (associated with the operator smartcard, typically a SIM or USIM).

We believe that Provisioning over HTTP is a convergence technology. It makes it possible, in a GPRS environment, to get IP network access with an un-configured, or mis-configured, device. It opens the door for IP level management operations.

Provisioning over HTTP allows for the creation of a similar situation as with LAN and WLAN networks, i.e. discovery of an IP network. It is from that point in time possible to use IP technology for subsequent operations. The difference compared to LAN/WLAN is that the initial access is given to a configuration/activation/support service (kind of a service provider's control channel). This trusted context is then used for provisioning operations (e.g. using OMA CP and OMA DM). These operations result in a persistent configuration that then can be used to access services.

2 Impact on Backward Compatibility

No backwards compatibility impact.

3 Impact on Other Specifications

A related change request (OMA-DM-2005-0050) has been proposed for the ProvBoot specification. There are extensions to this request in the form of OMA-DM-2005-090, OMA-DM-2005-091 and OMA-DM-2005-092

Dependency on other CR: OMA-DM-2005-0050

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA DM WG should incorporate these modifications to the ProvBoot document and create a new release of Client Provisioning.

6 Detailed Change Proposal

3.2 Definitions

	Alternative Parameter Value
	Some characteristics and parameters can occur multiple times, at the same hierarchical position, in a configuration. The characteristics or parameter is then said to have multiple alternative values.

	Bootstrap Document
	A connectivity or application access document with information of relevance to the bootstrap process only.

	Bootstrap Process (Bootstrapping)
	The process by which the unconfigured ME is taken from the initial state to or through the TPS Access State. This process can be system specific.

	Configuration Context
	A Configuration Context is a set of connectivity and application configurations typically associated with a single TPS. However, the Configuration Context can also be independent of any TPS. A TPS can be associated with several Configuration Contexts, but a TPS cannot provision a device outside the scope of the Configuration Contexts associated with that particular TPS. In fact, all transactions related to provisioning are restricted to the Configuration Contexts associated with the TPS.

	Connectivity Information
	This connectivity information relates to the parameters and means needed to access WAP infrastructure.  This includes network bearers, protocols, access point addresses as well as proxy, DNS, and application access addresses and Trusted Provisioning Server URLs.

	Continuous Provisioning
	The process by which the ME is provisioned with further infrastructure information at or after the TPS Access state. The information received during the bootstrap MAY be modified. This process is generic and optional. Continuous implies that the process can be repeated multiple times, but not that it is an ongoing activity.

	Default Proxy
	The default proxy, or home proxy, defines the preferred proxy of the configuration context. The preferred proxy is defined by the largest domain scope, and in case of conflict, is defined by the highest priority. Priority is defined as a function of order of discovery.

	Network Access Point
	A physical access point is an interface point between the wireless network and the fixed network. It is often a Remote Access Server, an SMSC, a USSDC, or something similar. It has an address (often a telephone number) and an access bearer.

	Pre-configured Configuration
	A configuration installed at point of manufacturing (or similar point in logistics chain).

	Privileged Configuration Context
	A privileged configuration context is a special context in which it is possible to define the number of additional contexts allowed. Not all WAP service providers are, however, allowed to bootstrap the privileged configuration context.

	Provisioned State
	The state in which the ME has obtained connectivity information extending its access capabilities for content, applications or continuous provisioning. This state is reached when the bootstrap process has provided access to generic proxies, or the continuous provisioning process has been performed.

	Provisioning document
	A particular instance of an XML document encoded according to the provisioning content specification [PROVCONT].

	Redefined Parameter
	A redefinition of a characteristic or parameter takes place when the current value is overwritten by a new value, for example when a parameter that is already defined once within a provisioning document, and can occur only once, is given another value. A redefinition would also take place when a parameter that can occur N times is given its N+1 value.

	Trusted Provisioning Server 
	A Trusted Provisioning Server, is a source of provisioning information that can be trusted by a Configuration Context. They are the only entities that are allowed to provision the device with static configurations. In some cases, however, a single TPS is the only server allowed to configure the phone.  Provisioning related to a specific TPS is restricted to Configuration Contexts that are associated with this TPS.

	TPS Access State
	The state in which the ME has obtained a minimum set of infrastructure components that enables the ME to establish the first communication channel(s) to WAP infrastructure, i.e. a trusted WAP proxy. This allows continuous provisioning, but may also provide sufficient information to the ME to access any other WAP content or application.

	Trusted HTTP Context
	A Trusted HTTP Context is defined as a bearer specific feature. The creation of this bearer dependent context is specified in [PROVBOOT]

	Trust-Token
	A PIN used within the context of a Trusted HTTP Context and conforming to the rules of a USERPIN as defined for the generic security mechanism.

	Trusted HTTP Provisioning Server
	The Trusted HTTP Provisioning Server is valid only as part of a Trusted HTTP Context and has a fixed name (help-portal.local). 

	Trusted Proxy
	The trusted (provisioning) proxy has a special position as it acts as a front end to a trusted provisioning server. The trusted proxy is responsible to protect the end-user from malicious configuration information.

	WAP Proxy
	The WAP proxy is an endpoint for the WTP, WSP and WTLS protocols, as well as a proxy that is able to access WAP content. A WAP Proxy can have functionality such as that of, for example, a WSP Proxy or a WTA Proxy.

	WSP Proxy
	A generic WAP proxy, similar in functionality to a HTTP proxy. It is a variant of a WAP Proxy.


7. Provisioning using a Trusted HTTP Context

When Provisioning using a Trusted HTTP Context [PROVBOOT] is performed then the media object of type application/vnd.wap.connectivity-wbxml MUST be transported as a body part within a HTTP-Reply message. The HTTP-Reply MUST be part of a Trusted HTTP Context and the provisioning media object MUST be signed with the Trust-Token. 

The ME SHALL accept a provisioning document that has been signed using a valid (correct and non-expired) Trust-Token as the user PIN for authentication by USERPIN. The signing mechanism is defined in [PROVBOOT].

The creation of a “Trusted HTTP Context” is defined in [PROVBOOT] as a bearer specific feature.
9.3 Upload Parameters

The ME SHALL invoke the Trusted HTTP Context, and as part of the creation of this context it SHALL provide the Trusted HTTP Provisioning Server, at help-portal.local, with the parameters defined in this section.

The ME SHALL use these parameters only once within each Trusted HTTP Context, in the first request to the Trusted HTTP Provisioning Server.

The ME SHALL use the parameters defined below (tToken, cVersion) in the format of cgi-bin parameters upon the URL of the Trusted HTTP Provisioning Server.
9.3.6 Trust-Token for Provisioning

The ME SHALL create a random Trust-Token code and provide this code to the Trusted HTTP Provisioning Server as a cgi-bin parameter. The ME SHALL use the Trust-Token to validate provisioning documents delivered over HTTP and signed using the generic security mechanism (as for USERPIN). The generic security mechanism is defined in [PROVBOOT]. 

The validity period of the Trust-Token created by the device is 600 seconds.

Parameter identifier: “tToken”

Namespace: 

tToken = <token-value>

<token-value> = numeric string

Default: None.

Example:

http://www.help-portal.com/page1?tToken=12345678
7.1.1 HTTP Provisioning Services Capability Version

The ME SHALL indicate HTTP Provisioning Capability Version when a new Trusted HTTP Context is created. This parameter is transported as a cgi-bin parameter in the URL used to access the Trusted HTTP Provisioning Server.

Parameter identifier: “cVersion”

Namespace: 

cVersion = <Capability>

<Capability> ::= <Capability Name>-<major>.<minor> 

<Capability Name> is an alphanumeric string.

<Major> and <Minor> are alphanumeric strings.

Default: None.

Example:

http://www.help-Portal.com/page1?cVersion=Mfcr-P_HTTP_UA-1.2
7.2 Download Parameters of Provisioning by HTTP

The parameters in this section control the behaviour in the client immediately after the loading if the provisioning media type (application/vnd.wap.connectivity-wbxml). 

The parameters are transported as parameters to the media type application/vnd.wap.connectivity-wbxml in the content type header, similarly to the security related parameters SEC and MAC (see [PROVCONT]).

7.2.1 Next-URL

The ME SHOULD use the value of the Next-URL parameter to access (using a HTTP or HTTPS GET) a server after the download of the provisioning media object. The ME MUST use the same Trusted HTTP Context as for the media object with which the Next-URL attribute was associated.
The value of the parameter conforms to the RFC2396 (where URL’s are defined).
Example:

Content-Type: application/vnd.wap.connectivity-wbxml; SEC=USERPIN; MAC=12345678; Next-URL= help-portal.local/nextPage

B.8 Provisioning using a Trusted HTTP Context

	Item
	Function
	Reference
	Status
	Requirement

	ProvUAB-PHTTP-C-001
	Support for Provisioning using a Trusted HTTP Context
	9
	O
	ProvUAB-PHTTP-C-002 AND ProvUAB-PHTTP-C-003 AND

ProvUAB-PHTTP-C-004 

	ProvUAB-PHTTP-C-002
	Cgi-parameters tToken in the first operation with the Trusted HTTP Provisioning Server.
	9.1.1
	O
	

	ProvUAB-PHTTP-C-003
	Cgi-parameters cVersion in the first operation with the Trusted HTTP Provisioning Server.
	9.1.2
	O
	

	ProvUAB-PHTTP-C-004
	Enforce the validity period of the  Trust Token
	9.1.1
	O
	

	ProvUAB-PHTTP-C-005
	Retrieve object from Next-URL
	9.2.3
	O
	ProvUAB-PHTTP-C-006

	ProvUAB-PHTTP-C-006
	Next-URL retrieved using same Trusted HTTP Context
	9.2.3
	O
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