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1 Reason for Change

To purpose of this CR is to fix consistency errors between OMA-TS-DM-Security-V1_2_1-20050215-D and its SCR tables. The changes include revising text in section 5.3.4 to clarify intended protocol usage and fixing various errors in the SCR Tables.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DM is recommended to review and approve the proposed changes.
6 Detailed Change Proposal

5.3.4 Challenges from non-authenticated agents
In some scenarios, it might be necessary for client and server to accept challenges from agents that have not yet been successfully authenticated. For example, consider the case in which both client and server have outdated nonces, and MD5 or HMAC authentication is used. If they both discard the Chal element, they will not have a chance to update their nonce and they will never be able to authenticate each other. To avoid this situation it is RECOMMENDED that client and server use the latest received nonce to build the content of the Cred element, even when the nonce is received from a non-authenticated agent. It is also RECOMMENDED that client and server should not over-write the stored copy of the next nonce with one received from a non-authenticated agent, as that would allow malicious agents to replace good nonces with bad ones.

Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.2 SCR for DM Client

	Item
	Function
	Reference
	Status
	Requirement

	DM-SEC-C-001
	Server authentication at the transport layer
	Section 5.3
	O
	DM-SEC-C-011 AND (DM-SEC-C-012 OR DM-SEC-C-13)

	DM-SEC-C-002
	Send credentials to server
	Section 5.3
	O
	

	DM-SEC-C-003
	Challenge Server
	Section 5.3
	O
	

	DM-SEC-C-004
	Server authentication at the application layer
	Section 5.3
	O
	DM-SEC-C-005

	DM-SEC-C-005
	Support for OMA DM syncml:auth-md5 type authentication
	Section 5.3
	O
	

	DM-SEC-C-006
	Support for OMA DM syncml:auth-md5 type authentication in conjunction with transport layer authentication
	Section 5.3
	O
	

	DM-SEC-C-007
	Accept challenges from server that has not yet been successfully authenticated
	Section 5.3.4
	O
	

	DM-SEC-C-008
	Integrity checking  using HMAC-MD5
	Section 5.4
	O
	DM-SEC-C-009 AND DM-SEC-C-010

	DM-SEC-C-009
	Inserting  HMAC in  transport 
	Section 5.4.3
	O
	

	DM-SEC-C-010
	Using HMAC for all subsequent messages
	Section 5.4.3
	O
	

	DM-SEC-C-011
	Identifying that the server is using TLS1.0 or SSL3.0
	Section 5.5.1.1
	O
	

	DM-SEC-C-012
	Support for TLS
	Section 5.5.1.1
	O
	DM-SEC-C-014

	DM-SEC-C-013
	Support for SSL 3.0
	Section 5.5.1.1
	O
	DM-SEC-C-015

	DM-SEC-C-014
	Supporting at least one of the cipher suites TLS_RSA_WITH_AES_128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA
	Section 5.5.1.1
	O
	

	DM-SEC-C-015
	Support for at least one of  SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 5.5.1.1
	O
	

	DM-SEC-C-016
	Bootstrap Security for Bootstrap via DM Profile
	Section 5.7.2.2
	O
	DM-SEC-C-017 OR DM-SEC-C-018

	DM-SEC-C-017
	Transport neutral security for Bootstrap via DM Profile
	Section 5.7.2.2.
	O
	DM-SEC-C-019 OR DM-SEC-C-020 OR DM-SEC-C-021

	DM-SEC-C-018
	Transport layer security for Bootstrap via DM Profile
	Section 5.7.2.2.
	O
	 

	DM-SEC-C-019
	Use of NETWORKID and USERPIN when Bootstrapping via DM Profile
	Section 5.7.2.3
	O
	 

	DM-SEC-C-020
	Support of NETWORKID in Bootstrap via DM Profile
	Section 5.7.2.3
	O
	 

	DM-SEC-C-021
	Support of USERPIN in Bootstrap via DM Profile
	Section 5.7.2.3
	O
	 


B.3 SCR for DM Server

	Item
	Function
	Reference
	Status
	Requirement

	DM-SEC-S-001
	Different password for each client
	Section 5.1
	M
	

	DM-SEC-S-002
	Client authentication at the transport layer
	Section 5.3
	M
	

	DM-SEC-S-003
	Send credentials to client
	Section 5.3
	M
	

	DM-SEC-S-004
	Challenge Client
	Section 5.3
	O
	

	DM-SEC-S-005
	Clients authentication at the application layer
	Section 5.3
	O
	DM-SEC-S-006 AND DM-SEC-S-009 AND DM-SEC-S-010

	DM-SEC-S-006
	MD5 challenge to client
	Section 5.3
	O
	

	DM-SEC-S-007
	MD5 challenge to client in conjunction with transport layer security
	Section 5.3
	O
	

	DM-SEC-S-008
	Supply of a new nonce with one more challenge  if authentication fails
	Section 5.3.3
	M
	

	DM-SEC-S-009
	Using new nonce for each new session
	Section 5.3.3
	O
	

	DM-SEC-S-010
	Accept challenges from clients that have not yet been successfully authenticated
	Section 5.3.4
	O
	

	DM-SEC-S-011
	Integrity checking  using HMAC-MD5
	Section 5.4
	O
	DM-SEC-S-012 AND DM-SEC-S-013

	DM-SEC-S-012
	Inserting  HMAC in  transport 
	Section 5.4.3
	O
	

	DM-SEC-S-013
	Using HMAC for all subsequent messages
	Section 5.4.3
	O
	

	DM-SEC-S-014
	Support for TLS 1.0 [TLS] 
	Section 5.5.1.1
	M
	

	DM-SEC-S-015
	Support for SSL3.0 [SSL3.0]
	Section 5.5.1.1
	M
	

	DM-SEC-S-016
	Using OMA DM over HTTP
	Section 5.5.1.1
	O
	DM-SEC-S-017 OR DM-SEC-S-018

	DM-SEC-S-017
	Using TLS
	Section 5.5.1.1
	O
	DM-SEC-S-019

	DM-SEC-S-018
	Using  SSL3.0
	Section 5.5.1.1
	O
	DM-SEC-S-020

	DM-SEC-S-019
	Supporting all three cipher suites TLS_RSA_WITH_AES_128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA
	Section 5.5.1.1
	O
	

	DM-SEC-S-020
	Support for both of  SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 5.5.1.1
	O
	

	DM-SEC-S-021
	Bootstrap Security for Bootstrap via DM Profile
	Section 5.7.2.2
	O
	DM-SEC-S-022 OR DM-SEC-S-023

	DM-SEC-S-022
	Transport neutral security for Bootstrap via DM Profile
	Section 5.7.2.2.
	O
	DM-SEC-S-024 or DM-SEC-S-025 or DM-SEC-S-026

	DM-SEC-S-023
	Transport layer security for Bootstrap via DM Profile
	Section 5.7.2.2.
	O
	 

	DM-SEC-S-024
	Use of NETWORKID and USERPIN when Bootstrapping via DM Profile
	Section 5.7.2.3
	O
	 

	DM-SEC-S-025
	Support of NETWORKID in Bootstrap via DM Profile
	Section 5.7.2.3
	O
	 

	DM-SEC-S-026
	Support of USERPIN in Bootstrap via DM Profile
	Section 5.7.2.3
	O
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