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1 Reason for Contribution

Scheduling for device diagnostics is a feature that is currently demanded by operators.  This document provides basic use cases and requirements that are needed for diagnostics scheduling.

2 Summary of Contribution

2.1 Network Initiated Data Collection Session

A DM server uses an OMADM Notification Initiated Session to invite clients to transmit requested data.  Network can initiate several types of diagnostic sessions, automatically or manually.  Those sessions are performance management sessions, trap management sessions, trap synchronization sessions, and tracing sessions.

2.2
Profile Based Periodic Data Collection

An OMADM server can instruct clients to send in managed object data periodically.  This is accomplished by provisioning clients with diagnostic profiles. A data collection session can also be invoked by network on demand.  

A scheduling profile contains a scheduled target for monitoring.  The monitoring object is composed of multiple parameters in the form of counter, gauge, or status code.

2.3
Trap Induced Data

Trap induced data are data collected during a trap induced diagnostic session.  An inducing trap can be an alarm or Threshold Crossing Event (TCE).

3 Detailed Proposal

3.1 Network Initiated Data Collection Session

A DM server uses an OMADM Notification Initiated Session to invite clients to transmit requested data.  The notification sent by DM server MUST include identifiers of managed objects to be collected. 

Network can initiate several types of diagnostic sessions, automatically or manually.  Those sessions are performance management sessions, trap management sessions, trap synchronization sessions, and tracing sessions.

3.1.1
Network Initiated Performance Management Session

A network initiated performance management session is to collect performance data accumulated in a mobile device.  Performance management data are mainly concerned with data such as data throughput, times of network access, latency, etc.  Performance management data can sometimes be status codes that are related to other performance data, such as “on” or “off” value for a data collection engine.  An example of such a usage is that when reporting counters for received and sent data packets, a flag of “on/off” for the use of compression mechanism may be reported along to qualify the counters.
3.1.2
Network Initiated Trap Management Session

A network initiated trap management session is to collect trap data that may be triggered by previous observed trap sent by a client.  Such a session can be used to collect related data related to a trap, such as status code, past trap history.

3.1.3
Network Initiated Trap Synchronization Session

A trap synchronization session is initiated by network to synchronize latest trap history after a mobile device is re-connected to the network.  It is based on a fact that some fault situations are related to network disconnection, in which case there is no way for a mobile device to report any trap.  It is important for network to synchronize the trap history so a proper measure can be taken in time.

Note that a mobile device can initiate a trap induced session inviting network to synchronize with its trap history, if the mobile device is configured for such a capability.  The traps reported in a synchronization session have to be sent to a DM server in the sequence as they are generated. 

3.1.4
Network Initiated Tracing Session

A tracing session is usually initiated by the network with the mobile device being the source of trace.  Once a tracing session is initiated, the mobile device runs through certain operations that are requested by this tracing session.  A DM server, which acts as the recorder of the session, records all the steps re-played by the mobile device, analyzes the parameters used in the operations and side effects of those operations.

An example of such a session is tracing PDP attachment and context activation.  A mobile device sends back the packet fragments or parameters used for PDP attachment and context activation during an attachment and context activation process.  A DM server can then analyze the real parameters used in those procedures to compare provisioned parameters to trouble-shoot a GPRS enabled phone.

A tracing session is different from a performance session in that a tracing session results in highly asynchronous behaviours once initiated.  A tracing session is different from a trap reporting because it is initiated by the network in a controlled manner.

To enable tracing capability in the network, it requires free bandwidth for sending tracing data packages in real-time as the operation in progress.  To enable tracing capability in a mobile device, it requires that the DM client agent has low level intimacy with underlying software and enough computing power to process dual tasks at the same time.

3.2
Profile Based Periodic Data Collection

An OMADM server can instruct clients to report managed object data periodically.  This is accomplished by provisioning clients with diagnostic profiles. A diagnostic profile consists of information that defines the operations of the Service Quality Agent (SQA) on the handset. The diagnostic profile controls SQA’s attributes such as data to be collected, time to collect them and the amount to collect before reporting them to a DM server.

A data collection session can also be invoked by network on demand.  A DM server can initiate the session by sending an execution command to the client indicating the target profile.  A DM server can also send in a new profile with snapshot only (no recursion, one period) profile to a client and execute it at once.

A scheduling profile contains a scheduled target for monitoring.  The monitoring object is composed of multiple parameters in the form of counter, gauge, or status code.

A mobile device can contain multiple data collection profiles.  A data collection profile is identified by its name. A collection profile contains one data collection schedule and one schedule collects one or many monitored attributes.

A DM server is responsible for downloading, modifying and deleting data collection profiles to a client device.  A DM server is responsible in enabling or disabling data collection capability of a client.

A client agent of device diagnostics is responsible for executing the scheduled data collection activities and compiling the data in the format a DM server requested.

3.3
Trap Induced Data

A trap can be categorized into event and alarm.  An event is a record of an incidence which has no severity bearings.  An alarm represents abnormality that requires immediate intervention.  Trap induced data are data collected during a trap induced diagnostic session.  An inducing trap can be an alarm or Threshold Crossing Event (TCE).  To facilitate discussion, both scenarios are called trap induced diagnostic session unless otherwise noted.

A trap induced diagnostic session can invoke either one of the following data collection schemes.

3.3.1
Trap Capability Provisioning

A DM server provisions a client on the list of traps that a client can generate and send to a DM server.  A trap provisioning managed object is configured to a client by a DM server.  A DM server is responsible for downloading, modifying, and deleting trap provisioning objects.
3.3.2
Network Initiated Data Collecting Session

Operators can manually invoke data collection procedures in response to a trap.  This requires an administrator to initiate this process on demand.  Since this process is generic enough for all data collection scenarios, it can be used as a basic procedure for trouble shooting.

3.3.3
Network Initiated Tracing Session

Operator can invoke a tracing session instead of a data collection session.  The difference is that a tracing session requires a mobile device to replay previous operations that may cause this trap.  This procedure may not be universally applicable for all types of traps.  But this is best suited for trouble shooting problems related to network access and account AAA setups.

3.4
Separation of Performance Data and Trap Data

It is NOT RECOMMENDED to mix performance data and trap data in the same transmission of a data package.  Performance data collection activities are scheduled, synchronous or near synchronous activities.  Trap data could flood DM servers in a very short period of time, subsidize quickly and stay at a low activity state for quite a long while.  While it is alright to use the same data format (DDF) to describe performance data and trap data, it is recommended that data are transmitted separately since different types of data may be routed to different servers
3.5
Throttling Mechanism

What is not discussed in this document is the mechanism and policy for throttling trap flood.  Some proposals were discussed among contributors.  One proposed mechanism was to use tiered and time-based approach in controlling trap traffic.  This approach is basically to set up a trap reporting policy specifying the relation between the urgency level of a trap and timeliness of its delivery.  Some traps should be reported immediately, some traps can be reported in batch during network off-time, and some traps may not have to be reported unless a DM server asks for them.  By selectively provisioning mobile devices, a DM server can control the number of traps and anticipate the time of high-volume trap reports.  Throttling mechanism needs to be discussed further and to be incorporated in use cases and requirement document.
3.6
Trap Provisioning Managed Object
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Figure 1: Trap capability provisioning object
3.7
Scheduling Managed Object
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Figure 2: Scheduling profile object
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The contributors propose that the DM WG

a) DM WG reviews the above DM Scheduling MO proposal, and any enhancements that may be considered.
b) In parallel, along with the Scheduling work stream champions, the DM WG should create a Requirements Document (RD).  Also, an Architecture Document (AD) may also be created for Scheduling or more appropriately an overall DM AD.
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