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1 Reason for Change

A new Requirement Document for Smart Card in Device Management is under consideration in the DM group before submission to the REQ group of OMA.

Needs have arisen to secure and control through the smart card the Firmware Update operation that can be performed on a Device. A presentation has even socialized this in the DM group (OMA-DM-2005-0158R02-SC-Secure-Firmware-Upgrade-Use-Case-Presentation).

2 Impact on Backward Compatibility

No impact. 

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this CR is approved by the group.

6 Detailed Change Proposal

5. Use Cases
(Informative)

5.1 Provisioning

5.2 Firmware Update

5.2.1 Use Case CORP, Firmware Update Control by SC
	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	X
	
	X
	
	

	Additional Keywords
	
	
	
	
	


Table 1: Affected Areas for Firmware Update Control by SC

5.2.1.1  ASK  \* MERGEFORMAT Short Description

A Device is able to trace/log all the firmware update operations that occurred. But several different subscriptions may have performed these update operations.

A network operator is able to trace/log all the firmware update operation performed by its subscribers through one of its DM servers. But it is difficult for a network operator to trace/log the firmware update operation performed by its subscribers through DM servers that are not under its control. One way to overcome this problem it is to use log/trace information in the Smart Card.

Note:  The term SC is used generically, here applying to telecom SCs, i.e. SIM, USIM and R-UIM Smart Cards used respectively in the GSM, UMTS and CDMA worlds.

5.2.1.2 Actors

Smart Card

(Network) Operator

Device with a Firmware Update Client. 
A distinction is made between a “branded Device” (by an Operator or a Card Issuer), a “subsidized Device” (by an Operator or a Card Issuer) and a “free Device” (not branded or no more branded, not subsidized or no more subsidized).

DM Server, with distinction between “authorized DM server” (on a firmware update point of view) and “unauthorized DM Server”.

Update Package Sender

Update Package Provider

5.2.1.2.1 Actor Specific Issues

A network operator (or Card Issuer) is able to trace/log all the firmware update operations performed by its subscribers through one of its DM servers but it is not able to trace/log the firmware update operation performed by its subscribers through DM servers that are not under its control (called hereafter “authorized DM Servers”). This is more critical for Device that the Operator or Card Issuer has branded or subsidized.

5.2.1.2.2 Actor Specific Benefits

The operator, or Card Issuer, may anytime, in branded or subsidized Device, fetch information related to firmware update operations that occurred for the subscriber. Moreover, it may have the proof of any update in the case of firmware update initiated by the user of the Device outside any of its “authorized” DM servers. In case the subscriber is asked confirmation before an “unauthorized” firmware update, the Operator or Card Issuer may use the SC data to prove it is not responsible in case of any later dysfunction of the Device.

5.2.1.3 Pre-conditions

The Device uses a Smart Card to connect onto the operator network.

The Device implements a Device Firmware Update Client.

The (telecom) Smart Card is compliant with DM and implements the trace/log functionality for DM firmware update.

5.2.1.4 Post-conditions

The Smart Card stores securely the log/trace data concerning the firmware update operation in the Device.

The Operator or Card Issuer has the SC log/trace data concerning the firmware update operation performed by the subscriber or may retrieve it anytime from the Smart Card.

5.2.1.5 Normal Flow

1. A Device user asks for a firmware update through a DM server.

2. The Device Firmware Update Client first verifies with the SC if the DM Server is one of the “authorized DM Servers” assigned by the Operator or Card Issuer for firmware updates of this subscriber’s Device.

3. If it is not an “authorized” DM server (on a firmware update point of view), the Device Firmware Update Client may warn the user that the update of the firmware is done outside the official channel for this kind of Devices (branded or subsidized by the Operator or the Card Issuer). The Device Firmware Update Client may stop the update operation or continue it after asking for user or subscriber confirmation (with optional code verification).

4. If it is an “authorized” DM server, the firmware update operation goes on.

5. The Device is updated.

6. The Device Firmware Update Client updates the Smart Card with information related to the firmware update (kind of update, release number, date, IMEI of the device, update status…).

7. The DM server may ask anytime to the Smart Card the information it stores concerning the updates made by this subscriber. In case the subscriber is asked confirmation before an “unauthorized” firmware update, the Operator or Card Issuer may use the SC data to prove it is not responsible in case of any later dysfunction of the Device.

7.2.1.1 Alternative Flow

In the case of a Device firmware update requested by the user, and if it is a service charged by the Operator, this latter may use the stored information in the SC to avoid a later payment repudiation of the service by the Device subscriber.

7.2.1.2 Operational and Quality of Experience Requirements

5.2.2 Use Case CORP, Firmware Update Anti-Replay by SC
	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	X
	
	X
	
	

	Additional Keywords
	
	
	
	
	


Table 2: Affected Areas for Firmware Update Control by SC

5.2.1.6  ASK  \* MERGEFORMAT Short Description

A Device stores the update package that has been sent by the DM server before executing it.

It may be necessary for the operator or the Update Package Provider or the Update Package Sender to insert some secret information in the package in order to prevent any replay and to allow integrity check.

In this regard, the Device and the Smart Card can have some secret data allowing to verify that the target device and subscriber are the right ones.

5.2.1.7 Actors

Smart Card

(Network) Operator

Device (branded by an Operator or Card Issuer) with a firmware Update Client

DM Server

Update Package Sender

Update Package Provider

5.2.1.7.1 Actor Specific Issues

The operator or the Update Package Provider or the Update Package Sender may want to prevent any replay of an update package by other devices or subscriptions.

The subscriber wants to be sure of the origin of the update package.

5.2.1.7.2 Actor Specific Benefits

If the Operator or the Update Package Sender is charging the firmware update operation, it may ensure through this mechanism that the package is only used on one mobile platform (Device + Subscription).

5.2.1.8 Pre-conditions

The Device uses a Smart Card (telecom)  to connect onto the operator network.

The Device implements a Device Update client.

The Smart Card is compliant with DM and implements some security information allowing the integrity check and identification (for ease of charge and anti-replay purposes).

5.2.1.9 Post-conditions

If the Device and its inserted (telecom) Smart Card are the targeted ones, the Device has been authorized to update its firmware.

If the Device and/or the inserted (telecom) Smart Card are different from the targeted ones, the Device has not been authorized to update its firmware.

5.2.1.10 Normal Flow

To Be Done

5.2.2.1 Alternative Flow

In the case of a Device update requested by the user, and if it is a service charged by the Operator, this latter may use the stored information in the SC to avoid a later payment repudiation of the service by the Device subscriber.

5.2.2.2 Operational and Quality of Experience Requirements

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

<< This clause identifies the high level functional requirements to support the use cases identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	The Smart card SHALL be able to store data related to log or trace of Firmware Update operation and status.

	<Ref: Use Case Title, HLFR>
	If requested by an “authorized DM Server” (on FU point of view), the device update client MUST report to the Smart Card any firmware update operation and log related information, including the end status.

	<Ref: Use Case Title> 
	


Table 3: High-Level Functional Requirements

6.1.1 Security

	<Ref: Use Case Title, HLFR>
	Data on smart card related to Firmware Update SHALL be protected against unauthorized modification.

	<Ref: Use Case Title, HLFR>
	Data on smart card related to Firmware Update SHALL be protected against unauthorized reading.

	<Ref: Use Case Title, HLFR>
	Data on smart card related to Firmware Update SHALL be protected against unauthorized creation.

	<Ref: Use Case Title, HLFR>
	An authorized DM Server SHALL be able to get data related to firmware updates executed by the subscriber.

	<Ref: Use Case Title, HLFR>
	The Smart Card SHALL allow extraction by an authorized DM server of data related to firmware updates executed by the subscriber.

	<Ref: Use Case Title, HLFR>
	The SC must be able to store a list of authorized DM Servers that are authorized to conduct firmware updates and other authorized DM activities.

	<Ref: Use Case Title, HLFR>
	In the case the Device Firmware Update Client limits the Device Updates to “authorized” DM servers, the Device Firmware Update Client SHALL be able to retrieve from the Smart Card the list of  “authorized” DM servers for Device upgrade.

	<Ref: Use Case Title, HLFR>
	In the case the Device Firmware Update Client limits the Device Updates to “authorized” DM servers, the Device Firmware Update Client SHALL be able to retrieve from the Smart Card the policy to follow if the user/subscriber decides to use an “unauthorized” DM server for firmware update.

	<Ref: Use Case Title, HLFR>
	If the Device Firmware Update Client limits the Device Updates to “authorized” DM servers and the user selects a DM Server outside of this list, in the case the Device Firmware Update Client is allowed to proceed, it SHALL write in the Smart Card the confirmation of the user/subscriber who accept to use an unofficial DM server.

	<Ref: Use Case Title, HLFR>
	If requested by a DM Server, the Device Firmware Update Client MUST request to the Smart Card to verify the integrity of update Package before execution.

	<Ref: Use Case Title, HLFR>
	If requested by the subscription and if the Device has been provided or subsidized by the operator, the Device Firmware Update Client MUST request the Smart Card to determine that the DM Server is authorized to provide the update package.

	<Ref: Use Case Title, HLFR>
	If requested by the subscription and if the Device has been provided or subsidized by the operator, the Device Firmware Update Client MUST request the Smart Card to verify the validity of the Software Originator of the downloaded update package.

	<Ref: Use Case Title, HLFR>
	The Smart Card MAY store Device Firmware Update secure information such as certificate.

	<Ref: Use Case Title, HLFR>
	When requested by the Device Firmware Update Client, the Smart Card SHALL verify the integrity of an update package.

	<Ref: Use Case Title, HLFR>
	When requested by the Device Firmware Update Client, the Smart Card SHALL provide security information to the device in order to verify that the subscriber is authorized to use the received update package.

	<Ref: Use Case Title, HLFR>
	If requested by the sending DM Server, the Device Firmware Update Client SHALL use the Smart Card to verify the integrity of a received update package.

	<Ref: Use Case Title, HLFR>
	If requested by the sending DM Server, the Device Firmware Update Client SHALL use the Smart Card to verify the subscriber identification before executing an firmware update operation.

	<Ref: Use Case Title, HLFR>
	


Table 4: High-Level Functional Requirements – Security Items

6.1.2 Charging

<< This clause identifies the high level charging needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 5: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

<< This clause identifies the high level administration and configuration needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title,  HLFR>
	


Table 6: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

<< This clause identifies the usability needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 7: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

<< This clause identifies the high level interoperability needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 8: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

<< This clause identifies the high level privacy needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 9: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>
	


Table 10: High-Level Functional Requirements – Security Items

<text>

6.3 System Elements

<< This section identifies the high level requirements, on each system element in the use cases, identified in this specification, including the user’s device(s) if relevant. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Each subsection should have sub-subsection(s) covering the requirements on interfaces.  DELETE THIS COMMENT >>

	System Element <letter>:
	<System Element Description>
	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>


Table 11: System Elements

6.3.1 Device

<This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

	<Nr.>
	


Table 12: Requirements for System Element <A>

1. Interfaces to System Element X

<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

2. Interfaces to System Element Y

<etc>

6.3.2 Smart Card

<This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

	<Nr.>
	


Table 13: Requirements for System Element <A>

3. Interfaces to Device Management Servers

	<Nr.>
	


<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

4. Interfaces to System Element Y

<etc>

6.3.3 Overall Device Management Server

<This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

	<Nr.>
	


Table 14: Requirements for System Element <A>

5. Interfaces to Device Management Servers

	<Nr.>
	


<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

6. Interfaces to System Element Y

<etc>

6.3.4 Network interfaces

<This clause identifies the high level network interface (bearers/protocols) needs to support the requirements identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Nr.>
	<Ref: SE (letter)>
	


Table 15: Requirements for Network Interfaces
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